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Abstract

To improve efficiency of memory accesses, modern multiprocessor architectures
implement a whole range of different weak memory models. The behavior of
performance-critical code depends on the underlying hardware. There is a
rising demand for verification tools that take the underlying memory model into
account. This work examines a variety of prevalent problems in the field of
program verification of increasing complexities: testing, reachability, portability
and memory model synthesis.

We give efficient tools to solve these problems. What sets the presented
methods apart is that they are not limited to some few given architectures. They
are universal: The memory model is given as part of the input. We make use of
the cat language to succinctly describe axiomatic memory models. cat has been
used to define the semantics of assembly for x86/TSO, ARMv7, ARMv8, and
POWER but also the semantics of programming languages such as C/C++,
including the Linux kernel concurrency primitives.

This work shows that even the simple testing problem is NP-hard for most
memory models. It does so using a general reduction technique that applies to
a range of models. It examines the more difficult program verification under a
memory model and introduces Dartagnan, a bounded model checker (BMC)
that encodes the problem as an SMT-query and makes use of advanced encoding
techniques. The program portability problem is shown to be even harder. Despite
this, it is solved efficiently by the tool Porthos which uses a guided search to
produce fast results for most practical instances. A memory model is synthesized
by Aramis for a given set of reachability results. Concurrent program verification
is generally undecidable even for sequential consistency. As an alternative to
BMC, we propose a new CEGAR method for Petri net invariant synthesis. We
again use SMT-queries as a back-end.
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Chapter 1

Introduction

For multiprocessors, communication over shared memory is a performance
bottleneck. To improve processor utilization, modern architectures implement
various optimizations like a distributed shared memory or write buffers, often
organized per memory cell or per processor. However, with these optimizations,
different threads may observe the writes of other threads at different points in
time. This results in different local views of the threads on the shared memory.
Weak memory models [8, 95, 115, 157]have been developed as an interface to
the programmer that abstracts from architectural details. They specify, without
reference to the processor architecture, the possible concurrent executions.

In general, weak memory models allow for behavior of the memory operations
that are impossible on a sequentially consistent (SC) memory [111]. Under
SC, operations are immediately seen by all threads or, phrased differently, the
sequences of memory operations are interleaved. SC matches the developer’s
intuition about program behavior. As a result of this discrepancy, algorithms
that have been developed with SC in mind can have undesirable effects when run
on a system with a weak memory. In particular, mutual exclusion algorithms
and other programs with data races behave incorrectly if the program order is
relaxed only slightly.

Procedure p
1 x = 1;
2 while y=1 do
3 x = 0;
4 Sleep(time);
5 x = 1;
6 end
7 Critical Section;
8 x = 0;

Procedure q
1 y = 1;
2 while x=1 do
3 y = 0;
4 Sleep(time);
5 y = 1;
6 end
7 Critical Section;
8 y = 0;

Figure 1.1: Dekker’s mutex algorithm.
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Figure 1.2: Behavior of Dekker under PSO and TSO.

Example To illustrate the problems caused by consistency with weak memory,
we examine total store ordering (TSO). It is implemented by x86 and well
studied. Under the memory model, each thread has a store buffer of pending
writes. A thread can see its own writes before they become visible to other
threads (by reading them from its buffer), but once a write hits the memory it
becomes visible to all other threads simultaneously: TSO is a multi-copy-atomic
memory model [58].

Fig. 1.1 shows a simplified version of Dekker’s mutual exclusion algorithm
(it does not use a token variable). The algorithm consists of procedures p and
q that are executed by two threads. Both threads claim a resource by setting
their variable to 1. If the resource is claimed by the partner, a thread releases
the resource and waits for some time until it claims the resource again. If the
resource is not claimed by the partner, the thread enters its critical section and
releases the resource afterwards.

Intuitively, the protocol guarantees mutual exclusion. It should prevent the
threads p and q from entering their critical sections at the same time. However,
if the algorithm is executed on an architecture where the threads buffer their
writes, like TSO or partial store ordering (PSO) , it may behave incorrectly
(Figure 1.2). Both p and q issue their writes and put them into their buffers
(Fig. 1.2 b). No write was passed to the shared memory yet. Since each thread
can only access its own write buffer, both will still see the initial value of the
shared memory for the variable of the other thread (Fig. 1.2 c). This means
both read 0 and enter the critical section (Fig. 1.2 d). To detect bugs like this,
considerable effort has been made to develop verification methods for concurrent
programs that take into account weak memory models.
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There is a rising demand for verification tools that consider the underlying
memory model. Semantics and verification under weak memory models have
been the subject of study at least since 2007. Initially, hardware architectures
have been addressed [13, 24, 45, 76, 123, 148, 149] First, the behavior of x86
and TSO has been clarified [45, 149], then the POWER architecture has been
addressed [148, 123], now ARM is being tackled [76]. The study of weak memory
also looks beyond hardware, in particular C11 and C++11 received considerable
attention [31, 30, 110]. Recently, an axiomatic memory model for the Linux
kernel has been introduced [22]. Research in semantics goes hand in hand with
the development of verification methods. They come in two flavors: program
logics [165, 163] and algorithmic approaches [46, 28, 63, 19, 24, 41, 64, 1, 5].
These methods and tools are usually designed for a specific memory model.

Since there are many memory models and their number keeps growing,
universal verification tools are required. Such a tool would need to take a
description of the memory model as input. This means we require a flexible
specification language in which all memory models considered so far can be
expressed succinctly. A key insight is that, for verification purposes, the semantics
is best formulated in an axiomatic style. The memory model is given in terms
of constraints that restrict a set of candidate executions. The serial view based
memory models developed by Steinke and Nutt [157] presents a uniform way
to define many memory models by specifying the possible local views on the
memory. Another considerable achievement in this line of research is the flexible
specification language cat [13, 17, 24], developed by Alglave et al. In cat,
basically all memory models of interest can be expressed. The cat language has
been used to define the semantics of assembly for x86/TSO, ARMv7, ARMv8,
and POWER but also the semantics of programming languages such as C/C++,
including the Linux kernel concurrency primitives. It describes a memory model
as a set of (acyclicity) constraints over relations between memory events. cat is
made for rapid prototyping. New models are easy to write so that the developer
is able to quickly, yet precisely, assess the behavior of the program of interest on
the corresponding hardware.

While cat is successful as a modeling language, the tool support is lagging
behind. Memory model-aware verification tools are still being developed for
specific memory models. Nidhugg [1, 5] implements stateless model checking for
TSO, POWER, and a version of ARM. CBMC [19] is a bounded model checker
for TSO. The RCMC tool [102] targets the C11 programming language. Other
verification problems (e.g. fence insertion to restore sequential consistency) are
tackled by Memorax [2, 3, 4], offence [21], Fender [108], and DFence [118].
These tools support TSO and similar models, such as PSO or RMO, but cannot
handle POWER or ARM.

What is missing are verification tools that are modular in the following sense:
Besides the program, they should take a memory model as an input and then
perform the analysis relative to that model. The Herd7 tool [24] accompanying
cat satisfies this requirement. Unfortunately, it is designed for litmus tests and
limited to small programs.
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Figure 1.3: An overview of the results.

As shown in Fig. 1.3, this work examines a variety of common problems in
the field of concurrent program verification of increasing complexities: testing,
program verification, program portability, and memory model synthesis. Starting
off by studying the easy testing problem, we keep building on our solution for a
current problem in order to solve the following harder problem. In the figure,
this is represented by the green dashed arrows.

We give efficient methods to solve these problems. We present our tool suite
Dat3M consisting of Dartagnan, Porthos, and Aramis. What sets the suite
apart is that it is not developed towards certain architectures. It is universal:
The memory model is given as part of the input.

First, the thesis examines a prominent approach to program analysis: testing.
The testing problem takes a test T that consists of input sequences of reads and
writes on the memory, one for each thread in the concurrent program. The task
is to check whether these sequences can form an execution of the entire program
that respects the constraints of a given memory modelM.

We determine the complexity of the testing problem for most of the known
memory models. Moreover, we study the impact on the complexity of parameters
like the number of concurrent threads, the length of their executions, and the
number of shared variables. In order to show properties for multiple memory
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models, we use the more structured serial views (SV) here to describe memory
models instead of cat. For most cases, we determine the lower bound of the
complexity by proving that the testing problem is NP-hard. What differentiates
this from previous related results is a uniform approach that avoids to consider
each memory model individually but allows the use of a single reduction on a
whole range of memory models. For the weaker memory models, we show that
the problem is polynomial. We present polynomial-time testing algorithms that
are inspired by determinization methods for automata. We prove that the upper
bound of the complexity is in NP by describing a uniform reduction of the
testing problem to SAT.

Next, the thesis examines the more difficult program reachability problem
under a memory model. Solving this problem is essential for program verification
against safety properties. Here, we want to know whether a program P can reach
a state that satisfies an assertion S under a memory modelM. We approach
this by adapting our reduction of testing and expanding on it. We introduce
Dartagnan, a bounded model checker (BMC) for concurrent programs under
weak memory models that encodes tasks as SMT-queries. The tool encodes not
only the program but also its semantics as defined by the memory model. What
makes Dartagnan scale are its advanced encoding techniques, most notably the
relation analysis and its handling of recursively defined relations. The relation
analysis is a novel static analysis technique that significantly reduces the size
of the encoding. Based on the constraints imposed by the memory model, it
computes approximations of the relation domains, deciding which parts of the
relation encoding can be safely omitted. Some cat memory models (like Power)
contain recursive definitions. We show that we can avoid computing the least
fixed point semantics for recursion and thus simplify the encoding.

The program portability problem asks whether a program P can be ported
from one memory modelMS to anotherMT without changing its behavior. We
distinguish between two portability notions. A program is trace portable if it
has the same set of executions under both models. It is state portable if it has
the same set of reachable states. We present Porthos, a bounded portability
checker. It solves bounded trace portability by expanding on the SMT encoding
technique of Dartagnan. For this, we cannot avoid computing the least fixed
point semantics for recursion. We do so with a compact encoding of a Kleene
fixpoint iteration using integer variables. We also add encodings of inconsistency
with a memory model. This encoding is a reduction and proves that bounded
trace portability is in co-NP.

The state portability problem is shown to be ΠP
2 -complete and thus even

harder than trace portability. Despite this, it is solved efficiently by Porthos
with a guided search that uses the trace-portability method as a heuristic. This
produces fast results for most practical instances.

The next studied problem is memory model synthesis. Formulating an
appropriate model for an architecture is a difficult task. It requires a deep
understanding of both the architecture itself and axiomatic models in general.
We present the tool Aramis which synthesizes a memory model using SMT-
queries with the encodings of Dartagnan and Porthos as back-ends. The
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tools input consists of the behavior of the given architecture described using
litmus tests P1 . . . Pn and their possible outcomes: a set of litmus tests that
succeed under the architecture and a set of tests that do not succeed. Aramis
generates a list of constraints over relations and attempts to combine them to
a cat memory model that behaves correctly for all litmus tests. It supports
two methods of generating this list: Enumerating all possible constraints and a
guided search. The guided search consists of a counter-example guided inductive
synthesis (CEGIS) loop. Here, we use a template relation where we we only
specify the required behavior and let the SMT-solver choose an instantiation of
the template consistent with the requirements.

Concurrent program verification is generally undecidable. With the BMC
Dartagnan, we under-approximate the program behavior. In order to more
accurately determine the behavior of a concurrent program, we complement this
approach with an over-approximation. We attempt to disprove Petri net reacha-
bility through the generation of invariants. We use inductive invariants of Petri
nets in the form of linear inequalities in order to examine over-approximations
for sequential consistency. Such inequalities function as proofs for the non-
reachability or non-coverability of a marking. Applying tools from Discrete
Mathematics we prove structural theorems about the space of inductive inequal-
ities and give a close over-approximation. From these insights, we derive linear
constraint systems for synthesizing invariant candidates. We also show that
deciding whether a candidate is inductive is actually NP-complete and give an
optimal algorithm that solves the problem. In order to synthesize inductive in-
variants, we again employ a CEGIS approach that encodes tasks as SMT-queries.
It utilizes both, the algorithm and the linear constraints.

We present experimental analyses of the presented tools and compare them
with other weak memory verification tools. We find our approach very competitive
despite the modularity it offers.

Outline: This work is structured as follows. Chapter 2 contains our formalisms
for programs semantics, tests, and memory models. In Chapter 3 we study the
testing problem. We cover the reachability problem in Chapter 4, the portability
problem in Chapter 5, and the memory model synthesis problem in Chapter 6.
We study Petri net invariants in Chapter 7. Finally, we present a conclusion.
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Chapter 2

Programs and Memory
Models

We introduce our language for concurrent programs and the core of the language
cat. To define the semantics of a program relative to a memory model in an
axiomatic style, we proceed in two steps. We first associate with the program
(and independent of the memory model) a set of possible executions that are
candidates for the semantics. The memory model consists of a set of constraints
that rule out some of those executions. The executions consistent with the
constraints form the semantics of the program under the memory model. Our
presentation follows [17, 169].

2.1 Programs
Our tool suite Dat3M has the ambition of being widely applicable, from assembly
over operating system code written in C/C++ to lock-free data structures. The
tool accepts programs in PPC, x86, AArch64 assembly, and a subset of C11, all
limited to the subsets supported by Herd7’s .litmus format. It also reads our
own .pts format which has C11-like syntax with support for C11-atomics. This
format contains the key operations we are interested in. We give our language
and semantics for shared memory concurrent programs. The syntax of the key
parts relevant for this work is given in Fig. 2.1. Programs consist of a finite
number of threads from our C11-like language. The operations explicitly read
from the shared memory into local registers, write from registers into memory,
and support local computations on the registers. The shared memory consists of
a heap with spaces allocated before the execution.

We refer to global variables as memory locations and to local variables as
registers. We support pointers, meaning a register may hold the address of a
location. Addresses and values are integers, and we allow for pointer arithmetic.
Different synchronization mechanisms are available, including variants of read-
modify-write, and various fences.
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⟨prog⟩ ∶∶= program ⟨thrd⟩∗

⟨thrd⟩ ∶∶= thread ⟨tid⟩ ⟨inst⟩+

⟨inst⟩ ∶∶= ⟨reg⟩← ⟨exp⟩ ∣ ⟨inst⟩; ⟨inst⟩
∣ ⟨reg⟩ = load(⟨loc⟩, ⟨atom⟩)
∣ ⟨loc⟩ = store(⟨reg⟩, ⟨atom⟩)
∣ while ⟨pred⟩ ⟨inst⟩
∣ fence ⟨fence⟩
∣ if ⟨pred⟩ then ⟨inst⟩ else ⟨inst⟩

⟨atom⟩ ∶∶= sc ∣ rel ∣ acq ∣ con ∣ rx

Figure 2.1: Programming language.

We model the heap with a memory location for each variable and a set of
locations for each memory allocation of an array. Every location x has an address
ad(x), which is an integer variable and its value is chosen at runtime. In an array,
the locations are required to have consecutive addresses. The same arithmetic
operations are allowed for memory addresses as for regular integer values.

Store and load operations perform writes to and reads from the heap. A load
contains the address loc it reads from and the register reg in which it stores the
value. A store has two expressions as parameters, the value reg it writes and the
address loc it writes to. Loads and stores have a memory-order tag atom as a
parameter, which defines additional ordering guarantees for these events (needed
for e.g., modeling C11 low level atomics), used by the memory model. The
sc tag guarantees a sequentially consistent semantics for the access; rel/acq
and rel/con implement the message-passing idiom; the rx (relaxed) tag maps
directly to hardware accesses giving minimal guarantees on how those accesses
are performed. Weaker guarantees yield higher performance but they usually
allow for additional program behavior that is hard to predict.

Local events represent thread-local assignments. Conditionals in the program
are encoded as if-instructions. Fences instructions have a type and an optional
subtype as different architectures provide specific fence instructions with their
corresponding semantics. There are various fence instructions (e.g. sync, lwsync,
and isync on Power and mfence on x86) that enforce ordering and visibility
constraints among instructions. We refrain from explicitly defining the fence
types or the expressions and predicates used in assignments and conditionals.

In addition, our tools support different variants of atomic read-modify-
write instructions, such as RMW (atomic read-modify-writes) [105], including
conditional RMWs such as compare-exchange. A RMW reads the value in
location and then updates it (the new value may depend on the old value), all
in one atomic event. We also support the RCU (read-copy-update) [22, 126]
synchronization operations needed by the Linux kernel. An RCU is a locking
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C11 x86 POWER ARMv7

Load rx MOV lwz ldr
Load con MOV lwz; lwsync ldr; dmb ish
Load acq MOV lwz; lwsync ldr; dmb ish
Load sc MOV sync; lwz; lwsync ldr; dmb ish
Store rx MOV stw str
Store rel MOV lwsync; stw dmb ish; str
Store sc MOV; mfence sync; stw dmb ish; str; dmb ish

Table 2.1: Compiler mappings for x86, POWER and ARMv7.

mechanism that supports concurrency between a single updater and multiple
readers in a scalable manner. We give a detailed description of these instructions
in Section A.1 of the appendix.

A program is compiled and then executed at the assembly level. The program
is converted to hardware specific assembly code according to a given compiler
mapping. The compiler mapping replaces load and store operations with their
corresponding assembly memory accesses and adds fences to enforce the ordering
guarantees provided by the memory model tag. Each compiler uses its own
mapping. We use the mappings given in Table 2.1, which are the ones used by
the LLVM 4.0 compiler [128]. Other mappings, like the one from [48], can be
easily added. Our only requirement is that the mapping of each atomic operation
contains a single memory access.

It is worth noting that we assume the compiler does not perform any
optimization; the program to be verified has already been optimized. Com-
piler optimizations under weak memory models are an active topic of re-
search [110, 124, 164, 169], but they are out of the scope of this work.

2.1.1 Assertions
We use the assertion language of Herd7 [20]. Assertions are reachability
conditions. They define conditions on the variables that should hold in the final
state. The syntax is as follows:

⟨assert⟩ ∶∶= ⟨quant⟩⟨form⟩ ∣ filter ⟨form⟩⟨quant⟩⟨form⟩
⟨quant⟩ ∶∶= exists ∣ not-exists ∣ forall
⟨form⟩ ∶∶= ⟨intval⟩⟨op⟩⟨intval⟩ ∣ ¬⟨form⟩ ∣ ⟨form⟩ ∧ ⟨form⟩

⟨op⟩ ∶∶= = ∣ ≠ ∣ ≥ ∣ ≤ ∣ > ∣ <
⟨intval⟩ ∶∶= ⟨location⟩ ∣ ⟨register⟩ ∣ ⟨int⟩.

An assertion contains a Boolean formula defining inequalities over the values of
registers and locations. The assertion has a quantifier over the reachable states
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that should satisfy the formula: there is one, there is none, or all reachable states
should satisfy it. The filter expression restricts the set of states that should be
checked. It is syntactic sugar and can be expressed in the main formula. We
included it to retain compatibility with Herd7.

Assertion can also be used freely throughout the code as assert instructions,
rather than being limited to the end of the execution. Semantically, these
assertions do not stop the execution but record the failure and continue. Each
instructions assert(exp) loads the values of exp into fresh registers and adds
the corresponding condition to the assertions on the final state.

2.2 Executions.
The semantics of a program is given in terms of executions, partial orders between
memory events where the events represent occurrences of the instructions and
the ordering edges represent dependencies. An execution X = (E, rf , co) consists
of memory events executed by the program of interest as well as two relations
between those executed events [13, 169]. The set E states which events have
been executed in each thread. This forms the control flow of the program. The
reads-from relation rf specifies from which store each load gets its value. The
coherence order co is the order in which stores to a variable take effect in the
memory. This information is sufficient to describe an execution unambiguously.
Further induced relations can be obtained from the source code of the program.

The axioms in Fig. 2.2 describe necessary properties for an execution. They
ensure that an execution represents a valid path through the control flow and is
consistent with the data-flow semantics. Note, that only executed events may be
related. In this section, any set of events we define is restricted to executed events.
We denote the memory events as M, reads as R, and writes as W: M ∶= R ∪W.
By Rl and Wl we refer respectively to the reads and writes that access location
l. The events of thread t form the set Et. Axiom 1 contains the path predicate
which we do not make explicit. It requires the executed events E to form a valid
path in the threads’ control flow. By Axioms 2 and 3 , the reads-from relation
rf gives for each read a unique write to the same location from which the read
obtains its value. Here, r1; r2 ∶= {(x, y) ∣ ∃z ∶ (x, z) ∈ r1 and (z, y) ∈ r2} is the
composition of the relations r1 and r2. We write r−1 ∶= {(y, x) ∣ (x, y) ∈ r} for
the inverse of relation r. Events accessing the same location in the memory are
related by loc. Predicate total(r,A) holds if r is a total order on the event set A.
Finally, id(A) is the identity relation on the set A. By Axioms 4 and 5 , the
coherence relation co relates different writes to the same location (loc), and it
forms a total order for each location. We will assume the existence of an initial
write event for each location which assigns value 0. This event is first in the
coherence order.

Fig. 2.3 presents further relations that describe program and execution
semantics. These relations are induced by the execution and the program
and they are required to satisfy the given axioms. Relations int and loc are
equivalences relating events belonging to the same thread 6 and accessing the
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E executed events rf , co ⊆ E × E reads-from, coherence order

1 path 2 rf ⊆ (W ×R) ∩ loc 3 rf ; rf −1 = id(W)
4 co ⊆ ((W ×W) ∩ loc) ∖ id(E) 5 total(co,Wl)

Figure 2.2: Executions; adapted from [169].

loc, int , ext ⊆ E × E same location, thread internal/external
po,addr ,data, ctrl ⊆ E × E program order, address/data/control dependency
fence(f) ⊆ E × E fences of type f

6 equiv(int ,E) 7 equiv(loc,M) 8 po ⊆ int 9 total(po,Et)
10 addr ⊆ (R ×M) ∩ po 11 data ⊆ (R ×W) ∩ po 12 ctrl ⊆ (R × E) ∩ po

13 fence(f ) ⊆ po 14 ext ⊆ E × E ∖ int

Figure 2.3: Induced relations.

same location 7 . Relations po,addr ,data and ctrl represent program order and
address/data/control dependencies. Axiom 8 states that the program order po
is an intra-thread relation which 9 forms a total order when projected to the
executed events in the same thread (predicate total(r,A) holds if r is a total
order on the set A).

A read r is related to a memory event e by the address dependency data(r, e)
if the address accessed by e depends on the value read by r. Similary, a read r
is related to a write w by the data dependency data(r,w) if the value written
by w depends on the value read by r. The control dependency relates a read
to a branching event where the value of the branching condition depends on
the read. Address dependencies are either read-to-read or read-to-write 10 ,
data dependencies are read-to-write 11 , and control dependencies originate from
reads 12 . Fence relations are architecture specific and relate only events in
program order 13 .

In our setting, fence instructions generate relations between events. For each
type of fence we introduce a relation between events separated by the fence in the
program order. For each type of fence instruction f , we define the corresponding
set of fence events Ff . Each instruction is associated with its corresponding rela-
tion: fence(f) ∶= po; id(Ff); po. The exception is the isync fence instruction used
by the Power architecture (see Fig. 2.10): fence(cd -isync) ∶= ctrl ; id(Fisync); po.

A state is a function that assigns a value to each location and register. A
state state(X) computed by a given execution X is defined as follows. The value
of a location is given by the last write on that location according to the co
relation. The value of a register depends on the last executed event (according
to the control flow) writing to the register.
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Ry0 Rx0

Wy1 Ix0Wx1Iy0

co co

rf rf

po po

Figure 2.4: An execution of Dekker’s Mutex algorithm

Example We revisit our running example with the execution presented in an
operational manner in Fig. 1.2. We give a graph illustrating the same execution
in Fig. 2.4. At the beginning of the execution, both x and y have the value 0
which is expressed by the initial writes to the memory Iy0 and Ix0. Procedure p
executes write eventWx1 on the memory followed by read event Ry0. Procedure
q executes Wy1 followed by Rx0. Obviously the two writes of the program occur
after the initial writes in the coherence order. The reads access the initial values,
so the initial writes are related with the reads on the corresponding variables in
rf . Note that the program order is not part of the execution, it is induced by
the relation from the set of executed events and the control flow of the program.
We usually add it to the execution graphs (or traces) for readability.

2.3 Memory Models
Informally, a memory model defines when store operations executed by one
thread become visible to other threads. This means a memory model determines
the semantics of a program on a hardware architecture. The semantics is
defined in terms of executions. Memory models define a consistency predicate
on executions. The semantics of a program on that memory model is then given
by the executions of the program that satisfy the predicate [13, 19, 123]. We
introduce memory models and consistency.

We use the language cat [13, 17, 24] to define memory models, the core
of which is shown in Fig. 2.5. There are functional programming features in
cat that we do not support since they are not needed to define the hardware
architectures of interest. Together with its accompanying tool Herd7 [20], cat
has been used not only to formalize the semantics of assembly for x86/TSO,
POWER, ARMv7, and ARMv8, but also programming languages like C/C++,
transactional memory extensions, and recently the Linux kernel concurrency
primitives [13, 22, 24, 30, 54, 110, 141].

In cat, memory models define relations over the events in executions. If two
events e1 and e2 are related by r, then r(e1, e2) holds. The base relations ⟨b⟩
contain rf and co which define the execution (see Section 2.2) and other relations
induced by an execution together with the program semantics. They are common
to all memory models and include the address (addr), data and control (ctrl)
dependencies, thread internal (int) and external (ext) communication, the read-
modify-write relation (rmw), the relation between events on the same location
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⟨MCM ⟩ ∶∶= ⟨assert⟩ ∣ ⟨rel⟩ ∣ ⟨MCM ⟩ ∧ ⟨MCM ⟩
⟨assert⟩ ∶∶= acyclic(⟨r⟩) ∣ irreflexive(⟨r⟩) ∣ empty(⟨r⟩)

⟨r⟩ ∶∶= ⟨b⟩ ∣ ⟨name⟩ ∣ ⟨r⟩ ∪ ⟨r⟩ ∣ ⟨r⟩ ∩ ⟨r⟩ ∣ ⟨r⟩ ∖ ⟨r⟩
∣ ⟨r⟩−1 ∣ ⟨r⟩+ ∣ ⟨r⟩∗ ∣ ⟨r⟩; ⟨r⟩ ∣ ⟨set⟩ × ⟨set⟩

⟨b⟩ ∶∶= id ∣ int ∣ ext ∣ po ∣ fence(⟨f ⟩)
∣ rmw ∣ ctrl ∣ data ∣ addr ∣ loc ∣ rf ∣ co.

⟨f ⟩ ∶∶= sync ∣ lwsync ∣ isync ∣ fence

⟨set⟩ ∶∶= E ∣ M ∣ F ∣ W ∣ R ∣ A

Figure 2.5: Core of CAT [17].

(loc), and the different types of fence relations (fencerel(⟨f ⟩)). We distinguish
between the following three groups of base relations.

Control flow: id, int, ext, po, fencerel(⟨f ⟩), ctrl, and rmw.

Thread internal assignment: data and addr.

Memory: loc, rf, and co.

For control flow relations, r(e1, e2) is fully determined by two parameters: posi-
tions of the events in the control flow and whether the branch containing the
events is taken in a particular execution. Thread internal assignments addition-
ally require that no branch between e1 and e2 with events that can overwrite
the value of register r written by e1 is taken. Memory relations depend on
the order of memory accesses in a particular execution. The relation loc is
execution-dependent since we allow for pointer arithmetic and thus the address
on a memory event can only be resolved at runtime. Events are instances of
instructions that may access the shared memory such as reads R, writes W
(including initial writes), memory events M (the union of both), fences F, and
events A that are part of an atomic construction such as RMW. Events of each
thread are executed sequentially according to the program order.

So-called derived relations are defined using operations on relations such
as transitive closure, union, intersection, and composition. These derived re-
lations are built from the base relations and named relations which we will
address next. The operators are the standard set-theoretic ones together with
inverse (−1), transitive closure (+), transitive and reflexive closure (∗), as well as
relational composition (;).

The cat language also supports recursive definitions of relations. We assume
a set ⟨name⟩ of relation names (different from the predefined relations) and
require that each name used in the memory model has a corresponding defining
equation ⟨name⟩ ∶= ⟨r⟩. The relation ⟨r⟩ may again contain relation names,

13



ConsistentSC

15 acyclic(po ∪ rf ∪ fr ∪ co)

Figure 2.6: SC using the from-read relation fr ∶= rf −1; co.

making the system of defining equations recursive. Importantly, cat allows to
define derived relations as least solutions to a system of equations. The semantics
of such recursive definitions is well defined only if they behave monotonously [17].
This means that if one relation becomes larger, every other relation can either
remain unchanged or become larger, never smaller. Mostly, the cat operators
are already monotonous, the only non-monotonous construct is the right hand
side of the difference operator “∖”. We forbid recursive definitions in the right
side of it to enforce monotonicity in a syntactic manner.

To define the notion of consistency for executions, a memory model requires a
number of constraints over its relations to hold. There are acyclicity, irreflexivity,
and emptiness constraints over derived relations.

An execution is consistent with a model if it satisfies all constraints: Given a
program P and a memory modelM, an execution X of P is consistent withM
if the derived relations ofM constructed from the base relations of X satisfy the
constraints ofM. We denote the set of consistent executions by consM(P ).

We present the cat definition of sequential consistency (SC) in Fig. 2.6. Here,
we define the named from-read relation fr ∶= rf −1; co which relates a read event
to the writes that occur after the one it reads from in the coherence order. The
memory model consists of only one acyclicity constraint on the union of rf , fr ,
po, and co.

Intuitively, an execution is sequentially consistent if there is an interleaving
of the memory events of the threads. This interleaving respects the relations rf
and co and thus a write is followed by the events that read from it. Since the
interleaving also respects fr , there is no write on the same variable between a
write and a read related by rf . It is easy to see that an interleaving exists if and
only if the acyclicity constraint is satisfied.

Example We again revisit our running example (given in Fig. 1.2 and Fig. 2.4).
Fig. 2.7 shows, that the execution is not sequentially consistent since it contains
a cycle (given by the red edges) that violates the acyclicity constraint.

The cat formalization of TSO, the memory model describing the x86 archi-
tecture, is given in Fig. 2.8. We define the named relation rfe ∶= rf ∖ int , which
restricts relation rf to external communication. We do the same with co. We
denote the external restriction of any relation with the suffix "e" and the internal
restriction with "i". In TSO, a read may access the memory even before a write
on a different location that is earlier in po but has been delayed by the write
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Ry0 Rx0

Wy1 Ix0Wx1Iy0

co co

rf rf

po po
fr

fr

Figure 2.7: An execution of Dekker, inconsistent with SC.

ConsistentTSO

rfe ∶= rf ∖ int coe ∶= co ∖ int ghb-tso ∶= po-tso ∪ com-tso ∪ implied
com ∶= co ∪ fr ∪ rf com-tso ∶= co∪fr∪rfe po-tso ∶= (po ∖W ×R) ∪ fence(mfence)
implied ∶= po∩ (W ×R) ∩ ((M ×A) ∪ (A ×M)) po-loc ∶= po ∩ loc

16 acyclic(po-loc ∪ com) 17 acyclic(ghb-tso) 18 empty(rmw ∩ (fre; coe))

Figure 2.8: TSO.

buffer of the thread (see Fig. 1.2). In this sense, the program order is relaxed.
Events on the same variable still arrive in the memory in program order, this
is ensured by Constraint 16 . Events can only arrive out of order if the first
event is a write and the second a read, otherwise they must behave sequentially
consistent. This is represented by Constraint 17 , where we exclude write-read
pairs (W ×R) from the program order. Relation implied ensures that we do not
exclude write-read pairs that are part of an atomic construct. Constraint 18

enforces atomicity of read-modify-write events by invalidating executions with
an external write appearing in between the atomic pair of events and writing to
the same location.

Example Fig. 2.9 shows, that the execution is consistent with TSO. Here,
the cycle that violated the SC constraint is no longer an issue. Both constraints
of TSO are similar to SC, however in Constraint 16 , po is restricted to loc.
The pairs (Wx1,Ry0), (Wy1,Rx0) ∈ po (denoted by grey edges) operate on
different variables and thus (Wx1,Ry0), (Wy1,Rx0) /∈ po ∩ loc. Furthermore
(Wx1,Ry0), (Wy1,Rx0) /∈ po ∖ (W ×R) and there is no cycle in the execution
that does not contain those two pairs. The execution is consistent with TSO.

We present the Power memory model in Fig. 2.10. It is not multi-copy-atomic,
meaning once a write hits the memory it does not necessarily become visible to all
other threads simultaneously. It is a rather complex model with four constraints
and many named relations. Note that the power model makes use of recursively
defined relations. For instance, ii ∶= ii0 ∪ ci ∪ (ic; ci) ∪ (ii ; ii) contains a direct
recursion since ii itself is used in the definition . It also contains more elaborate
recursions, it depends on relation ci and ic, which again use ii .
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Ry0 Rx0

Wy1 Ix0Wx1Iy0

co co

rf rf

po po
fr

fr

Figure 2.9: An execution of Dekker consistent with TSO.

ConsistentPower

16 acyclic((po ∩ loc) ∪ rf ∪ fr ∪ co) 19 acyclic(hb)
20 irreflexive(fre;prop;hb∗) 21 acyclic(co ∪ prop)

dp ∶= addr ∪ data rdw ∶= (po ∩ loc) ∩ (fre; rfe) detour ∶= (po ∩ loc) ∩ (coe; rfe)
ii0 ∶= dp ∪ rdw ∪ rfi ci0 ∶= fence(cd-isync) ∪ detour

ic0 ∶= ∅ cc0 ∶= dp ∪ (po ∩ loc) ∪ ctrl ∪ (addr ;po)
ii ∶= ii0 ∪ ci ∪ (ic; ci) ∪ (ii ; ii) ci ∶= ci0 ∪ (ci ; ii) ∪ (cc; ci)

ic ∶= ic0 ∪ ii ∪ cc ∪ (ic; cc) ∪ (ii ; ic) cc ∶= cc0 ∪ ci ∪ (ci ; ic) ∪ (cc; cc)
ppo ∶= ((R ×R) ∩ ii) ∪ ((R ×W) ∩ ic)

Preserved Program Order

fence ∶= fence(sync) ∪ (fence(lwsync) ∖ (W ×R))
Fences

hb ∶= ppo ∪ fence(fence) ∪ rfe

Thin Air

prop-base ∶= (fence ∪ (rfe; fence));hb∗

prop ∶= ((W ×W) ∩ prop-base) ∪ (com∗;prop-base∗; fence(sync);hb∗)

Propagation

Figure 2.10: Power [24].

2.4 Tests
The CAT language provides a powerful and versatile way to define memory
models. However, in order to show common properties of memory models, a
more restrictive and thus more uniform description is useful. This is why we use
serial views in our study of the testing problem. In the following, we describe
tests and their executions and present a definition of memory models based on
serial views according to [157].

A test consists of a finite set of threads that operate on a shared memory. Each
thread is given as a sequence of read/write events that, intuitively, correspond
to the local view of the thread on the shared memory. Here, both the memory
location and the value of a read/write events are fully determined. A test for
the example in Figure 1.1 is

(w,x,1).(r, y,⊥) ∥ (w,y,1).(r, x,⊥).

Formally, an event e is an element in EV ∶= (C ×L ×D) × (ID ×N). The event
executes a write or read event from C ∶= {w, r} on a location from the set L,
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(r, y,⊥, p,1) (r, x,⊥, q,1)

(w,y,1, q,0) (w,x,⊥, ε,1)(w,x,1, p,0)(w,y,⊥, ε,0)

rf rf

po po

Figure 2.11: The execution and program order of test TDekker.

assuming a fixed value from some data domain D that contains the initial value ⊥.
Each event carries a thread identifier from the set ID which has a distinguished
element ε for the initialization thread. Moreover, an event has an issue index, a
natural number that determines the order in which events are issued by a thread.
Given an event e = (c, x, v, p, i) ∈ EV, we use cmd(e) = c, loc(e) = x, val(e) = v,
thrd(e) = p, and idx(e) = i to access the command, the variable, the value, the
thread identifier, and the issue index. Given a set of events T ⊆ EV, we denote
a subset that share certain properties using wildcard ∗. For example, the set
of events writing variable x, {e ∈ T ∣ cmd(e) = w and loc(e) = x}, is denoted by
(w,x,∗,∗,∗)T . By slight abuse of notation, we use w to denote a write event
and similarly r for a read event. To establish the initial value 0 for all variables,
we introduce write events (w,x,⊥, ε, i) that belong to the initialization thread ε.

Definition 1. A test is a finite set of events T ⊆ EV with ∣(∗,∗,∗, p, i)T ∣≤ 1 for
all p ∈ ID and i ∈ N. Moreover, if ∣(∗, x,∗,∗,∗)T ∣ > 0 then ∣(w,x,⊥, ε,∗)T ∣ = 1.

We formally define TDekker, the test for the program in Fig. 1.1 given above:

(w,x,1, p,0).(r, y,⊥, p,1) ∥ (w,y,1, q,0).(r, x,⊥, q,1)
∥ (w,y,⊥, ε,0).(w,x,⊥, ε,1).

The test consists of two threads with identifiers p and q, and the initial thread
ε. It checks for a violation of the mutex property and therefore ignores the while
loop. More precisely, the test represents the path where both threads p and q
write 1 to their variable but read the initial value ⊥ from the variable of the
partner, and hence both enter the critical section.

For notational convenience, and like in the example above, we present tests
in terms of their threads, and threads as sequences of events. In this case, we
may omit both the thread identifier and the issue index. We further assume
that the initial thread ε only writes ⊥ to each used variable. If we fix an
ordering on the variables, this fully defines the initial thread and we can omit
it as well. With these conventions, we arrive at the previous description of
TDekker ∶ (w,x,1).(r, y,⊥) ∥ (w,y,1).(r, x,⊥).

The semantics of tests is defined in terms of executions. An execution of a
test consists of the reads-from relation rf .

Note that this differs from the semantics of programs in two key points.
While the execution of a program describes the control flow, the control flow
of a test is already known. An execution of a test does not give the coherence
relation co, it is left implicit.
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2.5 Serial Views
Memory models restrict the set of executions to so-called consistent ones. In the
Steinke-Nutt framework [157], the executions of a test consistent with a memory
model are defined in terms of serial views. Roughly, a serial view of an execution
is the total order in which the events become visible to a thread. This total
order has to be compatible with the execution: a read receives its value from
the most recent write to the variable, where most recent refers to the serial view.
A thread may, however, not see all the events of other threads. To model this,
the definition of serial views takes a subset of events as a parameter. Given an
execution rf ⊆ T × T , we call a subset E ⊆ T source-closed if for all r ∈ E and
w ∈ T with w

rf→ r, we have w ∈ E .

Definition 2 (Serial View). Consider an execution rf ⊆ T × T , a source-closed
set E ⊆ T , and a strict partial order < ⊆ E × E. A strict total order <sv ⊆ E × E
satisfies <sv ∈ SerialView (rf ,E ,<) if the following holds:

(i) It refines <, which means < ⊆ <sv.

(ii) For all pairs w
rf→ r with w, r ∈ E we have w <sv r. Moreover, there is no

w′ ∈ E so that w <sv w′ <sv r and loc(w) = loc(w′).

We say <sv is a serial view of E in rf that respects <.

Recall that strict partial and total orders are asymmetric and transitive. To give
an example of a memory model definition in the framework of Steinke and Nutt,
we formalize sequential consistency (SC). It ensures that every thread observes all
events in the order in which they were issued. Using Definition 2, an execution is
valid under SC if there is a serial view of all events that respects the program order.
This means a strict total order <sv exists such that <sv ∈ SerialView (rf ,T ,po).
We write ∃ <sv ∈ SerialView (rf ,T ,po). The program order po ⊆ T × T relates
events within the same thread according to their issue index, and after all
initial writes.

Definition 3 (SC). An execution rf ⊆ T × T is consistent with SC if

∃ <sv ∈ SerialView (rf ,T ,po) .

The example test TDekker admits only one execution, depicted in Fig. 2.11, where
the reads observe the writes of the initial thread ε. In any serial view for SC, at
least one initial write has to be overwritten before the corresponding read can
be processed. The formalism captures this as follows. Assume there was a strict
total order <sv that satisfies the requirements of Definitions 2 and 3. Since the
serial view respects the program order po, the maximal event in <sv is one of
the reads, say (r, y,⊥, p,1). The write (w,y,1, q,0) is larger than (w,y,⊥, ε,0)
in <sv because the latter is an initial event:

(w,y,⊥, ε,0) <sv (w,y,1, q,0) <sv (r, y,⊥, p,1).
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Since (w,y,⊥, ε,0)rf (r, y,⊥, p,1), we obtain a contradiction to Definition 2(ii).
The argumentation is similar if the read on x is maximal, and indeed there is no
strict total order that forms a serial view for SC. This behavior changes if we
examine the test under a weaker model.

Hutto and Ahamad [97] developed the SLOW model to solve the exclusion
and dictionary problems with minimal consistency maintenance. The model
requires that the threads observe all writes to the same variable in program order.
Furthermore, local writes must be visible immediately. In the Steinke-Nutt
framework, SLOW is formalized with a different serial view for every thread and
every variable. The view contains all write events on this variable and all events
of this thread on the variable, and respects the program order. We have [157,
Theorem 3.7]:

Definition 4. An execution rf ⊆ T × T is consistent with SLOW if

∀p ∈ ID ∀x ∈ L ∃ <sv ∈ SerialView (rf , (∗, x,∗, p,∗)T ∪ (w,x,∗,∗,∗)T ,po) .

Since writes on different variables can be observed out of order, the execution in
Figure 2.11 is valid under SLOW. We prove this by constructing the required
serial views. Only the following two are of interest since they contain a read
action. We give them as sequences:

<sv of q, x ∶ (w,x,⊥, ε,1).(r, x,⊥, q,1).(w,x,1, p,0)
<sv of p, y ∶ (w,y,⊥, ε,0).(r, y,⊥, p,1).(w,y,1, q,0).

In the following chapter, we will utilize the presented formalisms for tests
and serial views in a study of the testing problem.
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Chapter 3

Testing

A core problem behind many verification methods is the so-called testing problem
under weak memory models. The testing problem, as it has first been studied by
Gibbons and Korach [89], is defined as follows.

Problem: Given a test T ⊆ EV, is there an execution rf ⊆ T × T
that is consistent with memory modelM?

We say a test succeeds under M if there is an execution consistent with M,
otherwise it fails underM. In the example, TDekker fails under SC but succeeds
under TSO. We use the term testing algorithms to refer to algorithms that solve
the testing problem. Note that our notion of testing checks the consistency of a
concurrent execution wrt. a weak memory model. It does not exercise a program
on a set of inputs. We consider the testing problem Test(M) for every memory
modelM shown in Figure 3.1. We also consider restricted variants of the testing
problem that admit more efficient algorithms.

The testing problem has various applications in program analysis. Testing
algorithms are used as subroutines in over-approximate (may) program analyses.
Assume the over-approximation results in a counterexample to a correctness
statement. To check whether the counterexample corresponds to an actual
execution, we extract for each thread the sequence of events on the memory and
understand the counterexample as a test. If the test succeeds, the counterexample
is genuine. Otherwise, the failing test suggests a refinement of the may analysis.
This leads to a CEGAR-like verification loop [56]. As an under-approximation,
testing is used during debugging. We check reachability of an undesirable state
for each thread and then solve the testing problem on the collected sequences of
events. Further applications are synchronization inference algorithms [3, 21, 41,
118, 18]. Their task is to determine the placement of synchronization primitives
within a program. A final application is the estimation of best and worst case
execution times. Here, testing algorithms can rule out infeasible paths to improve
the analysis.

The memory models are classified in [10, 129, 157]. A memory modelMw

is called weaker than another memory modelMs, denoted byMs ⪯Mw and
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Figure 3.1: Hierarchy of weak memory models [157].

indicated by a path in Figure 3.1, if every execution allowed underMs is also
consistent withMw. Memory models are usually defined by axioms [119], in an
operational way, or via local views. Steinke and Nutt [157] have shown that many
weak memory models can be obtained as a combination of four basic models called
GAO, GWO, GDO, and GPO. To be precise, this applies to SC, Pipelined
RAM (PRAM) [117], CAUSAL consistency [97], cache consistency (CC) [90],
two variants of processor consistency (PC-G, PC-D) [90, 9], SLOW consistency
[97], and LOCAL consistency [93]. As a consequence of this characterization via
basic models, these memory models form the hierarchy depicted in Figure 3.1.
The hierarchy shows that SC is the strongest and LOCAL consistency is the
weakest model.

3.1 Overview
We present algorithms and complexity results for the testing problem under the
memory models in the Steinke-Nutt hierarchy. As shown in Figure 3.1, the general
problem is NP-complete for all models except for LOCAL. Hence, reductions
to SAT lead to optimal testing algorithms. For LOCAL consistency, we provide
a polynomial-time testing algorithm. We also conduct a fixed-parameter analysis
that explains what makes the testing problem hard.

To derive these results, we develop a new proof technique and two algorithmic
concepts. For new memory models that are likely to come up, our general
concepts will make it easy to devise optimal testing algorithms.

We show that the general testing problem is NP-hard for all memory models
except for LOCAL. Rather than constructing separate reductions for each
memory model, we extend the concept of reductions. We propose range reductions
that cover a range of memory models M with MS ⪯M ⪯MW . The concept
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of range reductions demonstrates that hierarchies of architectures are not only
useful from a semantic point of view (showing the relationship between models),
but also from an algorithmic point of view. Once established, they allow us
to propagate hardness results between memory models. We present four range
reductions. The first covers the range from SC to SLOW and the second
from SC to GWO. Since SLOW and GWO are the weakest models above
LOCAL in the Steinke-Nutt hierarchy of Figure 3.1, those two reductions are
sufficient to derive all hardness results. The third range reduction from SC
to CC and the fourth from SC to PSO provide additional results for fixed
parameter testing problems.

We show that the general testing problem under LOCAL and restricted
testing problems under SLOW, CC, and PRAM can be solved in polynomial
time. It was surprising to us that LOCAL admits a polynomial-time testing
algorithm, since it is the intuitive belief that weak memory models make the
algorithmic analysis harder. Technically, LOCAL has its own testing algorithm.
The algorithms for SLOW, CC, and PRAM again rely on a common idea:
determinization. Threads are given as sequences of events. We first develop non-
deterministic algorithms that read these sequences in polynomial time. Then
we show how to determinize the algorithms, using ideas from the power-set
construction for finite automata. We also fix an error from the algorithm for
CCin our earlier publication [79].

We show that the testing problem is in NP for all models in the Steinke-Nutt
hierarchy of Figure 3.1. In the framework of Steinke and Nutt, the testing
problem under a memory model is defined as the ability to serialize certain
partial orders. We give a universal reduction of the testing problem to SAT.
It computes a propositional formula that is satisfiable if and only if the partial
order admits a serialization. Since the testing problem is generally NP-hard,
it follows that these SAT-based testing algorithms are optimal for almost all
models. While the reduction to SAT is intuitive, we would like to emphasize that
it heavily relies on the view-based formulation of memory models [157]. Phrased
differently, one or our key contributions is to observe that the Steinke-Nutt
framework is well-suited for SAT.

In many applications, we are rarely faced with the general testing problem.
First, current architectures still have a small number of cores, which limits the
number of concurrent threads. Second, protocols often consist of short threads
which means the number of the read/write events in each thread is limited.
Finally, the number of synchronization locations is usually small. For these
reasons, we consider variants of the testing problem where one of the three
parameters is bounded for all inputs: TestT (M) assumes a fixed number of
threads in input tests, TestS(M) fixes the size of threads (i.e. the number of
events in a thread), and TestL(M) studies the problem for a fixed number of
locations. The analysis of these restricted testing problems allows us to identify
the sources of hardness for testing.
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Besides the practical applications of the testing problem sketched above,
our study was motivated by our curiosity on how a memory model influences
the complexity of system analysis. Initially, we speculated about the results
and discussed two scenarios. On the one hand, one may argue that program
analysis becomes harder when using weaker memory models because the number
of states increases with the use of intermediary buffers and caches. This effect is
actually observed in the analysis of reachability, where the complexity jumps
from PSPACE for SC [104] to non-primitive recursive for TSO, PSO, and
an approximation of POWER [28, 29]. On the other hand, an analysis may
become easier because the program’s executions are less constrained, a view
that is suggested by Alglave in [11]. Our main finding is that, in case of testing,
we can confirm Alglave in a strictly formal way. We show that for stronger
memory models the testing problem is NP-hard (even under restrictions), while
for weaker models it tends towards P.

Outline: The chapter is organized as follows. After a discussion of related work,
we present reductions of NP-hard testing problems to SAT in Section 3.3. Then
we develop polynomial-time testing algorithms in Section 3.4. We show that all
considered testing problems are in NP in Section 3.5. We summarize the results
and conclude the chapter in Section 3.6.

The results in this chapter have largely appeared in [78] and more detailed
in [79]. Algorithm 2 fixes an error in the publications and Section 3.4.4 is new.
In addition, examples to illustrate the range reductions are added.

3.2 Related Work
Despite its many applications, there are not that many works on the algorithmics
and complexity of the testing problem. Gibbons and Korach [89] studied the
testing problem under SC as well as linearizability. They show that in both cases
the problem is NP-complete, whereas fixed-parameter variants can be solved in
polynomial time. Cantin, Lipasti, and Smith [50] extended these results. They
state NP-completeness of the testing problem under SPARC’s memory models
(TSO, PSO, RMO) [168], processor consistency PC, release consistency, and a
model of the PowerPC architecture. Conflict serializability was studied in [74],
with and without synchronization. Bouajjani et al. [173] give a fast heuristic for
testing under SC and TSO by gradually checking weaker criteria of the memory
model. For causal consistency, the testing problem is solved in polynomial time
if the execution is data-independent — meaning its behavior does not depend
on the values that are written or read [42, 172].

For transactional databases, the testing problem has been studied under
different memory models as well [35]. The complexity ranges from polynomial
to NP-completeness. In distributed systems with multilevel consistency, an
execution can entail memory accesses with different levels of consistency. Here,
the testing problem is shown to be NP-complete [42] but polynomial for data-
independent instances [43].
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Common to all mentioned approaches is that they are tailored towards few
specific memory models. The testing problem, however, is important for virtually
all memory models — existing ones and those of future architectures.

We would like to give a remark on [50]. These authors argue as follows:
since synchronization primitives can be added to a program so as to enforce
SC behavior despite a weak execution environment, the testing problem for
weak memory models must be at least as hard as for SC (where it is NP-
hard due to [89]). This argument does not apply if programs come free from
synchronization primitives. This is the case in the presented study, and one
purpose of testing is determining where to insert synchronization primitives in
order to enforce certain behavior.

Our contributions are comprehensive complexity results for the testing prob-
lem. For weak memory models, results about decidability and complexity of
verification problems are rare. Reachability has been considered by Atig et
al. and shown to be decidable but non-primitive recursive for TSO, PSO [28]
and for an approximation of POWER [29]. Robustness requires the absence of
causality cycles, and has been shown to be decidable in polynomial space for
TSO [40], partitioned global address spaces [49], and for POWER [69]. The
testing problem has a lower complexity as it handles single sequences of events
rather than sets. Our multi-parameter complexity analysis is related to [70].
Esparza and Ganty study pattern-based verification under SC. We target more
complex memory models but consider the weaker testing problem.

Testing can also be understood as an under-approximation of reachability,
similar to runtime verification and bounded model checking (BMC). Related
work about reachability is presented in Section 4.3.

Finally, we discuss our choice to base this study of the testing problem on
the Steinke-Nutt hierarchy rather than the recent framework of Alglave [13].
The view-based formulation is close to formal languages so that we were able to
extract polynomial-time algorithms from it. Furthermore, the uniform descrip-
tion makes it easier to identify common properties of different models for the
range reductions.

3.3 NP-hard Testing Problems
We derive basic hardness results that guide our search for testing algorithms in
the next sections. Interestingly, the main findings in this section are not the
hardness proofs themselves, but a new theory of reductions. So-called range
reductions allow us to derive several hardness results with only one encoding.
Besides economical considerations (we obtain 38 hardness results for different
models with only 4 reductions), range reductions show that several models share
a common difficulty, and hence give an idea of what makes algorithmic analysis
under weak memory models hard. As with reductions, the challenge is of course
to find an encoding of an NP-hard problem that meets the requirements of a
range reduction.
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Figure 3.2: Illustration of an MS ⪯MW -range reduction of Prob to the testing
problem. The left-hand side shows the implications in Def. 5 as solid directed edges.
The dashed edges represent the weaker-than relation among memory models. The
Venn diagram on the right-hand side illustrates the validity of tests obtained from a
range reduction. Positve instances of Prob are mapped to tests that succeed under
MS . Negative instances of Prob are mapped to tests that fail underMW .

3.3.1 Range Reductions
When we refer to a decision problem Prob, we mean a set of elements together
with a predicate ψ ∶ Prob → {0,1}. In the case of testing, Test(M) contains
all tests T and the predicate asks for an execution of T that is consistent with
M. A reduction f ∶ Prob → Test(M) is a function that maps instances of
Prob to tests so that

ψ(x) holds iff test f(x) = T succeeds underM. (3.1)

Our goal is to conclude such an equivalence not only for a single memory model,
but for a range of models M that are weaker than a given model MS and
stronger than another modelMW . To this end, we reformulate Equivalence (3.1)
in such a way that it comprises all modelsMS ⪯M ⪯MW .

Definition 5. A function f from instances of Prob to tests is an MS ⪯MW -
range reduction of Prob to the testing problem if the following holds:

(i) If test f(x) = T succeeds underMW , then predicate ψ(x) holds.

(ii) If predicate ψ(x) holds, then test f(x) = T succeeds underMS.

Fig. 3.2 illustrates the definition. If function f is polynomial-time computable
and Prob is NP-hard, we derive NP-hardness of the testing problem.

Lemma 1. Let Prob be NP-hard and let f be a polynomial-time computable
MS ⪯MW -range reduction of Prob to the testing problem. Then Test(M) is
NP-hard for all memory modelsMS ⪯M ⪯MW .

Proof. We show Equivalence (3.1) for anyM withMS ⪯M ⪯MW . Assume
ψ(x) holds. With Definition 5(ii), test f(x) = T succeeds under MS . Since
MS ⪯ M, the test remains successful under M. For the reverse direction,
assume T succeeds under M. Then the test remains successful under MW .
With Definition 5(i), ψ(x) holds. Since f is polynomial-time computable, NP-
hardness follows.
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In the remainder of the section, we show that almost all testing problems are
NP-hard. Using Lemma 1, we achieve this with only two range reductions. We
give reductions of SAT to the testing problem that range from SC to SLOW
and from SC to GWO. This covers the full Steinke-Nutt hierarchy except for
LOCAL. In Section 3.4, we show that Test(LOCAL) is indeed in P. We give
two more reductions that prove hardness results for fixed parameter tests.

When developing range reductions, the challenge is to guarantee the impli-
cation in Definition 5(i): ψ(x) follows from a successful test under the weak
memory model. The difficulty with weak executions is to ensure a consistent
view of events over multiple threads. To derive the implication, the following
approach turned out useful. We first construct a reduction to the strong memory
model. For the range reductions presented here, this strong model is SC. Then,
we modify the reduction so that it remains valid under the weak model. To
achieve this, we study the relaxations of the weak memory model (relative to
the strong model) and design a test that is insensitive to these relaxations.

3.3.2 Fixed Variable Testing from SC to SLOW
We present an SC ⪯ SLOW-range reduction of SAT to the testing problem.
Formally, we regard a SAT formula ϕ as a set of clauses where each clause cl is
again a set of literals. Given a set of variables V , a literal lit is either a variable
x ∈ V or a negated variable ¬x. Consider a SAT instance ϕ = {cl1 . . . cln} with
cl i = {lit i,1 . . . lit i,Ji}. We translate the formula to a test f(ϕ) = T that satisfies
the following. If ϕ is satisfiable, then T succeeds under SC. Moreover, if the
test succeeds under SLOW, then the formula is satisfiable. The challenge is
to satisfy this second requirement: conclude satisfiability of the SAT instance
despite the weak executions under SLOW. The trick is to observe that SLOW
preserves the order of events on the same variable, and then introduce only one
variable ξ used by the threads in the reduction. The data domain D of ξ is
defined as follows. For each variable x ∈ V in the SAT instance ϕ there is a
corresponding value x ∈ D, and for each clause cl ∈ ϕ of the SAT instance there
is a value cl ∈ D. The test consists of a thread t, and for each variable x ∈ V in
the propositional formula ϕ, there are two further threads px and nx:

T ∶= ∏
x∈V

(px ∥ nx) ∥ t.

To explain the construction, we first extract the clauses cl ∈ ϕ that contain a
propositional variable x positively or negatively:

POS(x) ∶= {cl ∈ ϕ ∣ x ∈ cl}
NEG(x) ∶= {cl ∈ ϕ ∣ ¬x ∈ cl}.

Test T defines two threads for each variable x ∈ V . The first thread px writes to
ξ, one by one, the clauses cl that contain x positively. Afterwards, the thread
writes x to ξ to indicate that the variable has been handled. The second thread
nx is similar, but writes the clauses that contain x negatively. The intuition is

27



as follows. If thread px is executed, variable x is set to true, and consequently
all clauses that contain x positively will be satisfied. Likewise, if thread nx is
executed, then variable x is false, and all clauses that have negative occurrences
of x are satisfied:

px ∶= [●cl∈POS(x)(w, ξ, cl)].(w, ξ, x)
nx ∶= [●cl∈NEG(x)(w, ξ, cl)].(w, ξ, x).

We use ●cl∈POS(x) to denote an iterated concatenation of the following events,
assuming a total ordering on the clauses.

Finally, the T contains a test thread t. For its definition, we again use the
iterated concatenation and assume the same order of clauses as above:

t ∶= [●x∈ϕ(r, ξ, x)].[●cl∈ϕ(r, ξ, cl)].

Thread t first reads all values x from ξ, to make sure that for each variable x
in the SAT instance either px or nx has terminated. Assume that only one of
the threads has terminated when thread t proceeds with reading clause values
from its variable ξ. Say nx has terminated. The remaining thread px effectively
assigns true to variable x. Thread t continues to read all clauses in its second
part. Here, It ensures that all clauses are satisfied by the variable assignment
formed by the remaining threads.

Theorem 1. Both Test(M) and TestL(M) are NP-hard for all memory
models SC ⪯M ⪯ SLOW.

Proof. We show that the above function f is an SC ⪯ SLOW-range reduction
of SAT to the testing problem that is polynomial-time computable. We claim
that test T is indeed successful under SC if ϕ is satisfiable. To see this, note
that a satisfying assignment for ϕ acts as a mapping from clauses to variables.
Each clause cl has a variable x that satisfies this clause when set to true or
false. Assume x has to be false to satisfy cl . We execute px completely and
read (r, ξ, x) in thread t. The full thread nx remains, and we write cl to ξ where
needed to satisfy (r, ξ, cl).

To see that a SLOW execution of T gives a satisfying assignment for ϕ,
note that the test only has one variable. Therefore, thread t observes all writes
in program order. This means, whenever it processes an (r, ξ, x) it has either
processed px or nx before. With this, the execution defines a mapping from
clauses to variables. If (r, ξ, cl) in t receives its value from px, then x can be set
to true to satisfy cl . Since a consistent execution means we satisfy all clauses,
we obtain a satisfying assignment for ϕ. As the reduction only uses one variable,
even TestL(M) is NP-hard for all memory models SC ⪯M ⪯ SLOW.

The theorem shows that testing is NP-hard if the events of one thread to
the same variable cannot be reordered — which is the case in most memory
models. The reduction relies, however, on an unbounded number of threads. As
we will show, Test(SLOW) becomes polynomial if we fix this parameter.
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Example We illustrate this reduction on the formula

ϕ = (x ∨ y)
´¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¶
cl1

∧ ¬x
c̄l2

.

The test T = f(ϕ) = px ∥ nx ∥ py ∥ ny ∥ t is as follows:

px ∶= (w, ξ, cl1).(w, ξ, x)
nx ∶= (w, ξ, cl2).(w, ξ, x)
py ∶= (w, ξ, cl1).(w, ξ, y)
ny ∶= (w, ξ, y)
t ∶= (r, ξ, x).(r, ξ, y).(r, ξ, cl1).(r, ξ, cl2).

We use the satisfying assignment x = 0, y = 1 to construct the following serial
view :

<sv ∶= (w, ξ, cl1).(w, ξ, x).(r, ξ, x).(w, ξ, y).(r, ξ, y).
(w, ξ, cl1).(r, ξ, cl1).(w, ξ, cl2).(r, ξ, cl2).(w, ξ, x).(w, ξ, y).

The execution rf is implicit, every read accesses the preceding write. The serial
view begins with threads px and ny followed by the corresponding reads of values
x and y by t. Then, the actual assignment is processed. It is ensured that the
assignment satisfies both clauses by first writing the values cl1 and cl2 using nx
and py and then reading the values using t.

This serial view clearly shows that the test succeeds under SC. Since it only
contains one location ξ and only one thread contains reads, it is also the only
non-trivial serial view of SLOW. It follows that the test has the same semantics
under SLOW.

3.3.3 Fixed Size and Variable Testing from SC to GWO
Global write order (GWO) is one of the four basic memory models defined
by Steinke and Nutt (cf. Section 1 and [157]). We define the reduction of the
program order po to only one thread p and to the write events respectively:

pop ∶= po ∩ (∗,∗,∗, p,∗)T × (∗,∗,∗, p,∗)T .

pow ∶= po ∩ (w,∗,∗,∗,∗)T × (w,∗,∗,∗,∗)T .
The GWO model requires the following consistency: if a thread observes an
order between two writes (because it reads from the first write and later performs
the second), then all threads agree on this order. Formally, we introduce the
write-read-write order wo ∶= rf ; pow. It holds

w1
wo→ w2 if ∃r ∈ T ∶ w1

rf→ r ∧ r
po→ w2.

Definition 6. An execution rf ⊆ T × T is consistent with GWO if

∀p ∈ ID ∃ <sv ∈ SerialView (rf , (∗,∗,∗, p,∗)T ∪ (w,∗,∗,∗,∗)T ,pop ∪wo) .
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We construct an SC ⪯ GWO-range reduction of SAT to the testing problem.
The idea is to add reads that enforce a global order wo among critical write events.
Given a formula ϕ, we construct a test f(ϕ) = T that satisfies the following.
If ϕ is satisfiable then T succeeds under SC, and if the test succeeds under
GWO, then the formula is satisfiable. There is a variable a for the assignment,
a variable c for checking clauses, and auxiliary variables h and b. The values of
the variables a and b can be pairs. This allows us to only use a fixed number of
variables. For each literal lit , let v(lit) determine its variable. Moreover, we set
b(lit) ∶= 1 for a positive literal and b(lit) ∶= 0 for a negative literal. The encoding
is

T ∶= ∏
x∈V

(nx ∥ px ∥ qx ∥ rx) ∥ ∏
cl∈ϕ
lit∈cl

llit ∥ ∏
cl∈ϕ

tcl .

Test T defines four threads per variable x ∈ V. The first two threads nx and
px write to a, respectively the value (x,0) or (x,1), read that value again, and
then write (x,1) to b. The third thread qx reads value (x,1) from b and writes
value (x,2) to a:

nx ∶= (w,a,(x
0
)).(r, a,(x

0
)).(w, b,(x

1
))

px ∶= (w,a,(x
1
)).(r, a,(x

1
)).(w, b,(x

1
))

qx ∶= (r, b,(x
1
)).(w,a,(x

2
)).

The idea is that at least one of the writes of (x,1) or (x,0) to a by px or
nx is overwritten with value (x,2) by thread qx. Say it is (x,0). Under the
write-read-write order, all threads which read (x,2) from a can only read the
remaining write of (x, 1) by px afterwards. This corresponds to the value 1 being
assigned to a.

There is a thread llit for each literal lit . It checks whether the literal is
satisfied by the assignment. Let cl(lit) denote the clause cl such that lit ∈ cl .
Note this is well defined since each literal is unique and can only occur in one
clause. The thread waits for the corresponding variable to be overwritten with 2
and afterwards reads the satisfying value. To be precise, if it is a negative literal
of variable x then it reads (x,0) from a, otherwise it reads (x,1) from a. After
the reads, the thread writes the literal’s clause k to variable c:

llit ∶= (r, a,(v(lit)
2

)).(r, a,(v(lit)
b(lit))).(w, c, cl(lit)).

For each clause clk ∈ ϕ there is a test thread tclk . It ensures that all clauses
up to the current one were satisfied by at least one literal. The test thread reads
the value k − 1 from variable h of the previous test thread, tries to read the
clause clk from variable c, and then writes value k to auxiliary variable h:

tclk ∶= (r, h, k − 1).(r, c, clk).(w,h, k).
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Note that tcl1 reads the initial write (w,h,0). Thread rx ensures that after all
test threads ti have finished the remaining literal threads llit may finish as well.
It first checks whether the last auxiliary value n was written to h, and then
writes (x,0) and (x,1) to a:

rx ∶= (r, h, n).(w,a,(x
0
)).(w,a,(x

1
)).

Theorem 2. The testing problem Test(M) as well as TestS(M) and
TestL(M) are NP-hard for all memory models SC ⪯M ⪯ GWO.

Proof. Let f be the reduction presented above. We show that function f is an
SC ⪯ GWO-range reduction of SAT to the testing problem that is polynomial-
time computable. We claim that test T is successful under SC if ϕ is satisfiable.
Consider a satisfying assignment Φ for ϕ. For a variable x ∈ V, we execute px if
Φ(x) = 0 and nx if Φ(x) = 1. Then, we execute qx followed by the first read of
all literal threads llit with the same variable: v(lit) = x. Afterwards, we execute
nx or px, whichever remains. Finally, all literal threads llit that correspond to
satisfied literals with this variable may read the correct value and then halt
before the write. We repeat this for all variables. Afterwards, for each clause cl
the last event of the literal threads that correspond to satisfied literals of this
clause may execute, followed by threads tcl . This is repeated for all clauses. To
see that this will work, note that we assume Φ to be satisfying. This means
for each clause cl there is a literal thread that wrote cl to c. To conclude, we
only have to guarantee that the remaining literal threads terminate. For each
variable x we execute rx up to its first write, followed by all remaining literal
threads which correspond to negative literals of x. Then rx executes its last
write such that the remaining literal threads which correspond to positive literals
of x can execute.

We claim that a GWO execution of T induces a satisfying assignment Φ
for ϕ. Recall that the write-read-write order in GWO ensures the following: if
one thread issued a write after reading another write, then these two writes are
ordered for all threads. In an execution, thread tk reads value clk from the clause
variable c. This clause variable is written by some thread llit corresponding to
a satisfied literal. These literal threads determine the assignment: Φ(v(lit)) ∶=
b(lit). To see that Φ is well-defined, consider two literal threads with the same
variable x that are both read by test threads. Both literal threads receive
their value from the same pi or ni, as the other thread ni or pi occurs before
(w,a, (x,2)) in wo.

As the reduction requires a thread size of at most three, even TestS(M) is
NP-hard for all memory models SC ⪯M ⪯ GWO. As the reduction requires
only four variables, even TestL(M) is NP-hard for all memory models SC ⪯
M ⪯ GWO. The reduction shows NP-hardness of the corresponding restricted
versions of the testing problem.
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Example We illustrate this reduction on the formula ϕ = (x ∨ ¬x)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

cl1

.

The test is as follows:

T ∶= px ∥ nx ∥ qx ∥ rx ∥ lx ∥ l¬x ∥ tcl1

nx ∶= (w,a,(x
0
)).(r, a,(x

0
)).(w, b,(x

1
))

px ∶= (w,a,(x
1
)).(r, a,(x

1
)).(w, b,(x

1
))

qx ∶= (r, b,(x
1
)).(w,a,(x

2
))

rx ∶= (r, h,1).(w,a,(x
0
)).(w,a,(x

1
))

lx ∶= (r, a,(x
2
)).(r, a,(x

1
)).(w, c, cl1)

l¬x ∶= (r, a,(x
2
)).(r, a,(x

0
)).(w, c, cl1)

tclk ∶= (r, h,0).(r, c, cl1).(w,h,1).

We use the satisfying assignment x = 0 to construct the following serial view :

<sv ∶= (w,h,0)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¶

ε

(w,a,(x
1
)).(r, a,(x

1
)).(w, b,(x

1
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
px

. (r, b,(x
1
)).(w,a,(x

2
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
qx

.

(r, a,(x
2
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
l¬x

. (r, a,(x
2
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
lx

. (w,a,(x
0
)).(r, a,(x

0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
nx

. (r, a,(x
0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
l¬x

. (w, b,(x
1
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
nx

.

(r, h,0)
´¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¶
tcl1

. (w, c, cl1)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

l¬x

. (r, c, cl1).(w,h,1)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

tclk

.

(r, h,1).(w,a,(x
0
)).(w,a,(x

1
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
rx

. (r, a,(x
1
)).(w, c, cl1)

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
lx

.

The execution rf is again implicit, every read accesses the preceeding write. The
serial view begins with px. Thread qx signals that one assignment to x has been
processed by setting a to (x, 2). Then, the actual assignment in nx is processed.
Thread l¬x signals that cl1 is satisfied by setting c to cl1 and tcl1 reads this.
Afterwards, rx ensures that lx can finish. This serial view clearly shows that the
test succeeds under SC. Any execution consistent with GWO also establishes a
wo order between the key writes which is analogue to a SC serial view. The test
has the same semantics under GWO.
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3.3.4 Fixed Size and Location Testing from SC to CC
We now introduce the cache consistency model as defined by [157]. Here only
the events on the same variable occur in program order:

Definition 7. An execution rf ⊆ T × T is consistent with CC if

∀x ∈ L ∃ <sv ∈ SerialView (rf , (∗, x,∗,∗,∗)T ,po) .

We describe an SC ⪯ CC-range reduction of SAT to the testing problem that
fixes both, the size of threads and the number of locations. Consider a SAT
instance ϕ. We translate it to a test f(ϕ) = T that satisfies the following. If
formula ϕ is satisfiable, then T succeeds under SC. Moreover, if the test succeeds
under CC, then the formula is satisfiable. Again, our reduction only uses one
variable ξ. The data domain D of ξ is defined as follows. For each variable
x ∈ V, there are two values (x,0), (x,1) ∈ D, and for each clause cl ∈ ϕ there is
a value cl ∈ D. Furthermore, the numbers 0 . . . ∣ϕ∣ are in the data domain. For
a positive literal lit = x, let n(lit) ∶= (x,0) and p(lit) ∶= (x,1). For a negative
literal lit= ¬x, define n(lit) ∶= (x,1) and p(lit) ∶= (x,0) vice versa. The test is:

T ∶= ∏
x∈V

(px ∥ nx ∥ rx) ∥ ∏
cl∈ϕ
lit∈cl

llit ∥ ∏
cl∈ϕ

tcl .

The test defines three threads for each variable x in ϕ. The first two threads
px and nx write to ξ respectively the corresponding value (x,0) or (x,1). They
model an assignment of ϕ such that if (x, 1) is observed after (x, 0) then x is set
to true and the other way around:

px ∶= (w, ξ,(x
1
)) nx ∶= (w, ξ,(x

0
)).

There is a thread llit in T for each literal lit which tests whether it is satisfied
by the guessed assignment. If the literal is a positive instance of x then it tries
to read (x,0) and (x,1) afterwards, if the literal is a negative instance then it
tries to read first (x,1) and then (x,0). After both reads, it writes the value
cl(lit) signaling that the literal’s clause is satisfied:

llit ∶= (r, ξ, n(lit)).(r, ξ, p(lit)).(w, ξ, cl(lit)).

For each clause cl i there is a test thread which ensures that all clauses up to the
current one were satisfied by at least one literal. Therefore it reads the value
corresponding to the previous test thread, tries to read the clause value cli and
then writes its value:

tcli ∶= (r, ξ, i − 1).(r, ξ, cli).(w, ξ, i).

Note that t1 reads the initial value 0. The threads rx check for each variable
x in ϕ, whether the last test thread t∣V ∣ was successful by reading ∣V ∣ and then
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write (x,0), (x,1) and again (x,0). This allows all threads corresponding to
unsatisfied literals to finish by reading their expected order of values:

rx ∶= (r, ξ, ∣V ∣).(w, ξ,(x
0
)).(w, ξ,(x

1
)).(w, ξ,(x

0
)).

Theorem 3. The problems Test(M), TestL(M), and TestS(M) are NP-
hard for all memory models SC ⪯M ⪯ CC.

Proof. Let f be the reduction presented above. We show that the function f is an
SC ⪯ CC-range reduction of SAT to testing that is polynomial-time computable.
We claim that the test T indeed succeeds under SC if ϕ is satisfiable.

Given a satisfying assignment Φ, assume variable x is true in this assignment.
Thread nx is executed first, followed by the first reads of all threads llit that
correspond to a positive literal of variable x. Afterwards px is executed, again
followed by the second reads of the former llit . This is done successively for
each variable. Then, for each clause cl i, a test thread tcli reads the prior value
i − 1. Then the threads llit that already executed their two reads execute their
write of cli. This way tcli can read the value cl i and continue writing its value i,
thus enabling the next test thread. As Φ is a satisfying assignment, there must
exist at least one thread for each clause cl that can write the value cl . This
means each test thread tcl can read its value cl . To finish the test, we must also
allow the threads corresponding to unsatisfied literals to complete. All threads
rx execute their first read. For each variable x, we execute the write of (x,0)
from thread rx. The write enables the first reads of the remaining threads that
correspond to positive literals of x. Then rx writes (x,1). The write enables
the first reads of the remaining threads that correspond to negative literals of x.
Moreover, the write allows the second reads of the positive literals of x to execute.
Finally, rx writes (x,0) again. Now the remaining threads corresponding to
negative literals of x can execute their second read. Finally, all literal threads
llit that have not yet executed their write can do so.

To see that a CC execution of T gives a satisfying assignment of ϕ, note
that the test only has one variable and thus consistency under CC and SC
coincide. All events are ordered in a total order, especially the order of px and
nx is determined for each variable x. In an execution, for each cl ∈ ϕ, the test
thread tcl reads cl from one of the writes of a literal thread llit . As explained
before, this corresponds to the literal being satisfied by the modeled assignment.
Assuming lit is a positive literal of x then the assignment of x is true, if it is
a negative literal of x then the assignment of x is false. This assignment is by
construction a satisfying assignment of ϕ.

The reduction only uses one location and is fixed in the size of threads, This
ensures that even TestL(M) and TestS(M) are NP-hard for all memory
models SC ⪯M ⪯ CC.

The theorem shows that testing is still NP-hard if events to the same location
cannot be reordered and the size of threads is fixed. The range reduction relies,
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however, still on an unbounded number of threads. We will show that the
problem is polynomial for a fixed number of threads.

Example We illustrate this reduction on the formula ϕ = (x ∨ ¬x)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

cl1

. The test

is as follows:

T ∶= px ∥ nx ∥ rx ∥ lx ∥ l¬x ∥ tcl1

px ∶= (w, ξ,(x
1
))

nx ∶= (w, ξ,(x
0
))

rx ∶= (r, ξ,1).(w, ξ,(x
0
)).(w, ξ,(x

1
)).(w, ξ,(x

0
)).

lx ∶= (r, ξ,(x
0
)).(r, ξ,(x

1
)).(w, ξ, cl1).

l¬x ∶= (r, ξ,(x
1
)).(r, ξ,(x

0
)).(w, ξ, cl1).

tcl1 ∶= (r, ξ,0).(r, ξ, cl1).(w, ξ,1).

We use the satisfying assignment x = 0 to construct the following serial view :

<sv ∶= (w, ξ,0)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¶

ε

(r, ξ,0).
´¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¶

tcl1

. (w, ξ,(x
1
)).

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
px

. (r, ξ,(x
1
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
l¬x

. (w, ξ,(x
0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
nx

. (r, ξ,(x
0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
l¬x

.

(w, ξ, cl1)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

l¬x

. (r, ξ, cl1).(w, ξ,1)
´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶

tcl1

. (r, ξ,1).(w, ξ,(x
0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
rx

. (r, ξ,(x
0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
lx

.

(w, ξ,(x
1
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
rx

. (r, ξ,(x
1
)).(w, ξ, cl1)

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
lx

. (w, ξ,(x
0
))

´¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¸¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¹¶
rx

.

The execution rf is again implicit, every read accesses the preceeding write. The
serial view incorporates the assignment x = 0 in the order it processes px and
nx. First (x,1) is written and then (x,0). The thread l¬x reads the values in
the same order, it is satisfied by the assignment. Thread l¬x signals that cl1 is
satisfied by setting ξ to cl1 and the test thread of cl1 reads this. Afterwards, rx
ensures that lx can finish.

This serial view clearly shows that the test succeeds under SC. Since there is
only a single location ξ, the serial view shows that the test succeeds under CC
as well.
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3.3.5 Fixed Thread Testing from SC to PSO
PSO consistency is best explained by describing a possible computer architecture
as defined in [28]. Each thread has a set of FIFO buffers, one for each location.
These buffers hold the writes to that location that have been executed by the
thread but have not yet been commited to memory. If a thread reads from a
location, it first snoops the buffer for that variable. In case the buffer is not empty,
the read receives the value from the most recent buffered write. Otherwise, if the
buffer is empty, the read obtains the value from memory. When a write leaves a
buffer and is committed to memory, it becomes visible to all threads. We say
that the write has been processed. Since reads obtain their values immediately
(either from a buffer or from memory), we say they are processed immediately.

PSO is formally defined by SPARC [168] using axioms. The definition
describes how events are observed from the viewpoint of the shared memory. This
should be contrasted with the view-based approach focusing on the observations
made by the threads. Unfortunately, no view-based definition for PSO has
been introduced at this time. Therefore, the following reduction relies on the
operational model sketched above [28].

We give an SC ⪯ PSO-range reduction of 3SAT to testing. Consider a 3SAT
instance on variable set X of the form ϕ = {cl1 . . . cln} with cl i = {ai, bi, ci}.
We translate it to a test f(ϕ) = T that satisfies the following. If formula ϕ is
satisfiable, then T succeeds under SC. Moreover, if the test succeeds under
PSO, then the formula is satisfiable.

Each variable x ∈ V of the 3SAT instance ϕ is also a location. For each literal
lit of the 3SAT instance, let loc(lit) be the variable occurring in lit and let b(lit)
be 0 if lit is negated and 1 otherwise. For every clause cl i in the formula and
every thread p that we define in the test, we introduce a synchronization variable
zi,p. Moreover, every literal li ∈ {ai, bi, ci} has two synchronization variables yl,0
and yl,1.

We construct the test T ∶= Tp ∥ Tq as follows:

Tp ∶= pa ∥ p′a ∥ pb ∥ p′b ∥ pc ∥ p′c
Tq ∶= qa ∥ q′a ∥ qb ∥ q′b ∥ qc ∥ q′c .

The test first guesses some assignment Φ for the variables in ϕ. This is imple-
mented by the threads pa and p′a, where pa writes the value 1 into every variable
and p′a writes 0. The threads pb and p′b read these values and thus ensure that
the writes left the PSO buffers and reached the memory. The resulting value of
a variable x is given by the write which entered the shared memory last, either
from pa or p′a. Here, we assume that the initial value of a location is not 0 but
some other value ⊥ that is never read. So it is ensured that p′b actually reads
the values of the writes of pa.

The test then processes each clause cl i = ai ∨ bi ∨ ci. We introduce Sync
sequences to ensure that all threads of Tp handle the same clause. For each
clause literal li ∈ {ai, bi, ci}, the threads pl and p′l then perform a read on its
variable. Such a read can only be processed if the corresponding literal is satisfied.
Afterwards, the variable of the next literal in the clause is inverted and changed
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back by two Flip sequences. This enables the read of the next literal: if it is not
already satisfied by Φ, it can be processed after its value is changed by a Flip:

pa ∶= [●x∈V(w,x,0)]. [●i≤∣ϕ∣Synci(pa). (r, var(ai), b(ai)). Flip(bi,0)]
p′a ∶= [●x∈V(w,x,1)]. [●i≤∣ϕ∣Synci(p′a). (r, var(ai), b(ai)). Flip(bi,1)]
pb ∶= [●x∈V(r, x,0)]. [●i≤∣ϕ∣Synci(pb). (r, var(bi), b(bi)). Flip(ci,0)]
p′b ∶= [●x∈V(r, x,1)]. [●i≤∣ϕ∣Synci(p′b). (r, var(bi), b(bi)). Flip(ci,1)]
pc ∶= [●i≤∣ϕ∣Synci(pc). (r, var(ci), b(ci)). Flip(ai,0)]
p′c ∶= [●i≤∣ϕ∣Synci(p′c). (r, var(ci), b(ci)). Flip(ai,1)] .

Test Tq contains a counterpart for each thread in Tp. The threads in Tq use
SyncF sequences to synchronize the Flip sequences in Tp.

∀l ∈ {a, b, c} ∶ ql = [●i≤∣ϕ∣SyncF(li,0)]
q′l = [●i≤∣ϕ∣SyncF(li,1)]

The Synci(∗) sequences are constructed such that they can only be processed
when all threads in Tp have reached their Synci(∗) sequence. A Sync signals
that it has been reached by setting its variable zi,∗ to 1. Then, it attempts
to read 1 from the variables of all other Sync elements. It follows, that once
a Sync sequence is processed, the writes of all other Sync elements have also
been processed. Since reads are processed immediately, all reads before the Sync
components must also have been processed. For a given clause cl i and thread p,
we define

Synci(p) ∶= (w, zi,p,1).[●p′∈TP (r, zi,p′ ,1)].

Note that the Sync sequences do not ensure that all buffers are empty, only that
all preceding reads are processed. For a literal l and a value v ∈ {0, 1}, we define
the sequence Flip(l, v) which inverts the value of loc(l), provided the current
value is v:

Flip(l, v) ∶= (r, loc(l), v).(w,yl,v,1).(w, loc(l),1 − v).(r, yl,v,0).

The purpose of the SyncF sequence is to make sure that the inverting
write has left the buffer before Flip(l, v) is finished. Note that SyncF has to
be executed in parallel with the corresponding Flip. More precisely SyncF is
started after Flip but is processed before it. This is the case since SyncF needs
to observe a write setting its synchronization variable yl,v to 1, and Flip waits
for a matching write of SyncF setting the value back:

SyncF(l, v) ∶= (r, yl,v,1).(r, var(l),1 − v).(w.yl,v,0).

Note, that we can assume w.l.o.g. that the literals in the same clause have
different variables, so the Sync and SyncF sequences of different literals don’t
interfere with each other.
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Theorem 4. The testing problem TestT (M) is NP-hard for all memory
models SC ⪯M ⪯ PSO.

Proof. We show that the above function f is an SC ⪯ PSO-range reduction
of 3SAT to testing with a fixed number of threads that is polynomial-time
computable. First, we prove that for any satisfying assignment Φ there is an SC
consistent execution of T resulting in Φ. Let Prei be the the test containing the
prefixes of T ending with Synci in Tp and with SyncF(li−1,∗) in Tq. We use an
induction over these prefixes.

Induction Basis (i = 1) Let ϕ be a formula with a satisfying assignment
Φ. There is an interleaving of [●x∈V(w,x,0)], [●x∈V(w,x,1)], and
[●x∈V(r, x, 0)] and [●x∈V(r, x, 1)] ending with this assignment in the shared
memory. When these sequences have been processed, we execute the Sync
elements. Obviously, this prefix Pre1(F ) can be processed if the first 0
clauses are satisfied.

Induction Step (i→ i + 1) Assume Φ satisfies the first i clauses. By the in-
duction hypothesis, there is is an execution of Prei ending in Φ. Since Φ
satisfies at least one of the literals in clause cl i, the reads belonging to this
literal are enabled. Wlog., let (r, var(ai), b(ai)) be such a read. After it is
processed, the variable of bi is inverted by either Flip(bi,0) or Flip(bi,1).
So if bi is not satisfied by Φ, the threads pb and p′b can now execute their
reads (r, var(bi), b(bi)). Now the next variable is inverted and the reads of
c can execute. The second Flip inverts the variable again so any execution
of Prei+1 ends in the original assignment Φ that was given after Prei.

It remains to show that a PSO execution yields a satisfying assignment Φ
of the formula. The execution synchronizes the threads at the Sync elements.
Moreover, the variable assignment remains the same every time the Sync elements
are processed. Let Φ be that assignment. After the first thread has finished its
Synci sequence, it performs a read of a literal in clause cl i. This means every
clause contains a satisfied literal and thus Φ satisfies the formula.

We have shown that T is an SC ⪯ PSO-range reduction of 3SAT to testing
with a fixed number of threads.

3.4 Testing Problems in P

We show that for very weak memory models (restricted) testing problems can
be solved in polynomial time. To check whether a given test T succeeds under
a memory model, the task is to find an execution rf ⊆ T × T that satisfies
certain serial views. Interestingly, the algorithms we propose do not construct
the execution but directly construct the serial views.

The intuition is as follows. According to Definition 2(ii), a serial view <sv has
to respect a given execution rf . This means for every read r occurring in <sv the
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serial view implicitly gives the write w with w
rf→ r: it is the last write before the

read that has the same variable. This suggests that serial views induce a unique
execution, and so we only have to compute the serial views. We now develop
concepts that make this argument work.

3.4.1 Read Partitioning and Constructive Serial Views
The catch in the argumentation is that serial views are defined for subsets of
events E ⊆ T . This means a serial view only induces a partial execution on this
subset. To define the perception of the shared memory for all reads in T , a
memory model typically asks for several serial views, say <1

sv for requirement
SerialView (rf ,E1,<1) to <ksv for SerialView (rf ,Ek,<k). The problem is that the
partial executions for E1 to Ek may be incompatible. Serial view <1

sv may give
w1

rf→ r while <2
sv yields w2

rf→ r with w1 ≠ w2.
Partial executions can, however, be composed to a full execution of test T if

they do not conflict in the assignment of writes to reads. To ensure this, we call
a memory model read-partitioning if for every read r ∈ T there is precisely one
subset of events Ej ⊆ T so that r ∈ Ej . SLOW, PRAM, CC, and the LOCAL
model examined below are all read-partitioning.

Serial views are defined relative to an execution. To construct a serial view
without knowing the execution, we modify Definition 2, Property (ii):

Definition 8. Consider a set E ⊆ T and a strict partial order < ⊆ E ×E. A strict
total order <csv ⊆ E × E is a constructive serial view of E that respects < if it
satisfies the following:

(i) It refines <, which means < ⊆ <csv.

(ii’) For all reads r ∈ E there is a write w ∈ E with loc(w) = loc(r), val(w) =
val(r), and w <csv r. Moreover, there is no w′ ∈ E so that w <csv w′ <csv
r and loc(w) = loc(w′).

A constructive serial view avoids referencing the execution. Instead it re-
quires that every read r has a preceding write w <csv r with appropriate vari-
able and value. This allows us to reconstruct an execution. In the following
lemma, we still assume that memory model M is defined by the serial views
SerialView (rf ,E1,<1) to SerialView (rf ,Ek,<k).

Lemma 2. LetM be read-partitioning and consider a test T . Then T succeeds
underM if and only if there are constructive serial views <icsv for 1 ≤ i ≤ k.

For the direction from right to left, note that read partitioning ensures every
read r is assigned a unique write predecessor w

rf→ r by its constructive serial
view. The union of these assignments is the execution of the full test. Moreover,
the constructive serial views are serial views of this execution. The direction
from left to right actually holds for every memory model.
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3.4.2 Test(LOCAL)
LOCAL consistency is defined as the weakest constraint that every shared
memory system should satisfy [93]. It requires that every thread observes all
visible events (all writes and its own reads). Moreover, each thread sees its own
events in program order but may see the writes of other threads in an arbitrary
order. The Steinke-Nutt formulation is as follows [157, Theorem 3.8]:

Definition 9. An execution rf ⊆ T × T is consistent with LOCAL if

∀p ∈ ID ∃ <sv ∈ SerialView (rf , (∗,∗,∗, p,∗)T ∪ (w,∗,∗,∗,∗)T ,pop) .

The definition introduces a serial view for each thread p. The corresponding
subset E ⊆ T contains all events of p as well as all writes in the test. The serial
view only has to respect the program order of p. This means the events of p in E
can be understood as a sequence ẽp = e1 . . . en. The writes of the other threads
are given as an unordered set.

Algorithm 1: Constructive Serial View for LOCAL
Input: Thread p with ẽp = e1 . . . en and set of writes W of all threads

q ≠ p
Result: Constructive serial view s, initially empty, s ∶= ε.

1 last[x] ∶= 0 for all x ∈ L;
2 for i = 1→ n do
3 if ei = (w,x, v) then
4 last[x] ∶= v; s ∶= s.ei;
5 else if ei = (r, x, v) and last[x] = v then
6 s ∶= s.ei;
7 else if ei = (r, x, v) and last[x] ≠ v then
8 if ∃w ∈W ∶ loc(w) = x and val(w) = v then
9 W ∶=W ∖ {w};

10 last[x] ∶= v;
11 s ∶= s.w.ei;
12 else
13 return not LOCAL consistent
14 end
15 end
16 end
17 return s with remaining writes of W inserted at the end ;

Algorithm 1 computes a constructive serial view of (∗,∗,∗, p,∗)T that respects
pop. It copies ẽp to the constructive serial view s, inserting writes from other
threads where necessary to satisfy reads. To check whether a write is needed to
satisfy a read, we store the last value that has been written to a location x in
last[x]. The algorithm ensures that every read has a matching preceding write
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(Lines 5 and 8). Since writes are inserted only when necessary, the algorithm
never fails to find a constructive serial view if there is one.

Algorithm 1 terminates in polynomial time and it has to be called once for
every thread in order to determine whether a test succeeds under LOCAL.

Theorem 5. The testing problem Test(LOCAL) is in P.

3.4.3 TestT (CC)
Although general testing is NP-hard for CC(see Section 3.3.4), we will now
show that the problem becomes polynomial when we fix the number of threads.
To prove this, we give a testing algorithm that is exponential only in the number
of threads.

By Definition 7, we need to find a constructive serial view <csv for every x ∈ L.
The corresponding subset of events Ex ∶= (∗, x,∗,∗,∗)T contains all events on
x in the test. The serial view has to respect the program order. This means
the events in Ex are given as sequences ẽp = ep,1 . . . ep,np for every thread p. The
task is to find an interleaving of these sequences so that every read obtains the
desired value. Since there is only one variable, this is the case exactly if the
directly preceding write has the same value. We can assume w.l.o.g. that no
read is preceded (in program order) by a write with the same value. Such a read
can always follow the write in the constructive serial view and is thus trivial. We
can also assume that no thread contains a sequence of multiple identical reads
since they can always be put together.

We give non-deterministic Algorithm 2 that solves the problem. In each
processing step, Algorithm 2 processes segments of events from some threads and
outputs an interleaving (cf. Figure 3.3). More precisely, Algorithm 2 chooses non-
deterministically a set of threads E = {p1 . . . pn} where the next reads r1 . . . rn
have the same value v. It processes them up to the reads. By our assumption,
the last value that a thread writes to x is different from v. The algorithm
non-deterministically chooses a thread q ∉ E that contains a write w = (w,x, v, q)
which is not preceded by an unprocessed read. It processes the sequence of
writes in q up to and including the first such write. Now the reads are enabled
and the algorithm processes them.

The presented algorithm fixes an error in the method previously presented
in [79]. The previous method only selected one thread p instead of a set of
threads p1 . . . pn in a transition. Because of this, it could not always read the
same write with multiple reads. We examine the simple test

p1 ∶ (w,x,0).(r.x.1) p2 ∶ (w,x,0).(r.x.1) q ∶ (w,x,1).

The previous method can choose the read of either p1 or p2 with the write of
q in a transition and return (w,x,0).(w,x,1).(r.x.1). Then it has to give up.
Algorithm 2 may choose the reads of p1 and p2 with the write of q and return
(w,x,0).(w,x,0).(w,x,1).(r.x.1).(r.x.1). It then terminates successfully.
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Algorithm 2: Constructive Serial View for CC
Repeat while possible:

• If the input sequences contain no more reads,
return an arbitrary interleaving of the remaining events.
Then terminate.

• Otherwise, non-deterministically choose threads p1 . . . pn and q
such that the following holds:
Let ri be the next read of the remaining input of pi for i ≤ n.
The remaining input of q contains a first write w that has the same
value v as all reads r1 . . . rn and the prefix up to w contains no read.

Let αi.ri.βi be the remainder of pi and γ.w.δ the remainder of q with
αi, γ ∈ (w,∗,∗,∗,∗)∗T and βi, δ ∈ E∗.
Process γ.w as well as αi.ri for all i ≤ n and return α1 . . . αn.γ.w.r1 . . . rn.

p1 ∶ w1
1
↑
. . .w1

m1
.r1.e1 . . .

⋮
pn ∶ wn1

↑
. . .wnmn

.rn.en . . .

q ∶ w̃1
↑
. . . w̃m.w.ẽ . . .

⋮

p1 ∶ w1
1 . . .w

1
m1
.r1.e1

↑
. . .

⋮
pn ∶ wn1 . . .wnmn

.rn.en
↑
. . .

q ∶ w̃1 . . . w̃m.w.ẽ↑
. . .

⋮

Transition (2)

Figure 3.3: The algorithm executes the second transition. It chooses reads r1 . . . rn
on threads p1 . . . pn and write w with the same value on thread q. It processes the
sequences αi ∶= wi

1 . . .w
i
mi

followed by ri on pi for i ≤ n and w̃1 . . . w̃m.w on q. It returns
α1 . . . αn.w̃1 . . . w̃m.w.r1 . . . rn.
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Lemma 3. For every test T it holds that Algorithm 2 accepts all inputs Ex
restricted to variable x if and only if T is CC consistent.

Proof. Since for each thread the order of events remains unchanged, the algorithm
creates a total order respecting the program order. The algorithm ensures that
for every read the preceding write has the correct value. This means the resulting
order is a constructive serial view. It follows that the algorithm is correct: if
Algorithm 2 accepts all inputs Ex of a test T , then T is CC consistent.

It remains to prove completeness. Given a constructive serial view for CC,
we can modify it to a sequence of events that is generated by the algorithm. We
apply reorderings that respect the serial view property and the program order.

The idea is to move the reads to the front as far as possible without violating
Property (ii’) of Definition 8 or the program order. Moreover, writes of the same
thread are packed together. When a read r receives its value from a write w in
the constructive serial view, we select the earliest possible write w′ in the same
thread as w instead, and order the read after it.

To be precise, we proceed as follows. For any sequence of events α and thread
p, let α∣p be the sub-sequence of α that only consists of events with the same
thread. Given threads p1 . . . pn, we define α∣p1...pn as the subsequence of α that
only contains events that do not belong to one of the listed threads.

1. Given a maximal sequence of the form α.w.r1 . . . rn in <csv such that
α ∈ (w,x,∗,∗,∗)+T is a sequence of writes, w ∈ (w,x, q, v,∗)T a write and
ri ∈ (r, x,∗, v,∗)T a read for i ≤ n, we apply the following: The sequence
α.w.r1 . . . rn is replaced by

α∣thrd(r1) . . . α∣thrd(rn).α∣q.w.r1 . . . .rn.α∣thrd(r1)...thrd(rn).q.

2. Given a sequence e.α.r in <csv such that r = (r, x, q, b) is a read of a thread
p, e, ∈ (∗, x,∗, b)T is an event with the same value b and α ∈ (∗, x,∗,∗)+T
is a sequence of events such that no event in α is from thread p. The
sequence e.α.r is replaced by e.r.α.

Both actions do not change the order between events of the same thread,
they preserve respect to the program order. The first action does not change
which write precedes a read. It preserves the constructive serial view property.
Consider the second action. Recall that r and e have the same value. Event e is
either a write with the same value as r or it is a read where the closest preceeding
write of e (and thus also of r) has the same value according to Definition 8 (ii’).
It follows that the second action preserves Definition 8 (ii’) as well.

Since the actions always move reads forward, they can only be applied finitely
many times. We apply them until no longer possible.

The resulting constructive serial view has the following properties: Like any
constructive serial view, it can be partitioned into multiple sequences α.w.r1 . . . rn
of writes followed by reads and finally a suffix of writes. Since we can no longer
apply the first action, every such sequence of writes α.w followed by reads
r1 . . . rn has the following form:

α∣thrd(r1) . . . α∣thrd(rn).α∣q.w.r1 . . . .rn.
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Since we can no longer apply the second action, we can specifically not apply
it to a sequence of the form α∣thrd(rn).α∣q.w.r1 . . . .ri for some i ≤ n. It follows
that α∣q contains no write with the same value as w, it is the first write of the
thread segment with the same value as the reads. Any such sequence can be
constructed by the second action. The algorithm can do this repeatedly and
then produce any suffix of writes. So every serial view with these properties is
in the language given by the behavior of the algorithm. It follows that if there is
a valid serial view, the algorithm can process the execution.

Theorem 6. TestT (CC) is in P.

Proof. Lemma 3 shows that the algorithm solves TestT (CC). To show that the
problem is polynomial, it remains to determinize the non-deterministic algorithm.
We introduce, for every thread p, a pointer referencing the first event in ẽp that
has not yet been processed. There are ∣ID∣ many pointers with at most ∣E ∣
positions for each pointer. Hence, there are at most ∣E ∣∣ID∣ many different pointer
configurations.

To determinize the algorithm, we store sets of configurations. Like in the
powerset construction for finite automata, the current set contains all configu-
rations that the non-deterministic algorithm could have reached after having
performed the processing steps so far. With sets of configurations, the algorithm
no longer has to guess the threads. Instead, we compute all successor configura-
tions of a given set of configurations. To determine the successor set takes time
2∣ID∣ × ∣E ∣∣ID∣+1. We check for every configuration in the current set whether it
can reach another configuration by moving the pointers of some threads. Note
that there are 2∣ID∣many possible sets of threads and moving the pointers adds
another factor of ∣E ∣. In every step a read is processed. Since we have at most
∣E ∣ many reads, the overall running time of the algorithm is 2∣ID∣ × ∣E ∣∣ID∣+2.
With ∣ID∣ fixed, the resulting deterministic algorithm processes an input Ex in
polynomial time.

According to Definition 4, a test succeeds under SLOW if and only if there
are constructive serial views for every thread p and variable x such that the
following holds. The view contains all events of p on x and all writes to x of
other threads. This testing problem amounts to a task that is similar to CC
but with the additional restriction that only one thread contains reads. The
presented algorithm Algorithm 2 can be used to solve the testing problem for
SLOW [77].

Theorem 7. TestT (SLOW) is in P.
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3.4.4 TestS(PRAM)
One of the first common memory models described was PRAM (Pipelined RAM),
which was presented 1988 by Lipton and Sandberg [117]. They show that their
shared memory system PRAM scales better than sequentially consistent systems
as it is immune to high network latency. Additionally, synchronization costs
remain low while performance increases significantly.

In a PRAM consistent execution, every thread observes the writes of an other
thread in the order they were issued. But two different threads may see writes
of several threads in a different order. PRAM consistency based on Steinke
and Nutt [157, Theorem 3.2, Definition 4.1] (which itself uses the definition of
Ahamad et al. [9]) is as follows:

Definition 10. An execution rf ⊆ T × T is consistent with PRAM if

∀p ∈ ID ∃ <sv ∈ SerialView (rf , (∗,∗,∗, p,∗)T ∪ (w,∗,∗,∗,∗)T ,po) .

We introduce Algorithm 3 that solves TestS(PRAM) by performing the
following for every thread p: Let the partial relation rf p be such that it maps
to every read in p a write with the same value and location. For every partial
relation rf p, check whether there is a serial view

SerialView (rf p, (∗,∗,∗, p,∗)T ∪ (w,∗,∗,∗,∗)T ,po) .

If there is such a partial execution rf p for every thread p, then the execution
rf ∶= ⋃p∈ID rf p is consistent with PRAM.

The algorithm tries out all possible partial executions (Line 1). It checks
whether there is a corresponding serial view for a partial execution by using the
following insight.

Let <sv be a serial view for p and partial execution rf p. For any thread q
that does not occur in the the partial execution, we can move the writes of q
to the end of <sv. This does not violate Definition 2 (ii) and as long we don’t
reorder the events of q it still respects po. This means when attempting to find a
serial view for a given p and rf p, it is sufficient to restrict ourselves to the events
in the threads that occur in rf p (Line 2). We can simply assume the events of
the remaining threads form the suffix.

Algorithm 3: Pram(p)

1 forall partial executions rf p = w1

rf p→ r1 . . .wm
rf p→ rm do

2 E ∶= (∗,∗,∗, p,∗)T ∪⋃i≤m (w,∗,∗, thrd(wi),∗)T
3 forall total orders < of E that respect po do
4 if < ∈ SerialView (rf p,E ,po) then
5 return rf p
6 end
7 end
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Theorem 8. TestS(PRAM) is in P.

Proof. We claim that Algorithm 3 solves TestS(PRAM) in polynomial time.
The algorithm is obviously correct. It remains to prove that the run-time is
polynomial for a maximal thread size n. A partial execution contains maximal
n mappings since p can only contain n reads. The algorithm iterates over at
most ∣T ∣n possible partial executions. Since at most n + 1 threads occur in rf p
and each thread less than n + 1 events, the interleaving <sv has at most length
n + 12. This means for each partial execution, the algorithm iterates over at
most ∣T ∣(n+1)⋅2 many sequences <sv. Checking whether <sv is a serial view can
of course be done in polynomial time. The algorithm performs this at most
∣T ∣n ⋅ ∣T ∣(n+1)⋅2 many times. It is polynomial in ∣T ∣.

3.5 Reduction to Sat
We show that the testing problem is in NP for all memory models in the Steinke-
Nutt hierarchy. To this end, we propose a polynomial-time reduction of the
testing problem to SAT. The main contribution in this section is not so much
the SAT encoding (which is quite intuitive), but rather the observation that the
results in [157] work well with SAT. The Steinke-Nutt formulation of memory
models is well-suited for SAT encodings for two reasons. First, the formulation
is uniform: all memory models are defined via serial views, and memory models
only differ in the serial views they require. Our SAT encoding inherits this
uniformity: we handle all models with one reduction. More precisely, we propose
two parameterized formulas that are instantiated and composed as required by
a memory model. Second, the definition of whether a test succeeds is simple.
It essentially requires to serialize partial orders, which is easily expressed in
SAT. Finding a direct reduction of the testing problem to SAT, without using
axiomatic descriptions of memory models, appears much harder.

3.5.1 Building Blocks of a Uniform Reduction
We define two propositional formulas in conjunctive normal form: EXE(T ) and
SV(T ,E ,<). The former takes as input a test T and encodes the existence of
an execution. To this end, we introduce variables exw,r for every pair of write
and read events w, r ∈ T that use the same variable and access the same value,
loc(w) = loc(r) and val(w) = val(r). Formula EXE(T )requires that every read
has a write providing its value (left) and no read has two sources (right):

EXE(T ) ∶= ⋀
r∈T

⎡⎢⎢⎢⎢⎢⎢⎢⎣

⋁
w∈T

loc(w)=loc(r)
val(w)=val(r)

exw,r ∧ ⋀
r,w1,w2∈T ,w1≠w2

loc(w1)=loc(w2)=loc(r)
val(w1)=val(w2)=val(r)

(¬exw1,r ∨ ¬exw2,r)

⎤⎥⎥⎥⎥⎥⎥⎥⎦

.

Lemma 4. EXE(T ) is in CNF and cubic in the size of T . Moreover, EXE(T )
is satisfiable if and only if there is an execution rf ⊆ T × T .
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Satisfiability of the second formula SV(T ,E ,<) reflects the existence of a serial
view of the events E in an execution. The formula takes as input a test T ,
a subset of events E ⊆ T , and a strict partial order < ⊆ E × E . Serial views
are defined relative to an execution. To access the execution determined by
EXE(T ), formula SV(T ,E ,<) makes use of the variables exw,r defined above.

Formally, a serial view is a strict total order <sv ⊆ E × E . We encode it with
variables sve1,e2 , one for each pair of events e1, e2 ∈ E . Intuitively, variable sve1,e2
is set to true iff e1 <sv e2 holds. The following exclusive-or ⊕ ensures the serial
view is total and asymmetric. The implication encodes transitivity:

⋀
e1,e2,e3∈E

e1≠e3
e1≠e2≠e3

[(sve1,e2 ⊕ sve2,e1) ∧ (sve1,e2 ∧ sve2,e3 → sve1,e3)] . (3.2)

Definition 2 requires that <sv refines < to a total order:

⋀
e1,e2∈E
e1<e2

sve1,e2 . (3.3)

The next formula requires that for every pair w
rf→ r we have w <sv r and that

no write to the variable is placed in between:

⋀
w,r∈E

loc(w)=loc(r)
val(w)=val(r)

⎡⎢⎢⎢⎢⎢⎣
(¬exw,r ∨ svw,r) ∧ ⋀

w′∈E
loc(w′)=loc(r)

(¬exw,r ∨ ¬svw,w′ ∨ ¬svw′,r)
⎤⎥⎥⎥⎥⎥⎦
.

(3.4)
Formula SV(T ,E ,<) is the conjunction of the Formulas (3.2) to (3.4). To state
the relationship between SerialView (rf ,E ,<) in Definition 2 and SV(T ,E ,<), we
restrict the satisfying assignments to the propositional variables. An assignment
respects rf ⊆ T × T if e1

rf→ e2 holds if and only if ex e1,e2 is set to true.

Lemma 5. SV(T ,E ,<) is in CNF and cubic in its input. There is a strict
total order <sv ∈ SerialView (rf ,E ,<) if and only if SV(T ,E ,<) has a satisfying
assignment that respects rf .

3.5.2 A Uniform Reduction of Testing to SAT
We now show how to instantiate the above formulas to solve the testing problem
for the memory models in the Steinke-Nutt hierarchy. We proceed by means of
an example: we show how to reduce Test(SLOW) to SAT. SLOW consistency
serves as a representative example. The other models in the hierarchy only differ
in the serial views they require.

Computing an execution is equivalent to determining a satisfying assignment
for EXE(T ). To make sure that the required serial views exist, we instantiate
formula SV(●, ●, ●) with appropriate parameters:

EXE(T ) ∧ ⋀
p∈ID
x∈L

SV(T , (∗, x,∗, p,∗)T ∪ (w,x,∗,∗,∗)T ,po).
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Test T succeeds under SLOW if and only if this formula is satisfiable. Note that
the restriction on the admissible assignments in Lemma 5 is no longer needed:
THe formula EXE(T ) ensures that the assignment to the execution variables
matches an execution.

One of the necessary parameters is the partial order < that a serial view
needs to respect. The encodings of the partial orders used in the Steinke-Nutt
hierarchy are all rather straightforward. A detailed description on the encoding
of relations is given in Chapter 4.

Theorem 9. Test(M) is in NP for all modelsM defined via serial views.

All memory models in Figure 3.1 except TSO and PSO are defined via serial
views. The testing problem for the latter has been shown to be in NP [50].

3.6 Conclusions
We determined the complexity of the testing problem for most known weak
memory models. Figure 3.4 shows a summary of our results that cover all models
in the Steinke-Nutt hierarchy of Figure 3.1. To derive these results, we developed
three general concepts.

1. With range reductions, we proposed a proof technique for lower bounds
that hold for a range of memory models. This way, we learned about the
importance to construct tests that are insensitive to the relaxations of a
memory model. Finding range reductions is challenging. However, they
provide insights into the synchronization capabilities of a memory model
and guide the search for testing algorithms. Furthermore, range reductions
could be used to analyze other problems like reachability or robustness.

2. For very weak models, we developed polynomial testing algorithms, using
determinization tricks from automata theory.

3. Finally, we presented a uniform reduction of the testing problem to SAT. It
works for all memory models defined via serial views and proves membership
in NP. Combined with the NP lower bounds, these SAT-based testing
algorithms are optimal for most memory models.

We note that the three general concepts allowed us to fill the table in Figure 3.4
with only four reductions (NPC4−7) and three algorithms (P1−3). The algo-
rithms in Section 3.4.2, 3.4.3, and 3.4.4 lead to the results P1, P2, and P3

respectively. The NPC results NPC4, NPC5, NPC6, and NPC7 stem from
the reductions in Section 3.3.2, 3.3.3, 3.3.4, and 3.3.5, respectively.

We will also give a simple and efficient reduction of the testing problem
to the reachability problem of acyclic programs in Section 4.4. The reduction
is practical, the constructed reachability instance is roughly the same size as
the input of the testing problem. We present a uniform approach to solve the
reachability problem in Chapter 4 using a reduction to SMT with a succinct
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Mem. Model Complexity Class of Test(M)
Test(M) TestT (M) TestS(M) TestL(M)

SC NPC4 NPC7 NPC6 NPC4

TSO NPC4 NPC7 NPC6 NPC4

PSO NPC4 NPC7 NPC6 NPC4

PC-G NPC4 NPC6 NPC4

PC-D NPC4 NPC6 NPC4

GAO NPC4 NPC6 NPC4

GPO+GDO NPC4 NPC6 NPC4

Causal NPC4 NPC5 NPC4

PRAM-M NPC4 NPC4

GWO NPC5 NPC5

CC NPC4 P2 NPC6 NPC4

PRAM NPC4 P3 NPC4

SLOW NPC4 P2 P3 NPC4

LOCAL P1 P1 P1 P1

Figure 3.4: Time complexity of the testing problem under the memory models in the
Steinke-Nutt hierarchy of Figure 3.1. We use TestT (M), TestS(M), and TestL(M)
for the restricted problems where the number of threads, their size, and the number of
locations are fixed, respectively. NPC means NP-complete: the problem is NP-hard
and in NP. Each index represents a different algorithm or reduction.

encoding. It builds on the key idea behind the encoding in Section 3.5: represent
related event pairs as Boolean variables and encode certain ordering constraints
on the relations. It is implemented in the Dartagnan tool.

The reduction to SAT gives a solution to the testing problem that is both
uniform and optimal. However, it is optimal only in the complexity-theoretic
sense that it shows membership in NP. In practice, the degree of the polynomial
in the reduction matters. Therefore, we will introduce more compact encoding
techniques in the BMC encoding of program reachability in Section 4.5. Besides
the size of the encoding, also the solver technology is important. We will expand
the theory of the formula to SAT with integer difference logic (IDL) as this
provides efficient ways to encode properties of partial orders.

We have shown that even the relatively simple testing problem is almost
always NP-hard. This is unfortunate as we expect other memory model aware
problems to be even harder. In the following chapters however, we will show that
we still manage to solve BMC in NPand give a heuristic for the even harder
portability problem that is close to NP in most practical instances. We even
synthesize memory models.
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Chapter 4

Bounded Model Checking

After an extensive study of the testing problem in the previous chapter, we now
examine the more general reachability problem. The reachability problem is of
course only semi-decidable, so we examine a bounded variant. Here, every loop
is unrolled a fixed number of times. The previous testing problem describes the
reachability problem with additional data where the control-flow of the program
and the data-flow are partially known. We know which values are read but we
don’t know which write event they originate from. It follows that we can expect
the bounded reachability problem to be as least as hard as the testing problem.
Indeed, it is NP -complete as well. We prove this by giving an efficient reduction
to SMT, which we implement in the BMC verification tool Dartagnan. We
also give a reduction of the testing problem to the reachability problem.

The reachability problem under weak memory is of great practical relevance.
When developing concurrency libraries or operating system kernels, performance
and scalability of the concurrency primitives is of paramount importance. This
calls for advanced programming techniques, e.g., lock-free data structures, that
rely on the concurrency primitives of the underlying hardware and the program-
ming language runtime environment. The formal semantics of these primitives
are often defined in terms of weak memory models which can be subtle. There
is considerable interest in verification tools that take into account weak memory
models [1, 5, 19, 102]. The success of the cat language indicates the need for
universal verification tools that are not limited to specific memory models.

We present Dartagnan [140], a bounded model checker that takes memory
models as inputs. To be precise, Dartagnan expects a concurrent program
annotated by an assertion and a memory model in the cat language for which
the verification should be conducted. It verifies the assertion on those executions
of the program that are valid under the given memory model, and returns
a counterexample execution if the verification fails. Being a bounded model
checker, the verification results hold relative to an unrolling bound. Technically,
Dartagnan determines an acyclic unwinding as common in BMC [55]. The
encoding phase, however, is new. Not only the program, also its semantics as
defined with the cat model, is translated into an SMT formula.
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Having to take into account the semantics quickly leads to large encodings.
To overcome this problem, Dartagnan implements multiple techniques to keep
the encoding small. We use integer difference logic (IDL) to allow for compact
representations of properties like acyclicity. We show that instead of the least
fixpoint semantics of recursively defined relations in a memory model, it is
sufficient to allow any fixpoint. This enables us to use a more straightforward
encoding of recursive relations.

We use a novel relation analysis, a static analysis of the program semantics as
defined by the memory model. More precisely, cat defines the program semantics
in terms of relations over the events that may occur in an execution. Depending
on constraints over these relations, an execution is considered valid or invalid.
Relation analysis determines the pairs of events in a relation that may influence
a constraint of the memory model. Any remaining events can be dropped from
the SMT encoding.

The tool supports advanced programming constructs. Dartagnan’s heap
model supports pointers, arrays, and structures. Moreover, the set of synchro-
nization primitives includes (conditional and unconditional) read-modify-write
instructions as well as RCU primitives. With this, Dartagnan is on par with
Herd7 in its verification capabilities. Most notably, Dartagnan accepts the
intermediate verification language Boogie [116] as well as LLVM programs
which are translated internally to Boogie using the Smack tool [143].

One motivation for this rich set of programming constructs is the recent
proposal for a Linux kernel memory model [22]. It has already been used by the
kernel developers to find bugs in and clarify details of the concurrency primitives.
The model is expected to be refined and extended as the kernel development
proceeds, and verification tools need to be able to quickly accommodate updates
in the specification. So far, only the Herd7 tool [20] satisfied this requirement.
Unfortunately, it is limited to fairly small programs (litmus tests). Dartagnan
offers substantially better performance and thus scales better for larger programs.

We experimented with a series of benchmarks, including 4751 Linux litmus
tests and 7 mutual exclusion algorithms executed on TSO, ARM, and Linux.
Despite the flexibility of taking memory models as inputs, Dartagnan’s per-
formance is comparable to CBMC [19] and considerably better than that of
Nidhugg [1, 5] which are both model-specific tools. Compared to the previous
version of Dartagnan [138] and compared to Herd7 [20], we gain a speed up
of more than two orders of magnitude, thanks to the relation analysis.

Outline: The remainder of the chapter is structured as follows. In Section 4.1
we describe the design of the tool. Section 4.2 presents its the input and
parameters. In Section 4.3 is an overview of the related work and Section 4.4
contains a reduction of testing to reachability. Section 4.5 gives the encoding in
an SMT formula. Our relation analysis technique is presented in Section 4.6 and
Section 4.7 gives an example. A description of our alias analysis is in Section 4.8.
This is followed by Section 4.9 which discusses the experimental results and
finally a conclusion.
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User

thread t0 thread t1
y.store(rx, 1) x.store(rx, 1)
a = x.load(rx); b = y.load(rx);

exists a = 0 ∧ b = 0

P

S

T0 T1

MOV [y], $1 MOV [x], $1
MOV EAX, [x] MOV EBX, [y]

exists EAX = 0 ∧ EBX = 0

P kTSO

let com = (rf | fr | co)
acyclic (poloc | com)
let com-tso = (rfe | co | fr)
let po-tso = ((po / W*M) | mfence)
let ghb-tso = (po-tso | com-tso)
acyclic ghb-tso

MTSO

Unroll

Compiler Mapping

bound k

Verifier

4 8

Figure 4.1: Dartagnan from the user’s perspective.

The results in this chapter have appeared in [137, 138, 84, 139]. In particular
the encoding occurs with a different focus and level of detail in each of the
publications. The description of Dartagnan and the experiments are based
on [139, 84] The reduction of testing, the presentation of the alias analysis, the
definition of the control and data flow encodings, as well as the formal correctness
proof of the Knaster-Tarski encoding are new in this work.

4.1 Design and Implementation
Dartagnan is implemented in Java. It generates an SMT formula and uses Z3
as the backend solver. Dartagnan ’s source code and benchmarks are available
online at

https://github.com/hernanponcedeleon/Dat3M.

For programs, the tool allows the .litmus format used by Herd7 [20] (which
allows for several assembly languages) , its own .pts format with C11-like syntax
and support for C11-atomics and Boogie [116].

We present our tool from a user’s perspective. We examine the bounded
reachability problem it solves together with the required inputs and their formats.
Fig. 4.1 illustrates Dartagnan s method for checking reachability.
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Dartagnan expects a program P annotated with a reachability condition S,
a memory modelM of the target architecture, and an unrolling bound k for the
bounded model checking. It recursively unwinds all loops in P up to the bound
k. The unwound program and the reachability condition are then mapped to the
assembly dialect of the target architecture (see Section 2.1). The resulting acyclic
and annotated assembly program is handed over to the analysis. In Fig. 4.1,
program P is a simplified mutex algorithm which is mapped to x86 (P kTSO)
using the compiler mapping in Table 2.1. Dartagnan then verifies whether
EAX = 0 ∧ EBX = 0 is reachable when running P kTSO under TSO. Reachability
is used to check basic correctness properties like the validity of assertions or
mutual exclusion. Other verification tasks (like the safety fragment of LTL,
resource bounds, bounded response/fairness) can be reduced to reachability by
instrumenting the program with auxiliary variables or observer threads [167].
In Fig. 4.1, we verify the mutex algorithm by checking whether both threads can
read value 0 and thus enter their critical sections. Under TSO, this is possible
(see Fig. 2.9).

Dartagnan takes the input program and computes an acyclic unrolling in a
program with conditionals but without loops. It encodes this acyclic program
together with the memory model into an SMT formula and passes it to the SMT
solver Z3 [65]. The formula has the form

φCF ∧ φDF ∧ φM ∧ φS .

Here, formulas φCF and φDF encode the control flow and data flow of
the program. The memory model dependent condition φM ensures that the
executions are consistent with the given model. Finally, φS is satisfied only if
the final state reached by an execution satisfies the predicate S.

4.2 Input and Functionality
The tool accepts programs in PPC, x86, AArch64 assembly and the subset of C
supported by the .litmus format used by Herd7. It also reads our own .pts format
with C11-like syntax. Most notably, Dartagnan accepts the intermediate
verification language Boogie [116]. LLVM programs are translated internally
to Boogie using the Smack tool [143]. Fig. 4.2 shows the overall architecture of
Dartagnan for Boogie programs. Since LLVM has support for many source
languages such as C and C++ through clank [170], Dartagnan is applicable to
a wide variety of inputs. The SMT solver is Z3 [65].

The key instructions of the input programs are given in Section 2.1. We
support the assertion language of Herd7. The syntax is given in Section 2.1.1.
Assertions define inequalities over the values of registers and locations. It comes
with quantifiers over the reachable states: there is one state, there is none, or all
reachable states should satisfy an assertion.

The compiled tool is run by executing the following command:
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Figure 4.2: Dartagnan’s architecture.

$ java -jar dartagnan/target/dartagnan-V-jar-with-dependencies.jar
-cat <CAT file> -t <target> -i <program file> [options]

Dartagnan is invoked with two input files: the program, annotated with an
assertion over the final states, and the memory model. adhering to the format
given in Section 2.3: Moreover, there is a mandatory parameter target that
fixes the definition of the control-flow relation ctrl as well as the compilation
to assembly (see Table 2.1). While this could be specified in cat, it is a design
decision of the language not to include the control-flow relation, and we offer
the parameter for compatibility:

-input <file with the concurrent program annotated by an assertion>
-cat <file with the memory model>. -target {none∣arm∣arm8∣power∣tso}

When a violation is found, Dartagnan can return a witness execution. Addi-
tional parameters can be used to print these counterexample executions (see [140]).
The graph always contains relations po, rf, and co which determine an execution.
With rels, one can include further relations:

-draw <output file for the execution graph>
-rels <comma-separated list of relations shown in the execution graph>.

There are three optional parameters related to the verification process. Pa-
rameter unroll defines the unrolling bound. It is applied to all loops, including
nested ones. The definition is a bit involved but standard. With bound two, the
outer loop is first unwound once and the inner loop twice. Then outer loop is
unwound again and the inner loop is unwound once.

The SMT encoding technique for recursive relations is defined by mode. It
supports two encoding modes: Knaster-Tarski and IDL (Integer Difference Logic).
They differ in the encoding of the Kleene iteration for fixed points in recursive
and transitive relations of the cat model. In both modes, boolean variables
are used to indicate presence or absence of a relation between pairs of events.
The Knaster-Tarski encoding uses only one Boolean variable, but it encodes an
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arbitrary (not necessarily the least) fixed point. The IDL mode uses one Boolean
variable for all Kleene iterations and an integer variable representing the step
in which the pair was added to the relation. We show that the Knaster-Tarski
encoding is sufficient for reachability analysis (see Section 4.5.7). We use it as
the standard mode since it provides the most compact encoding.

Parameter alias defines whether the alias analysis should be a standard
Anderson-style may points-to analysis, a control-flow sensitive variant, or if it
should be disabled entirely (cf. Section 4.8).

-unroll <unrolling bound for while-loops> (default 1)
-mode {knastertarski ∣ idl} (default knastertarski)
-alias {none ∣ andersen ∣ cfs} (default andersen).

In order to make sure not to miss a violation, Dartagnan also implements
an iterative approach. Initially, the bounded model checking algorithm is called
with an unrolling bound of one. If it finds a violation or can prove that all loops
have been unrolled completely (this is done using unwinding assertions), the
verification process terminates with a conclusive answer. If not, Dartagnan
increases the bound by one and repeats the process. For program with an infinite
state space, this does not terminate.

4.3 Related Work
While cat is successful as a modeling language, the tool support is lagging
behind. As of today, none of the following tools (except Herd7) consider the
description of the memory model as an input. They all implement (at best
few) concrete models. Nitpick [37], SATCheck [67], NemosFinder [171], and
MemSAT [161] use SMT solvers. CBMC had been extended to support TSO
and POWER [19] but POWER is no longer supported. CPPMem [31] and
Herd7 enumerate all executions, making them less scalable.

Herd7 [20] is the only tool aside from ours that is universal. It takes a
CAT memory model as an inputs. Herd does not scale well to programs with
a larger number of executions, including some of the larger Linux kernel tests.
The recent verification tool Cerberus-BMC [114] contains a precise reference
semantics for C. It also allows for a cat definition of the memory model as input,
however it is developed specifically towards providing the semantics of C. It is
intended as an executable reference semantics for small test programs, not itself
as a verification tool.

More efficient but technically involved and hard to generalize are Stateless
Model Checkers. Nidhugg [1, 5] is a stateless model checker supporting TSO,
POWER, and a subset of ARMv7. It has recently been adapted to verify the
implementation of RCU in the linux kernel [103]. It is excellent for programs with
a small number of executions. For programs with a larger number of executions,
our method outperforms Nidhugg. RCMC [102] and CDSChecker [132]
implement stateless model checking algorithms targeting C / C++11. The

56



prototype tool VBMC [6] uses a reduction to reachability under SC to implement
a BMC for programs running under the release-acquire semantics of C / C++11.

A modular proof technique has been introduced recently [14, 16]. It uses
invariants to verify programs under a model given in cat. It generalizes the
methods by Lamport and Owicki-Gries for sequential consistency and introduces
a new style of program semantics.

Alglave et al. developed memory-model-aware BMC algorithms [19]. The
approach is remarkable in that it applies to various models, and indeed inspired
our SAT encodings. We under-approximate the behavior of a concurrent program
with a bounded unrolling as well. Another under-approximation technique is
bounded context switching (BCS). A parameterized analysis of BCS is given
in [53] and Atig et al. extended this idea of BCS to TSO [27] A converse approach
is used by Vechev et al., they developed over-approximate verification techniques
that prove programs correct [107]. Verification under weak memory models is
not limited to static analysis. Runtime verification techniques for TSO and
PSO have been developed in [46, 47].

4.4 Reduction of Testing to Reachability
The testing problem is in NP for all models in the Steinke-Nutt hierarchy. We
have shown this by giving a polynomial reduction of the testing problem to
SAT (see Section 3.5). In order to take advantage of the efficient encoding
techniques implemented in Dartagnan, we propose a reduction of testing to
the reachability problem of an unrolled program under a CAT memory model.

The main idea is that a test corresponds to an unrolled program and a serial
view property corresponds to an acyclicity constraint.

Given a test T and a model that defines properties SerialView (rf ,E1,<1) ...
SerialView (rf ,Ek,<k), the test T corresponds to a program containing stores
and loads with the additional requirement that the value v that a read expects
is already known. We encode this property in the assertion. We replace each
write (w,x, v), with the corresponding instructions r = v; x = store(r, rel). For
each load r, we add a fresh register q that stores the value which was read and
add the constraint q = v to the reachability assertion. It is easy to see that the
executions of the program that reach the assertion correspond to the executions
of the test.

Since the coherence order is only implied by serial views and different serial
views may imply inconsistent orders, we use multiple coherence relations co<
that are restricted to the different serial views. We introduce the corresponding
restricted fr relation fr< ∶= rf −1; co<.

Lemma 6. A execution rf of a test has a serial view <sv such that <sv ∈
SerialView (rf ,E ,<) if and only if there is a total order co< between all writes
in E such that acyclic(< ∪co< ∪ rf ∪ fr<) holds.
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Proof. ”⇒ ” ∶ Assume an execution rf of the test has a serial view <sv such that
<sv ∈ SerialView (rf ,E ,<). We define

co< ∶=<sv ∩ ⋂
x∈L

((w,x,∗,∗,∗)T × (w,x,∗,∗,∗)T ).

The relations co< and rf are refined by <sv. It follows that if w
rf→ r and

co<(w,w′),then w′ occurs after w (w <sv w
′) and according to Definition 2 (ii),

w′ also occurs after r. It follows that fr< is also refined by <sv and thus it refines
the union < ∪co< ∪ rf ∪ fr<. Since <sv is acyclic it follows that every relation it
refines is acyclic: acyclic(< ∪co< ∪ rf ∪ fr<).

” ⇐ ” ∶ Assume there is a total order co< between all writes on the same
location in E such that acyclic(< ∪co< ∪ rf ∪ fr<) holds. We can easily refine any
acyclic relation to a total order <sv. We repeatedly remove an element without
predecessor from the relation and add it as the last element in the total order.
Assume Definition 2 (ii) doesn’t hold for <sv. Then there is a relation w

rf→ r
and a write w′ on the same location that occurs after w and thus co<(w,w′)
holds. Furthermore r does not occur before w′ and thus r

fr<→ w′ does not hold.
From r

rf−1

→ w and co<(w,w′) follows r
fr<→ w′. This is a contradiction.

We construct the corresponding program for T as described above and a
CAT memory model that contains constraints acyclic(<1 ∪co<1 ∪ rf ∪ fr<1

)...
acyclic(<k ∪co<k

∪ rf ∪ fr<k
). The encodings of relations fr< and co< as well as

the sets E used by the models in the Steinke-Nutt hierarchy are straightforward
to encode. The relation < which is refined by a serial view can easily be defined
in cat for all memory models in this study. The test succeeds if and only if the
reachability check succeeds.

4.5 Encoding Reachability
Dartagnan encodes the reachability problem into an SMT formula which is
constructed as follows. Formulas φCF and φDF encode the control flow and data
flow. Condition φM requires that the executions are consistent with the given
memory model and φS ensures the final state of the execution satisfies assertion
S. In the remainder of this section we will elaborate each sub-formula separately.
The overall BMC encoding is:

φCF ∧ φDF ∧ φM ∧ φS .

The tool processes the input as follows. Each loop in the program is unrolled
up to a user defined depth k. The program is compiled using a given mapping
(see Table 2.1). This results in a directed acyclic graph presenting all possible
control flows of the program up to the unrolling depth. We allow each thread
to branch and merge again but the program is now acyclic. This means each
statement can only be executed once.

Then, Dartagnan constructs an SMT-query. The main idea of the BMC
encoding is to guess an execution, which consists of executed events and the
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rf and co relations. Guessing the executed events fully specifies the control
flow of the candidate execution, while guessing rf and co specifies the data-flow
of the candidate execution. It is easy to see that the data flow of the local
registers is uniquely determined by the execution. Note that the encoding of
the program semantics is basically the encoding of the weakest possible memory
model expressible in cat. All widely used models are additional restrictions
of this. This part of the encoding is independent off the memory model. It is
similar to established BMC encodings of concurrent programs [57].

We model the heap by encoding a new memory location for each variable
and a set of locations for each memory allocation of an array. Every location
x has an address ad(x), which is an integer variable and its value is chosen by
the solver. In an array, the locations are required to have consecutive addresses.
The same arithmetic operations are allowed for memory addresses as for regular
integer values. Instances of instructions are modeled as events, most notably
writes (to the shared memory), reads (from the shared memory), thread-local
assignments and fences. A write event has two expressions as parameters, the
value it writes and the address it writes to. A read event contains the address it
reads from and the register in which it writes the value.

A memory model defines relations among the events in the program. We
encode relations by associating pairs of events with Boolean variables. Whether
the pair (e1, e2) is contained in relation r is indicated by the variable r(e1, e2).
Encoding of binary operators on relations r1 ∩ r2, r1 ∪ r2, r1 ; r2, r1 ∖ r2 is then
straightforward. For recursively defined and (reflexive and) transitive relations,
Dartagnan lets the user choose between two methods for computing fixed points
by setting the appropriate parameter (see Section 4.2). The integer-difference
logic (IDL) method encodes a Kleene iteration by means of integer variables
(one for each pair of events) representing the step in which the pair was added
to the relation. The Knaster-Tarski encoding simply looks for a post fixpoint.
We will show that this is sufficient for reachability analysis.

4.5.1 Encoding Control Flow
The encoding of the control flow relies on two boolean variables per event: cfe
and exec(e). Variable cfe indicates whether an event e has been reached in the
control flow. Variable exec(e) shows if an event has been executed. Since we
don’t know which events are executed at the time of the encoding, the event
sets are not restricted to executed events here. For simple events like basic
memory accesses, writes to registers, or if conditionals, the values of cfe and
exec(e) are equivalent. However, some types of event may deviate from this rule.
For example, in conditional read-modify-write atomic events, whether the write
component is executed depends on a condition. We elaborate further on the
encoding of RMW instructions in Section A.1 of the appendix.

Instead of representing the branching of the program with a tree [62], we use
a direct acyclic graph (DAG) capturing the branches of the program and how
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those merge again. This allows us to keep the size of the control-flow encoding
linear w.r.t the unrolled program size as opposed to a tree representation which
is exponential in the number of if statements. We encode this in the following
formula:

⋀
t∈ID

(φCF (first(t)) ∧ cffirst(t)).

Together with the encoding of the condition of exec(e) for any event e, this
forms the control flow encoding φCF . For a thread t ∈ ID, the first event in its
control flow is given by first(t). For an event e, the formula φCF (e) denotes
the behavior of the events that are reached by the control flow if e is reached
In other words it forms the encoding of the sub-graph of the control flow that
consists of the events reachable from e. Since the control flow graph of the
unrolled program is acyclic, we can define φCF (e) recursively. For a sequence of
events e1; e2, we define e2 ∶= suc(e1). It holds that e2 is reached by the control
flow iff e1 is. If an event e has no successor, then we set φCF (suc(e)) = true. If
an event e is a local computations, a read, a write, or a fence, then it imposes
no further restriction on the control-flow:

φCF (e) = (cfe ↔ cfsuc(e)) ∧ φCF (suc(e)).
Given an if event eif ∶= if b then e1; . . . ; en else e′1; . . . ; e′m, it holds that if eif
is executed, then so is its successor. For the recursive definitions of the control
flow, we do not rely only on its successor but on the first events in the if and
else branches as well (4.1). Either condition b and thus variable df(b) (defined
by the data flow encoding) is satisfied and e1 is reached or b is not satisfied and
thus e′1 is reached (4.2).

φCF (eif) = φCF (e1) ∧ φCF (e′1) ∧ φCF (suc(eif)) ∧ (cfeif ↔ cfsuc(eif)) (4.1)
∧(cfe1 ↔ (φDF (b) ∧ cfeif)) ∧ (cfe′1 ↔ (¬φDF (b) ∧ cfeif)) (4.2)

4.5.2 Encoding Data Flow
The encoding of the data flow consists of the following components: the thread
external data flow via shared locations in the relations rf and co, the internal
data flow using registers in idd and addrDirect, the model of the heap φHeap, the
final values of locations φFVL and registers φFVR after the execution, and the
correct evaluation of expressions and assignments φEval.

φDF ∶= φrf ∧ φco ∧ φidd ∧ φaddrDirect ∧ φHeap ∧ φFVL ∧ φFVR ∧ φEval.

We encode the data flow using relations. For any pair of events e1, e2 ∈ E
and relation r ⊆ E × E we use a Boolean variable r(e1, e2) denoting whether
(e1, e2) ∈ r holds.
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We ensure that the data flow follows the reads-from (rf ) and coherence order
(co) relations in the shared locations. The encoding also checks that all executed
guards are satisfied, and that all executed data manipulation statements are
correctly evaluated.

The rf relation requires that a read gets its value from exactly one write to
the same variable. The encoding of reads from φrf ensures that this has to be
the case for every read (see Equation 4.3). For every read and write event e,
we introduce variables ad(e) and val(e) denoting the address in the memory it
references and the value it reads from or writes to the address. In Section 4.8, we
use an alias analysis to construct for every read event er a set of events Alias(er)
that could access the same locations as er. Exactly one writes ew in that set is
related to er with rf (see Equations 4.4 and 4.5). If er accesses the value written
by ew, then they both access the same address and value (see Equation 4.6).

φrf ∶= ⋀
er∈R

exec(er)→ φrf (er) (4.3)

φrf (er) ∶= ⋁
ew∈Alias(er)∩W

(exec(ew) ∧ rf (ew, er)) (4.4)

∧ ⋀
ew,e

′
w∈Alias(er)∩W
ew≠e′w

¬(rf (ew, er) ∧ rf (e′w, er)) (4.5)

∧ ⋀
ew∈Alias(er)∩W

rf (ew, er)→

(ad(er) = ad(ew) ∧ val(er) = val(ew)) (4.6)

The relation co forms a complete order between all writes to the same address.
Its encoding φco is straightforward and we omit its exact description.

Concerning the data flow of the local registers φidd and φaddrDirect, we require
that the value of a register can’t originate from just any write to the register.
It has to come from the last previously executed event of the same thread that
wrote to the register. Let REG be the set of registers used by the program and
for a given register r, we denote the set of events that read from r as read(r).
For every event e that writes to a register, we introduce the Integer variable
reg(e) that denotes the value it writes to the register. For every event e that
reads from a register r, we introduce the variable re. Since we don’t know a
priori which events are executed, we need to traverse the acyclic control flow
backwards. For every register r and event e that reads from it, we construct a
sequence of events e0, . . . , en that write to r and occur before e in the control
flow. The sequence is required to be consistent with the control flow: If i < j ≤ n,
then ei and ej are either concurrent or ei precedes ej in the control flow graph.
Note that e0 is a dummy event that denotes the initial value of r (and is always
executed), so the sequence is never empty. The relation idd connects every event
that accesses a register in a computation of a value (in contrast to addrDirect
which applies to computations of addresses) to the corresponding event that
writes the accessed value to the register. It is encoded as follows. We construct a
formula φidd(e, r) that traverses the list backwards until the first executed event
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ei and ensure that the value re accessed by e is the same one that was written
by ei denoted by reg(ei). We do this recursively:

φidd ∶= ⋀
r∈REG

⋀
e∈read(r)

exec(e)→ φidd(e, r)

φidd(e, r) ∶= φidd(e, r, en)
φidd(e, r, e0) ∶= reg(e0) = re ∧ idd(e0, e)
φidd(e, r, ei) ∶= (exec(ei) ∧ idd(ei, e) ∧ reg(ei) = re)

∨(¬exec(ei) ∧ ¬idd(ei, e) ∧ φidd(e, r, ei−1))

The corresponding relation addrDirect does the same for registers that are
accessed in the computation of an address. Its encoding φaddrDirect is analogue.

The encoding of the evaluation of expression and assignments φEval is straight-
forward. For any expression, we create a similar term over the corresponding
integer or boolean variables. For any assignment (occurring in local computations,
reads, or writes), we ensure that both sides have the same value.

4.5.3 Encoding the Heap
The structure of the shared memory is encoded in φHeap. Dartagnan identifies
memory locations via addresses rather than via variable names. This approach
facilitates pointer arithmetics, where the same memory address can be assigned
to multiple variables. Memory addresses are encoded as integer constants, and
their values are chosen by a solver. The only constraints are that the values
must greater than zero and they must be distinct. For a set of heap addresses
H, these constraints are encoded as

∣H ∣
⋀
i=0

(H[i] ≥ 0 ∧
i−1

⋀
j=0

H[i] ≠H[j]). (4.7)

In addition to the basic variables, Dartagnan allows modeling arrays of
integers. For each element of an array, it generates an address constant which is
encoded in the same way as the addresses of regular variables. In order to force
consecutive addresses within arrays, the tool applies the following encoding to
each ordered list of array addresses A

∣A∣
⋀
i=1

(A[i] = A[i − 1] + 1). (4.8)

Dartagnan does not explicitly model different versions and views of the
heap. Instead, it encodes a binding of an event updating a value in the heap
with an event reading this value. The binding is determined by the edges of the
communication relations rf, idd and addrDirect. If an execution contains such
edge between some events e1 and e2, it implies that the value observed by e2 is
equivalent to the value stored by e1.
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4.5.4 Encoding Final States and Assertions
In litmus tests, assertions are already defined as an SMT formula (see Sec-
tion 2.1.1), so no additional conversion is needed. In order to allow the state
predicate formula φS to be expressed in terms of the locations and registers of
the original input program, the data flow encoding relates the final state of the
unrolled compiled program to the original program.

The final values of global and local variables are determined by the communi-
cations relations. For values in the shared memory, the final value is equivalent
to a value in the write event which addresses the location in question, is executed,
and has no outgoing edge of the coherence order relation. This constraint is
encoded as follows:

φFVL ∶= ⋀
w1∈W

last(w1)⇔ (exec(w1) ∧ ⋀
w2∈W∶

(w1,w2)∈M (co)

¬co(w1,w2)) (4.9)

∧⋀
l∈L

⋀
w∈W

l∈PTS(w,ad(w))

⎛
⎝
last(w) ∧ (addr(l) = addr(w))

⎞
⎠

⇒ (final(l) = val(w)). (4.10)

Note that we already make use of static analysis to minimize the encoding. In
Constraint 4.9, we only check the pairs (w1,w2) in the set M (co) that may occur
in co according to our relation analysis (see Section 4.6). In Constraint 4.10, we
only need to check those writes w with address ad(w) that may point to the
location l according to our alias analysis given in Section 4.8.

For registers, the final value is denoted by the last event in the control
flow that is executed and writes to the register. This is analogue to φidd in
Section 4.5.2. We construct for every register r a sequence of events e0, . . . , en
writing to r that is consistent with the control flow. The last executed event
denotes the final value of r.

φFVR(r) ∶= φFVR(r, en) (4.11)
φFVR(r, e0) ∶= reg(e0) = final(r) (4.12)

φFVR(e, r, ei) ∶= (exec(ei) ∧ reg(ei) = final(r))
∨(¬exec(ei) ∧ φFVR(r, ei−1)) (4.13)

Assertion can also be used freely throughout the code as assert instructions,
rather than being limited to the end of the execution. To encode this, each
instructions assert(exp) in the program is transformed to a local computation f
← exp where the fresh variable f ∈ F stores the value of exp at the corresponding
point of the execution. We refer to the formula ⋁f∈F ¬f as reachability condition.
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4.5.5 Encoding Memory Models
A memory model defined in the cat language (see Fig. 2.5) is a constraint system
over so-called derived relations together with constraints. The language defines
a number of base relations. Their encodings can be obtained directly from
the source code of the program (e.g., the program order po), from statements
corresponding to the synchronization primitives of the used architecture (e.g.,
memory fences mfence on TSO) or they are part of the execution (the rf and co
relations). The encodings of the base relation describes the conditions given in
Fig. 2.2 and Fig. 2.3 and ensures that the relations are according to the program
semantics. We defined the encoding of rf in Section 4.5.2 but we will omit the
encodings of the remaining base relations as they are rather straightforward.

Derived relations are built from relations using operators such as union,
intersection, difference, composition, transitive closure, etc. We use new Boolean
variables to represent the derived relations. Most of the operators can be encoded
in SMT in a fairly simple manner.

For the target architecture we need to encode memory model consistency,
namely that an execution is consistent. This means that all acyclicity, irreflexivity
and emptiness constraints of the memory model are satisfied. We encode
acyclicity of a relation r by using non-Boolean variables in our SMT encoding for
compactness reasons. We assign each event e a numerical variable Ψe ∈ N and
require that if an event e is related to e′ then the numerical value Ψe assigned
to e is less than the value Ψe′ assigned to e′.

In order to keep the encoding compact, we don’t examine every pair of events.
It is sufficient to consider only those pairs that might contribute to a constraint
violation and could occur in the relation. We call these pairs of events the
active set A(r) of relation r. We will show how compute such an active set in
Section 4.6. Acyclicity of a relation r is encoded as

acyclic(r)⇔ ⋀
(e1,e2)∈A(r)

(r(e1, e2)⇒ (Ψr
e1 < Ψr

e2)).

Note that we can impose a total order with all Ψr
e1 < Ψr

e2 constraints iff there
is no cycle. Our encoding is the same as the SAT + IDL encoding used in [85]
where SAT modulo acyclicity is discussed further. The irreflexive and emptiness
constraints are encoded as:

irreflexive(r)⇔ ⋀
(e,e)∈A(r)

¬r(e, e)

empty(r)⇔ ⋀
(e1,e2)∈A(r)

¬r(e1, e2).
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r1∪r2(e1, e2)⇔ r1(e1, e2) ∨ r2(e1, e2)
r1∩r2(e1, e2)⇔ r1(e1, e2) ∧ r2(e1, e2)
r1∖r2(e1, e2)⇔ r1(e1, e2) ∧ ¬r2(e1, e2)

r+(e1, e2) ⇔ r(e1, e2) ∨ r+; r+(e1, e2)
r−1(e1, e2)⇔ r(e2, e1)
r∗(e1, e2) ⇔ r+(e1, e2) ∨ (e1 = e2)

r1;r2(e1, e2)⇔ ⋁
{e3∈E∣ (e1,e3)∈A(r1)∧(e3,e2)∈A(r2)}

∶ r1(e1, e3) ∧ r2(e3, e2)

Figure 4.3: Derived relations.

4.5.6 Encoding Derived Relations.
Similar to the basic relations, we use new Boolean variables to represent the
derived relations. We only encode edges that are relevant to the memory model
according to the relation analysis (see Section 4.6) as denoted by the set of
active pairs A(r). For any derived relation r ⊆ E ×E and active pair of events
(e1, e2) ∈ A(r) we use a Boolean variable r(e1, e2) representing the fact that
(e1, e2) ∈ r holds. The encoding determines their values as summarized in Fig. 4.3.
For the union (resp. intersection) of two relations, at least one of them (resp.
both of them) should hold; set difference requires that the first relation holds
and the second one does not; reflexive closure checks if the events are the same
or related by r+; for the composition of relations we iterate over a third event e3

and check if it belongs to the range of the first relation and the domain of the
second. Note that we only have to consider an event e3 if the edges (e1, e3) and
(e3, e2) may actually occur in r1 and r2 respectively.

Computing a reverse relation requires reversing the events. Relation
r−1(e1, e2) is equivalent to r(e2, e1). The reflexive and transitive closure r∗

checks if the events are either the same or are related by r+. Finally, we define
the transitive closure of r recursively. Here, events are either related according
to r or the recursive case holds with a relation composition.

4.5.7 Encoding Recursive Relations
Recursive definitions are supported by cat. The semantics of such recursively
defined relations are the least fixpoint solution to this system of monotone
equations on relations. We argue that for reachability, it is sufficient to encode
any fixpoint, not necessarily the least one. The constraints of the memory model
(acyclicity, irreflexivity and emptiness) are monotone in the following sense: If a
relation fulfills an constraint, all of its subsets will fulfill the constraint as well.
The cat operators on relations are also monotone (except set difference which
is not applied to recursive relations on the right side): Consider r ∶= (r; r) ∪ r0,
where the operator ";" represents relation composition. If relation r0 is enlarged
or reduced, then so is r.

These observations allow us to apply the Knaster-Tarski Theorem [160]. This
is a key insight; we use it to simplify the SMT encoding of cat models. We can
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let the SMT solver freely pick any fixpoint that satisfies all the constraints, as
it always contains the least fixpoint, which also satisfies all the constraints. It
removes the need to encode the least fixpoints of the cat language exactly. We
call this the Knaster-Tarski encoding. The encoding of r is thus simply

r(e1, e2)⇔ r;r(e1, e2) ∨ r0(e1, e2).

Theorem 10. The Knaster-Tarski encoding is correct.

Proof. We argue that for reachability queries, the Knaster-Tarski encoding is
correct by comparing it with an encoding of the least fixpoint. Assume a least
fixpoint encoding of a reachability query has a satisfying assignment. Naturally,
the least fixpoint also satisfies the Knaster-Tarski encoding as it is a fixpoint.

Assume the least fixpoint encoding is unsatisfiable. Every execution violates
some constraint. Any violated acyclicity constraint implies a cycle. Since larger
fixpoints only add edges to relations and the operators on relations are monotone,
the relations in the constraints can only become larger when switching to the
Knaster-Tarski encoding, not smaller. The cycle remains for all larger relations
(the constraint is monotone). It follows that a acyclicity constraint violated
in an least fixpoint encoding remains violated in our Knaster-Tarski encoding.
Similar reasoning holds for irreflexivity and emptiness violations since they are
monotone as well. Hence, our Knaster-Tarski encoding is also unsatisfiable. The
Knaster-Tarski encoding is satisfiable iff a least fixpoint encoding is satisfiable.

It remains to prove that a satisfying assignment of the Knaster-Tarski en-
coding does indeed give an execution that is consistent with the memory model.
We assume the Knaster-Tarski encoding is satisfied. The assignment contains
an execution and correct definitions of basic relations. For any derived relation
r, it contains a corresponding definition of a relation that we denote rKT . The
encoding of the operators in the Knaster-Tarski encoding only differs from a
least fixed point encoding by using some fixpoint instead of the least fixpoint. In
addition, all operators on relations are monotone. It follows that r ⊆ rKT holds
for any relation r. This means a constraint satisfied by rKT is also satisfied by
the smaller r. Since all constraints in the Knaster-Tarski encoding are satisfied,
all constraints are also satisfied by the smaller relations defined by the least
fixpoint. It follows that the execution satisfies the memory model.

4.6 Relation Analysis
To minimize the size of the encoding (and hence the solving times), we found it
key to reduce the domains over which we encode the relations. We determine
for each relation a static over-approximation of the pairs of events that may
be in this relation. Even more, we restrict the relation to the set of pairs that
might influence a constraint of the given memory model. These restricted sets
are the relation analysis information (of the program relative to the memory
model). For each relation r, we compute two sets of pairs, M (r) and A(r). The
former contains so-called may pairs, pairs of events that may be in relation r.
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This does not yet take into account whether or not the may pairs occur in some
constraint of the memory model. The so-called active pairs A(r) incorporate
this information, and hence restrict the set of may pairs further. As a result of
the relation analysis, we only have to introduce Boolean variables r(e1, e2) with
the corresponding constraints for the pairs (e1, e2) ∈ A(r) to the SMT encoding.
We do not need to encode the pairs (E ×E) ∖A(r).

Note that since we allow for recursive definitions of relations, the algorithm
for constructing the may set and the active set is a fixpoint computation. Uncon-
ventionally, the two sets propagate their information in different directions. For
A(r), the computation proceeds from the constraints and propagates information
down the syntax tree of the cat memory model. The sets M (r) are computed
bottom-up the syntax tree. Interestingly, in our implementation we do not
compute the full fixpoint but let the top-down process trigger the bottom-up
computation it needs. We say the algorithm is constraint-driven.

Both sets are computed as least solutions to a common system of inequalities.
As we work over powerset lattices (relations are sets after all), the order of the
system will be inclusion. Moreover, we will understand each set M (r) and A(r)
as a variable, thereby identifying it with its least solution. To begin with, we
give the definition for A(r). In the base case, we have a relation that occurs in a
constraint const(r) of the memory model. The inequality is defined based on
the shape of the constraint:

A(r) ⊇ M (r) (empty)
A(r) ⊇ M (r) ∩ id (irreflexive)
A(r) ⊇ M (r) ∩M (r+)−1 (acyclic).

If the constraint requires the relation to be empty, all pairs of events that could
be contained in the relation are relevant to the constraint. If the constraint
requires irreflexivity, then only the pairs of the form (e, e) matter. We therefore
intersect the set of may pairs with the identity relation. If the constraint requires
acyclicity, we concentrate on the pairs (e1, e2) that could occur in a cycle. This
is the case for (e1, e2) if they could be in r and there could be a path of r from
e2 to e1. This means (e2, e1) may be in relation r+. Note how the definition of
active pairs triggers the computation of may pairs.

If the relation in the constraint is a composed one, the following inequalities
propagate the information about the active pairs down the syntax tree of the
cat memory model:

A(r1) ⊇ A(r)−1 if r = r−1
1

A(r1) ⊇ A(r) if r = r1 ∩ r2 or r = r1 ∖ r2
A(r1) ⊇ A(r) ∩M (r1) if r = r1 ∪ r2 or r = r2 ∖ r1
A(r1) ⊇ {x ∈ M (r1) ∣ (x; M (r2)) ∩A(r) ≠ ∅} if r = r1; r2
A(r1) ⊇ {x ∈ M (r1) ∣ (M (r2);x) ∩A(r) ≠ ∅} if r = r2; r1
A(r1) ⊇ {x ∈ M (r1) ∣ (M (r∗1);x; M (r∗1)) ∩A(r) ≠ ∅} if r = r+1 or r = r∗1.
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The definition maintains the invariant A(r) ⊆ M (r). If a pair (e1, e2) is relevant
to relation r = r−1

1 , then (e2, e1) will be relevant to r1. We do not have to intersect
A(r)−1 with M (r)−1 because A(r) ⊆ M (r) ensures A(r)−1 ⊆ M (r)−1. We can avoid
the intersection with the may pairs for the next case as well. Here, A(r) ⊆ M (r)
holds by the invariant and M (r) = M (r1) ∩M (r2) by definition (see below). It
follows A(r1) ⊆ M (r1). For union and the other parameter of set subtraction,
the intersection with M (r1) is necessary as A(r) ⊆ M (r1) may not hold. There
are symmetric definitions for union and intersection for r2. For a relation r1 that
occurs in a relational composition r = r1; r2, the pairs x = (e1, e3) become relevant
that may be composed with a pair (e3, e2) in r2 to obtain a pair (e1, e2) relevant
to r. Note that for r2, we again require the may pairs. The definition for r2 is
similar. The definition for the (reflexive and) transitive closure follows the ideas
for relational composition. Here, we only require pairs that may occur in a path
of r1 from an event e1 to e2 that may lead to an edge (e1, e2) that is relevant for
r. Since the active sets do not influence the may pairs, we only need to compute
them once.

The definition of the sets of may pairs is straightforward and follows the
syntax of the cat memory model from the bottom up. With ⊕ ∈ {∪,∩, ; ∣ } and
⊗ ∈ {+,∗,−1 ∣ }, we have

M (r1 ⊕ r2) ⊇ M (r1)⊕M (r2)
M (r⊗) ⊇ M (r)⊗

M (r1 ∖ r2) ⊇ M (r1).

The definition executes the corresponding operation on the current approximation.
Subtraction r1 ∖ r2 is the exception, it is not sound to use an over-approximation
of the subtrahend r2. Here, an under-approximation of the subtrahend is needed.
However, as the form of a relation depends too much on the execution, a non-
trivial under-approximation for the events pairs in r2 does not exist. We do not
even know which events will be executed at the time of the relation analysis.

Since the may sets form complete lattices and the set of inequalities form a
monotone function, we can apply a Kleene iteration [159] in order to compute
the least solution for recursively defined relations.

At the bottom level, the may sets are determined by the base relations. They
depend on the shape of the relations and the positions of the events in the control
flow. For relations po, data, addr, id, int, ext, fencerel(fence), ctrl, and rmw, the
value of r(e1, e2) is fully defined by two parameters: positions of the events in
the control flow and whether they get executed. We assume that for each branch
of an input program exists an execution where the branch is taken and compute
may pairs solely based on the positions of the events in the control flow. May
sets of these relations are immediate. The relation po may only concern pairs
(e1, e2) where e2 is reachable from e1 in the control flow graph. The relations
data, addr, fencerel(fence), ctrl, and rmw are further restrictions of this.

The relations loc, co and rf are concerned with memory accesses. What
makes it difficult to approximate these relations is our support for pointers and
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pointer arithmetic. This means the addresses are not known at the time of the
encoding. Without further information, we have to conservatively assume a
memory event may access any address. Hence, any two memory events may
access the same address and thus any two stores may be in coherence order,
and any load may receive its value from any store. To improve the precision
of the may sets for loc, co, and rf, our fixpoint computation incorporates a
may-alias analysis (see Section 4.8). We use a control-flow insensitive Andersen-
style analysis [26]. It incurs only a small overhead and produces a close over-
approximation of the may sets. The analysis returns a set of pairs of memory
events Alias ⊆ (W ∪R) × (W ∪R) such that every pair of events outside Alias
definitely accesses different addresses. Recall that W are the write events in the
program and R the reads. Note that the analysis is control-flow insensitive as
the given memory model may be very weak [12]. With this, the base cases are
as follows:

M (loc) ⊇ Alias
M (co) ⊇ (W ×W) ∩Alias
M (rf) ⊇ (W ×R) ∩Alias.

We stress the importance of the alias analysis for our relation analysis: loc, co,
and rf are frequently used as building blocks of composite relations. Excessive
may sets will therefore negatively affect the over-approximations of virtually all
relations in a memory model, and keep the overall encoding unnecessarily large.

4.7 Relation Analysis on an Example
Consider the program (in the .litmus format) given in Fig. 4.4. The assertion asks
whether there is a reachable state with final values EBX = 1,ECX = 0. We analyze
the program under the x86-TSO memory model introduced in Section 2.3:

ConsistentTSO

rfe ∶= rf ∖ int coe ∶= co ∖ int ghb-tso ∶= po-tso ∪ com-tso ∪ implied
com ∶= co ∪ fr ∪ rf com-tso ∶= co∪fr∪rfe po-tso ∶= (po∖W×R)∪ fence(mfence)
implied ∶= po∩ (W ×R) ∩ ((M ×A) ∪ (A ×M)) po-loc ∶= po ∩ loc

acyclic(po-loc ∪ com) acyclic(ghb-tso) empty(rmw ∩ (fre; coe))

The semantics of the program under TSO is a set of executions, graphs where
the nodes are events and the edges correspond to the relations defined by the
memory model. An overview of the possible executions with the required final
values is given in Fig. 4.5. For the sake of compactness, we consider only memory
events — thread-local computations are omitted.

The atomic exchange instruction xchg(x,r0) gives rise to a pair of read and
write events related by rmw. Such reads and writes belong to the set A of atomic
read-modify-write events, as shown in Fig. 4.6
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X86
{x = 0; y = 0; P0:EAX = 1;}
P0 | P1 ;
xchg [x], EAX | mov EBX, [y] ;
mov [y], 1 | mov ECX, [x] ;
exists (P1:EBX = 1 ∧ P1:ECX = 0)

Figure 4.4: An Example program.

f ∶Winit x = 0 g ∶Winit y = 0

a ∶ Rx d ∶ Ry

b ∶Wx = 1 e ∶ Rx

c ∶Wy = 1

rfe

rfe

co

rfe

co

po-tso fr

po-tso

po-tso
fr

po-tso rfe

fr

rfe

Figure 4.5: Executions under TSO.

Dartagnan encodes the semantics of the given program under the given
memory model into an SMT formula. The problem is that each edge (a, b) that
may be present in a relation r in a valid execution gives rise to a variable r(a, b).
In the worst case, the number of possible edges of a relation is quadratic in the
program size. The goal of our relation analysis is to reduce the number of edges
that have to be encoded.

We illustrate this on the constraint acyclic ghb-tso. The graph in Fig. 4.5
shows the 14 (dotted and solid) edges which may contribute to the relation
ghb-tso. They form the may set M (ghb-tso) of the relation (see Section 4.6).
Out of those, only the 6 solid edges can occur in a cycle. They form the active

f ∶Winit x = 0 a ∶ Rx d ∶ Ry

g ∶Winit y = 0 b ∶Wx = 1 e ∶ Rx

c ∶Wy = 1

pormw po

po

Figure 4.6: The program order and read-modify-write.
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f ∶Winit x = 0 g ∶Winit y = 0

a ∶ Rx d ∶ Ry

b ∶Wx = 1 e ∶ Rx

c ∶Wy = 1

po−tso

po−tso

po−tso

po−tso

Figure 4.7: M (po-tso) and A(po-tso)

set A(ghb-tso) for this constraint. The dotted edges can be dropped from the
SMT encoding. Our relation analysis determines the solid edges — edges that
may have an influence on a constraint of the memory model. Actually, ghb-tso
is a composition of various subrelations (like po-tso or co ∪ fr) that also need
to be encoded into SMT. The relation analysis applies to these subrelations as
well. Applied to all constraints, it reduces the number of edges that should be
encoded in all (sub)relations from 221 to 58. We give a step by step construction
of first the may sets and then the active sets.

4.7.1 May Sets
Relation analysis is demonstrated on the constraint acyclic ghb-tso. When the
algorithms encounters the constraint, it computes the may pairs for

ghb-tso = po-tso ∪ com-tso ∪ implied.

This triggers calculation of may pairs for its child relations po-tso, com-tso and
implied. In Fig. 4.7, we consider relation po-tso = ((po∖W×R)∪ fence(mfence)).
Recall that the may set consist of both the dashed and solid edges. Since there
are no fences, fence(mfence) has an empty may set. The may set of po-tso
consists of the may set of po.

The definition of com-tso is rfe ∪ co ∪ fr. An edge of rfe may only start in a
write event and end in a read event if both address the same location and do
not belong to the same thread. The May set of rfe is a set of all such edges. It
is given in Fig. 4.8 Internally, rfe is not a base relation, but an intersection of rf
and ext, so, in practice, its May set will be computed as a intersection of May
sets for rf and ext.

Edges of co may appear only between writes to the same location. In general,
the may pairs of co connect any two writes to the same location in both directions.
They are depicted in Fig. 4.9. The exception are the initial writes which cannot
have incoming co edges. Here, the two regular write events can only be paired
with initial writes.
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f ∶Winit x = 0 g ∶Winit y = 0

a ∶ Rx d ∶ Ry

b ∶Wx = 1 e ∶ Rx

c ∶Wy = 1

rfe

rfe

rfe

rfe

rfe

Figure 4.8: M (rfe).

f ∶Winit x = 0 g ∶Winit y = 0

a ∶ Rx d ∶ Ry

b ∶Wx = 1 e ∶ Rx
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Figure 4.9: M (co).
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Figure 4.10: M (fr).
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Figure 4.11: M (com-tso) and A(com-tso).

An edge of fr (from-read) must start in a read and end in a write to the same
location where the value that was observed by the read is overwritten. The may
set of fr = rf−1; co (see Fig. 4.10) is computed from the may sets of rf and co.

The union M (rfe) ∪M (co) ∪M (fr) forms M (com-tso) as shown in Fig. 4.11.
The may set of implied is empty since no write is followed by a read in the

program order. Finally, Fig. 4.12 shows the may set of ghb-tso, which is a union
of M (po-tso), M (com-tso) and M (implied).

4.7.2 Active Sets
First, the active set of edges required for the constraint acyclic ghb-tso is com-
puted. The constraint forbids cycles of ghb-tso. The may set of this relation could
contain three simple cycles: (c → d → c), (b → e → b) and (b → c → d → e → b).
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Figure 4.12: M (ghb-tso) and A(ghb-tso) .

Since ghb-tso is not used in any other constraint, all edges which are not in-
cluded into these cycles can be safely omitted. The resulting set A(ghb-tso) is
in Fig. 4.12. Recall that active sets are depicted by the solid edges.

Then, the algorithm updates the active sets of the child relations of ghb-tso,
namely po-tso, com-tso, and implied. Since ghb-tso is a union, for each child
relation r holds

A(r) = A(r) ∪ (A(ghb-tso) ∩M (r)).
For po-tso, the constraint requires encoding of the two edges out of four that

could occur in one of the cycles: po-tso(b, c) and po-tso(d, e). The active set of
po-tso is given in Fig. 4.7. Similarly, for com-tso, the constraint only requires
four (out of the original ten) edges as shown in Fig. 4.11.

Note that we only examined one of the three constraints of TSO. For some
relations, the active set are obtained by combining the requirements generated by
different constraints. For example, it follows from A(po-tso) that A(po) includes
edges (b, c) and (d, e) required by the constraint acyclic ghb-tso. However, the
evaluation of acyclic po-loc∪ com additionally requires edge (a, b) to be in A(po).

Table 4.1 shows the number of pairs in the may and active sets of the encoded
relations after evaluating all three constraints. Note that since there are seven
events, 72 = 49 edges per relation are possible. Out of those, we never need to
encode more than six. Note, that the communication relations are not only used
in the constraints, they capture the data flow as well. It follows that we always
encode their entire may sets. These relations include rf, co and the internal
relations (idd and addrDirect) which determine the values of registers.
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Relation May Active
po 4 3
loc 18 1
po-loc 1 1
co 2 2
rf 6 6
rf−1 6 3
fr 3 3
co ∪ fr 5 3
com 11 6
po-loc∪
com

11 6

rmw 1 0

Relation May Active
ext 34 2
fre 2 0
coe 2 0
fre; coe 0 0
rmw ∩
(fre; coe)

0 0

W × R 12 0
po ∖
(W×R)

4 2

mfence 0 0
po-tso 4 2
rfe 5 2
com-tso 10 4

Relation May Active
po-tso ∪
com-tso

13 6

po∩(W×
R)

0 0

M ×A 14 0
A ×M 14 0
(M×A)∪
(A ×M)

24 0

implied 0 0
ghb-tso 13 6
idd 2 0
addrDirect 0 0
Total 221 58

Table 4.1: The number of edges in May and Active sets.

4.8 Alias Analysis
Recall that we model the heap by encoding a new memory location for each
variable and a set of locations for each memory allocation of an array. Each
location x has an address ad(x). A memory event has two parameters: the value
it writes or reads and the address it accesses. The addresses of locations and
events are encoded as Integer variables and their values are chosen by the solver,
they are not known at the time of the encoding.

We minimize the encoding size, by over-approximating the domains of rela-
tions (see Section 4.6). To compute precise may sets for base relations, we rely on
an alias analysis to determine which events could access the same location. We
stress the importance of this analysis for our reduction approach. The relations
loc, co, and rf are frequently used as building blocks of composite relations.
Excessive may sets will therefore negatively affect the over-approximations of
virtually all relations in a memory model, and hence keep the overall encoding
unnecessarily large.

The reader may argue that assembly will not contain a command r = &x,
and in turn C does not have registers. This is one of the challenges in developing
a widely-applicable tool: one needs an expressive instruction set. We think of
registers as local and locations as global variables.

We offer two versions of an Andersen-style may points-to analysis [26], a
control-flow insensitive (CFI) analysis and a control-flow sensitive (CFS) variant.
The CFS analysis determines, for every event e in the unrolled program and
every register r that occurs in e, a set PTS(e, r) of addresses that the register
may point to in the event e. Similarly, there are sets PTS(x) that a location x
may point to. The fact that the latter set is not decorated by an event means
the points-to information for locations is still control-flow insensitive. This is
unavoidable, since the data flow of the shared memory locations depends on the
memory model. The CFI analysis computes the same points-to set of a register
PTS(e, r) for all events e. We elaborate on this below.
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Given the points-to sets, the set Alias used in the encoding is not represented
explicitly, instead we use an intersection PTS(e1, r1) ∩ PTS(e2, r2) to check
whether two registers may alias. For a memory event e, let ad(e) denote the
expression that describes the address accessed by the event. In the relation
analysis, we want to know which writes might access the same locations as a
given memory event e:

Alias(e) ∶= {e′ ∈ E ∣ PTS(e, ad(e)) ∩PTS(e′, ad(e′)) ≠ ∅}.
From this, we obtain the set Alias of all event pairs that may alias:

Alias ∶= {(e, e′) ∣ e ∈M ∧ e′ ∈ Alias(e)}

Technically, the addresses PTS(e, r) are represented symbolically, in terms of
their locations. Consider a location x at address 42 and an event e executing
r = &x. Then we obtain the information &x ∈ PTS(e, r), the address of x is
contained in the points-to set. Since the SMT solver chooses the addresses of the
locations, address 42 is runtime information that we cannot use for the analysis.
In short, we work over the powerset lattice of locations.

We define a system of inequalities in which the PTS(e, r) and PTS(x) act as
variables. The analysis information of interest is the least solution to the system.
The analysis is triggered by the computation of the may sets.

Although the Andersen analysis is well-understood, the fact that we take the
events into account makes it interesting. We present the system of inequalities
for the CFS analysis:

PTS(e, r′) ⊇ PTS(e′, r′) if e′ is r′ = exp and (e′, e) ∈ M (idd) ∪M (addrDirect)
PTS(e, r) ⊇ PTS(e, r′) if e is r = r′

PTS(e, r) ⊇ {&x} if e is r = &x

PTS(y) ⊇ {&x} if e is ∗y = &x

PTS(e, r) ⊇ PTS(y) if e is r = ∗x and &y ∈ PTS(x)
PTS(y) ⊇ PTS(e, r) if e is ∗x = r and &y ∈ PTS(x)

PTS(e, r) ⊇ ⊺ if e is r = exp with exp different from above
PTS(x) ⊇ ⊺ if e is x = exp with exp different from above.

The first constraint propagates points-to information from one event-register
pair to the next. Event e′ writes a value defined by the expression exp to the
register r′ of interest. The information is propagated from e′ to the event e that
accesses this value. The second inequality forwards points-to information from
the right-hand side of the assignment to the left. The third and fourth are the
base case of Andersen’s analysis. The fifth inequality is for loads that assign to
r the value of a location x. As this value may again be the address of a location,
we inherit the points-to information. Note that the inequality is required to
hold for any location y that x may point to. The fact that the locations do not
occur syntactically in the assignment is the reason we treat locations control-flow
insensitively. The case of stores is similar. The last two inequalities let a register
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or location point to anything (top in the lattice) if it is assigned a non-trivial
expression (pointer arithmetic). Note, that the fourth and eight constraint only
occur in initial events.

We also provide a CFI variant of the alias analysis. Here, the points-to set of
a register is the same for all events. Internally, we only need to compute one
points-to set per register and require fewer constraints. This leads to a speed up
in the alias analysis compared to the CFS version. Semantically, the CFI version
only requires us to change the first constraint as follows:

PTS(e, r′) ⊇ PTS(e′, r′) if e, e′ ∈ E.

Andersen-style analyses are usually control-flow insensitive, meaning they
compute the points-to information independently of the order of instructions.
Since we take the events into account, our CFS analysis actually behaves control-
flow sensitively on registers (first constraint). This is sound since data and addr
dependencies are preserved in cat models.

But what if the given memory model does not preserve the flow of control?
To ensure soundness of the analysis, we require the given memory model to
preserve the following relations:

valDirect+ valDirect+; addr rf .

This is the case for all memory models we encountered so far. Should it not
be the case, the user can only rely on a CFI analysis. The fact that static
analyses are only allowed to make assumptions about the semantics of a program
that are valid wrt. the memory model was observed before and discussed in [12].
Parameterizing the static analysis by the relations of the memory model, however,
is a new idea.

Since the encoding is the bottle-neck of the tool, the alias analysis provides
a speed-up. This holds particularly for larger programs with more locations.
We note that there is a trade-off between the precision of the alias analysis,
and hence the size of the resulting encoding, and the time required for the
alias analysis. Our CFS analysis is more precise than a standard CFI Anderson
analysis. It also has a larger number of variables and constraints and thus takes
longer to compute. It can add precision if the control flow restricts the points-to
sets further. This is illustrated by the following example:

r = &y; ∗x = r; r = &x.

Here, x may point towards y but not itself. The CFS analysis computes the
precise set PTS(x) = {y} because it differentiates between the points to sets of
r in different events. The standard Anderson analysis returns PTS(x) = {x, y}
since it only computes one points-to set of the register r. . If a thread reads a
register containing a pointer and then later in the program order stores other
addresses in the same register, then the CFS analysis may add precision.

We gain less precision when there are concurrent accesses to a location. This
is the case if we expand our example:
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r = &y; ∗x = r; r = &x; ∗z = r ∣∣ q = ∗z; ∗x = q.
Here, the pointer to y is passed to a second thread via z and then written

in x. The CFS analysis computes PTS(x) = {x, y} here as well. This may be
precise depending on the memory model. We use the control flow insensitive
version as our default alias analysis. We recommend the control flow sensitive
analysis for larger pointer programs with little concurrency.

4.9 Experiments
We compare Dartagnan against several memory model-aware tools. Herd7 [20]
is a tool designed for litmus tests (small programs). It takes cat files as an
input (and thus supports all memory models used in this section). It enumerates
all candidate executions and then filters those accepted by the memory model.
Nidhugg [1, 5] performs stateless model checking. It supports TSO, POWER
and a simplified version of ARM. CBMC [19] is a Bounded Model Checker with
an encoding similar to ours, but it cannot handle recursive definitions efficiently
and only supports TSO. We also compare it against the Dartagnan FMCAD-18
version [140, 138], which has no relation analysis and thus also no alias analysis.
Finally, we evaluate the impact of the alias analysis on the execution time. The
experiments were conducted on an Intel Core i7 CPU with 15,5 GB of RAM.

Benchmarks. For CBMC, Nidhugg, and the FMCAD-18 Dartagnan, we
evaluate the performance on 7 classic mutual exclusion algorithms. The bench-
marks are executed on TSO (all tools) and a subset of ARMv7 (only Nidhugg
and Dartagnan). The results on POWER are very similar to the ones on
ARM and thus omitted. We excluded Herd7 from this experiment since it
did not scale even for small unrolling bounds [138]. We set a 5 min timeout
for Parker, Dekker, and Peterson as this is sufficient to show the trends in the
run-times, and a 30 min timeout for the remaining benchmarks.

To compare against Herd7, and to evaluate the impact of the alias analysis,
we run 4751 Linux kernel litmus tests1 with kernel primitives such as RCU on
the Linux kernel model. We set a 30 minutes timeout.

4.9.1 Evaluation
The times for CBMC, Nidhugg-ARM, and the FMCAD-2018 version of
Dartagnan grow exponentially for Parker. The growth in CBMC and FMCAD-
2018 Dartagnan is due to the explosion of the encoding with the program size.
For the latter, the solver runs out of memory with unrolling bounds 20 (TSO)
and 10 (ARM). For Nidhugg-ARM, the issue is that Parker contains much
more executions in ARM than TSO. Thus the tool explores many unnecessary
executions. The verification times for Nidhugg-TSO and the current version of

1The benchmarks contain all tests from https://github.com/paulmckrcu/litmus without
Linux spinlock primitives as they are not yet supported by Dartagnan.
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Figure 4.13: Impact of the unrolling bound (x-axis) on the verification time (y-axis).

Dartagnan grow linearly. The latter is due to the optimization by the relation
analysis (see Section 4.6) keeping the encoding small. This can result in a speed-
up of more than two orders of magnitude in certain cases. For Peterson, the
results are similar except for CBMC, which matches Dartagnan’s performance.

For Dekker, Nidhugg outperforms both CBMC and Dartagnan. This is
because the number of executions grows slowly compared to the explosion of the
number of instructions. The executions in both memory models coincide, making
the performance on ARM comparable to TSO for Nidhugg. The difference is
due to the optimal exploration in TSO, but not in ARM. Our optimizations
have some impact on the performance (see FMCAD-2018 vs. Dartagnan), but
the encoding size still grows faster than the number of executions.

The benchmarks Burns, Bakery, and Lamport demonstrate the opposite trend:
the number of executions grows much faster than the size of the encoding (even
without optimizations). In this case, both CBMC and Dartagnan outperform
Nidhugg. Notice that for Burns, Nidhugg performs better on ARM than
on TSO with unrolling bound 5. This is counter-intuitive since one expects
more executions on ARM. However, the number of executions coincide, but the
exploration time is higher in TSO (different search algorithm). For Szymanski,
similar results hold except for Dartagnan-ARM where the encoding grows
exponentially despite the optimizations.

Fig. 4.14 (left) shows the verification times for the current version of Dartag-
nan with and without alias analysis. Using an alias analysis results in a speed-up
of more than two orders of magnitude in benchmarks with several threads access-
ing up to 18 locations. Fig. 4.14 (right) compares the performance of Dartagnan
against Herd7. We used the Knaster-Tarski encoding and alias analysis since
they yield the best performance. Herd7 outperforms Dartagnan on small test
instances (less than 1 second execution time). This is due to the JVM startup
time and preprocessing costs of Dartagnan. However, on large benchmarks,
Herd7 times out while Dartagnan takes less than 10 secs.

79



1
0
m
s

1
0
0
m
s

1
s

1
0
s

1
m
in

1
0
m
in

3
0
m
in

10 ms

100 ms

1 s

10 s

1 min

10 min

30 min

No Alias

A
li
a
s

1
0
m
s

1
0
0
m
s

1
s

1
0
s

1
m
in

1
0
m
in

3
0
m
in

10 ms

100 ms

1 s

10 s

1 min

10 min

30 min

Herd

D
a
r
t
a
g
n
a
n

Figure 4.14: Execution times (logarithmic scale) on Linux kernel litmus tests: impact
of alias analysis (left) and comparison against Herd7 (right).
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Figure 4.15: Execution times (in secs) of litmus tests with and without alias analysis.
The first graph contains the auto litmus tests, the second graph contains manufactured
litmus tests to explore the possible speed-up for 1-50 variables.

In Fig. 4.15 (left), we compared the run-time of the tool to its runtime without
the pointer analysis on over 2500 litmus tests. On the right, we constructed
very small litmus tests that simply pass a pointer between 1-50 threads using
1-50 locations. This shows the best case improvements provided by the alias
analysis. We observed that the speed up provided by the alias analysis increases
significantly with number of locations.
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ConsistentSC+atomicity

com = co ∪ fr ∪ rf come = com ∩ ext

21 acyclic(po ∪ com) 21 empty(rmw ∩ (come; (po ∪ com)∗; come))

Figure 4.16: Memory model used for Sv-Comp’20.

4.9.2 Sv-Comp’20 Benchmarks
As there are no competitions on software verification against weak memory
models, we entered Dartagnan in the 9th Competition on Software Verification
(Sv-Comp 2020) in the category ConcurrencySafety [139]. Our intention was
to demonstrate that a universal tool with memory models as input can be
competitive even compared against tools specifically developed towards SC.

On the Sv-Comp’20 benchmarks2, Dartagnan reports only one incorrect
result, being beaten in that aspect only by CPAchecker, Divine, Lazy-CSeq
and Yogar-CBMC; three of them category winners. The incorrect result has
been identified as a (now fixed) bug in the Boogie parser.

We use sequential consistency (SC) with additional support for atomic blocks
as the input memory model. Fig. 4.16 shows the memory model used for Sv-
Comp’20. To support atomic blocks, Dartagnan adds a specific edge (rmw)
for every pair of events between VERIFIER_atomic_begin() and its matching
VERIFIER_atomic_end() or in a VERIFIER_atomic_ function. We encode atom-
icity for SC as the empty intersection of rwm and paths starting and ending with
an external communication (i.e. between different threads). This means once an
atomic block starts, external communications with the block are forbidden until
all events in the block have been executed.

On this benchmark, Dartagnan’s performance cannot quite match that of
other verifiers that were developed specifically towards SC. That is as expected
since we have traded off some efficiency for universal memory model support.
The main strength of Dartagnan is its fully configurable memory model.

Dartagnan performs particularly poor on benchmarks with big atomic
blocks. This is the case for most of the verification tasks in the pthread-wmm
group which represent 83% of the ConcurrencySafety category. The problem is
that Dartagnan adds rmw edges for all pairs in the block. This results in a
large encoding (even using relation analysis) and highly impacts its performance.

2The results are at https://sv-comp.sosy-lab.org/2020/results/results-verified/.
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4.10 Conclusion and Outlook
Recall that in Section 3.5, we presented a reduction of testing to SAT. We
adapted and expanded on this construction in order to handle more expressive
programs instead of the simple tests and the more flexible cat language instead
of serial view based memory models.

We presented Dartagnan, a modular Bounded Model Checker for concurrent
programs. The tool is universal: it takes any memory model defined in the cat
language as input and can check bounded reachability of a program under it.
Our method reduces reachability of an acyclic program to satisfiability of a SMT
formula using novel encoding techniques.

We have performed experiments to compare our tool to several memory
model-aware tools, and find that it scales very well. It competes with tools
that are tailored towards specific models. We compared it to the universal tool
Herd7 and found it to be faster by an order of magnitude for large programs.

The encoding techniques include compact representations of relations by
predicates as well as approximations of operations that are not precise but still
sound. We perform a novel static analysis to further reduce the size of the
encoding. These techniques can be re-used by any bounded model checking
technique reasoning about complex memory models. We will apply them to the
portability problem in the next chapter.

We are continuously researching further techniques to reduce the size of the
encoding. Currently, we are investigating how symmetry breaking constraints
can be utilized towards that goal.
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Chapter 5

Program Portability

Equipped with the encoding for reachability, we now tackle the portability
problem. We study the problem of porting performance-critical code among
hardware architectures. Porting code from one architecture to another is a
routine task in system development. Given that no functionality has to be
added, porting is rarely considered interesting from a programming point of
view. At the same time, porting is non-trivial as the hardware influences both
the semantics and the compilation of the code in subtle ways. The unfortunate
combination of being routine and yet subtle makes porting prone to mistakes.
This is particularly true for performance-critical code that interacts closely with
the execution environment. Such code often has data races and thus it exposes
the programmer to the details of the underlying hardware. When the architecture
is changed, the code may have to be adapted to the primitives and semantics of
the target hardware.

Our contribution is the new (and to the best of our knowledge first) tool
Porthos to fight porting bugs. Porthos supports programmers in porting
code from one architecture (for which it has been thoroughly validated) to
another. It takes as input a concurrent program, and two cat memory models
(see Section 2.3): one of the source architecture for which the code has been
developed and one of the target architecture to which the code is to be ported.
Porthos automatically checks whether the behavior of the code on the target
architecture is the same as on on the source platform. This guarantees that
correctness of the program in terms of safety properties (in particular properties
like mutual exclusion) carry over to the targeted hardware, and the program
remains correct after porting.

The first question is this: What do we understand as program behavior? Is
it the possible executions or the reachable states? This leads us to define two
notions of portability:

• A program is trace portable if the same executions are possible under both
memory models.

• It is state portable if the same states are reachable under both models.
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It is easy to see that trace portability implies state portability. Naturally, the
problem is not decidable in the general case for both notions [145]. We again
restrict ourselves to bounded unrollings.

Trace Portability We adapt our encoding techniques from the reachability
problem in order to construct a reduction of bounded trace portability to UNSAT.
There are three new problems that occur when encoding trace portability.

(i) The formulation of trace portability involves an alternation of quantifiers.
A program is trace portable if for every execution under one model, there
is an equivalent execution under the other.

(ii) We have to find an exact encoding of the least fixpoint of recursively
defined relations. This is necessary since our approach looks for executions
that violate a constraint, which is not monotone.

(iii) High-level code may be compiled into different low-level code depending
on the architecture.

The first problem is to encode the quantifier alternation underlying the defi-
nition of trace portability. Our approach is to adapt the encoding of reachability
in order to find equivalent executions that violate trace portability. We look for
porting bugs. A porting bug is an execution that is consistent with the target but
inconsistent with the source memory model. We capture this alternation with a
single existential query. Is there an execution consistent with the source memory
model and an equivalent execution not consistent with the target memory model?
Consistency is specified in terms of acyclicity (and irreflexivity) of relations.
Hence, an execution is inconsistent if a derived relation of the (source) memory
model contains a cycle (or is not irreflexive or empty). The naive idea would be
to model cyclicity by unsatisfiability. Instead, we reduce cyclicity to satisfiability
by introducing auxiliary variables that guess a cycle.

Concerning the second problem, we propose an efficient encoding for derived
relations that are defined as least fixed points. Such least fixed points are
prominently used in the Power memory model [24] and their computation was
identified as a key problem in [169]. To quote the authors [...] the proper fixpoint
construction [...] is much more expensive than a fixed unrolling. We show that,
with our encoding, this is not the case. A naive approach would implement the
Kleene iteration in SAT by introducing copies of the variables for each iteration
step, resulting in a very large encoding. We show how to employ SAT + integer
difference logic [59] to compactly encode the Kleene iteration process. Notably,
every bounded model checking technique reasoning about complex memory
models defined in CAT will face the problem of dealing with recursive definitions
and can make use of our technique to solve it efficiently.

The third problem is that the same high-level program is compiled to dif-
ferent assembly programs depending on the source and the target architectures.
Even the number of registers and the semantics of the synchronisation prim-
itives provided by those architectures usually differ. Consider the program
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from Fig. 5.1, written in C++11 and compiled to x86 and Power. The observa-
tion is this. Even if the assembly programs differ, one can map every assembly
memory access to the corresponding read or write operation in the high-level
code. In the example, clearly “MOV [y],$1” and “stw r1,y” correspond to
“y.store(memory_order_relaxed, 1)”. This allows us to relate low-level and
high-level executions and to compare executions of both assembly programs by
checking if they map to the same high-level execution. With this observation, our
analysis can be extended by translating an input program into two corresponding
assembly programs and making explicit the relation among the low-level and
high-level executions.

State Portability A developer is usually not interested in the exact shape
of an execution, only in its outcome. This means state portability is the more
practically relevant problem. We still find it useful to study trace portability.
We compare the two notions of portability and discover the following:

(a) Algorithmically, the complexity of state portability is beyond SAT.

(b) Empirically, there is little difference between trace portability and state
portability.

We use these insight to construct an efficient heuristic for the state portability
problem. It uses the solution for trace portability to find useful candidate states
that might disprove state portablity. The state portability problem asks whether
no new (potentially unsafe) states are introduced and whether all reachable
states can still be reached (no functionality has been lost). Porthos checks this
equivalence for two memory models that are given as modules. If equivalence
does not hold, it reports a counterexample execution leading to a reachable state
allowed by only one architecture. Operating System kernel developers and library
designers can use equivalence checks to understand whether a programming
idiom, an algorithm, or a data structure that is known to work under one memory
model can also be used under another.

State equivalence is checked in the form of inclusions in both directions. Due
to the alternation of quantifiers, inclusion is notoriously difficult to check [169]:
For every state reachable in one architecture we have to find an execution in the
other that leads to the same state. We have tackled the trace inclusion problem
and showed that it is easier to solve (in terms of complexity) than state inclusion.
Despite that theoretical result, the notions often coincide. We show that state
inclusion can be solved practically using a guided search strategy.

The idea is to be pessimistic and try to disprove the inclusion. The analysis
looks for a state that is reachable in one but not in the other model (like the
one in the IRIW example). To find states that may disprove the inclusion,
Porthos invokes an oracle function. This oracle proposes a series of candidate
states for which it gives the following guarantees.

(Progress) The series does not contain the same state twice.
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(Soundness) If the oracle has no more states to propose, then the inclusion
indeed holds.

Progress is certainly desirable and soundness is indispensable for verification.
The interesting thing to note is that soundness leaves it to the oracle to terminate
early if it finds out, by whatever reasoning, that the inclusion holds.

We require the implementation of an oracle in SMT which makes progress, is
sound, and may terminate early. The idea is to look for so-called delta executions :
Executions that are inconsistent with one memory model but consistent with
the other. Finding a delta execution corresponds to solving the trace inclusion
problem. A state resulting from a delta execution is clearly a candidate to
violate the inclusion. Moreover, if there are no more states resulting from delta
executions, the oracle can conclude that the inclusion holds — even if not all
reachable states have been considered.

Outline: This chapter is structured as follows. First, we illustrate portability
on an example. We present related work in Section 5.2. An overview of our
solution for trace portability is in Section 5.3 In Section 5.4 we describe the
design of Porthos followed by the encoding of trace portability. Section 5.6
contains a complexity study of the trace and state portability and shows the
practical differences on our experiments. We give our method for solving state
portability in Section 5.7 This is followed by our experimental results for state
portability and finally our conclusion.

The results of this chapter have been published in [137] and [138]. In this
work, the experiments for state portability have been updated to include relation
analysis.

5.1 Portability Analysis on an Example
Consider program IRIW in Fig. 5.1, written in C++11 and using the atomic
operator memory_order_relaxed which provides no guarantees on how memory
accesses in different threads are ordered. When porting, the program is compiled
to two different architectures. The corresponding low-level programs behave
differently on x86 and on IBM’s Power. Note that while the assembly programs
are different, there are clearly corresponding memory instructions for each store
and load of the high-level program. This means we can map an execution of the
high-level program to equivalent executions of the assembly programs.

On TSO, the memory model implemented by x86, each thread has a store
buffer of pending writes. A thread can see its own writes before they become
visible to other threads (by reading them from its buffer), but once a write hits
the memory it becomes visible to all other threads simultaneously: TSO is a
multi-copy-atomic model [58]. Power on the other hand does not guarantee that
writes become visible to all threads at the same point in time. Think of each
thread as having its own copy of the memory. With these two architectures in
mind, consider the execution in Fig. 5.1. Thread t2 reads x = 1, y = 0 and thread
t3 reads x = 0, y = 1, indicated by the solid edges rfe and rf . Since under TSO
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thread t0 thread t1
y.store(memory_order_relaxed, 1) x.store(memory_order_relaxed, 1)

thread t2 thread t3
r1 = x.load(memory_order_relaxed); r1 = y.load(memory_order_relaxed);
r2 = y.load(memory_order_relaxed) r2 = x.load(memory_order_relaxed)

x86 Assembly
thread t0 thread t1 thread t2 thread t3

MOV [y],$1 MOV [x],$1 MOV EAX,[x] MOV EAX,[y]
MOV EAX,[y] MOV EAX,[x]

Power Assembly
thread t0 thread t1 thread t2 thread t3

li r1,1 li r1,1 lwz r1,x lwz r1,y
stw r1,y stw r1,x lwz r3,y lwz r3,x

Rx1

Ry0

Ry1

Rx0

Wx1 Ix0Wy1Iy0
po

fr

co

po
fr

co

rf rf

rferfe

Figure 5.1: Portability of program IRIW from TSO to Power.

every execution has a unique global view of all operations, no interleaving allows
both threads to read the above values of the variables. Under Power, this is
possible. Our goal is to automatically detect such differences when porting a
program from one architecture to another, here from TSO to Power.

The CAT formalisation of TSO is given in Fig. 2.8. Since we can disregard
any constraints concerning atomicity and rmw , the model forbids executions
forming a cycle over rfe ∪ fr ∪ (po ∖ (W ×R)). The red edges in Fig. 5.1 yield
such a cycle; the execution is not consistent with TSO. Power further relaxes the
program order (Fig. 2.10), the dotted lines are no longer considered for cycles
and thus the execution is consistent. Hence, IRIW has executions consistent
with Power but not with TSO. It is not trace portable. Since the execution given
in Fig. 5.1 is the only one that leads to this state, it is not state portable either.
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5.2 Related Work
A problem less general than portability is robustness against TSO which ensures
trace inclusion between SC and TSO, thus under-approximating state inclusion.
Verifying robustness against TSO is proven to be PSPACE-complete [40] and
solved by trencher [41]. It reduces the problem to state reachability under the
SC semantics in an instrumented program and a minimal number of fences is
synthesized to enforce SC behaviors. Memorax shares this functionality and is
complete for reachability under TSO [2, 3, 4].

A step further, one can enforce robustness not only against TSO, but also
against weaker memory models. The offence tool [21] does this, but can only
analyze litmus test and is limited to restoring SC. CheckFence enforces ro-
bustness against an over-approximation of the behavior of some popular memory
architectures [45]. Checking the existence of critical cycles (i.e. portability bugs)
on complex programs has been tackled in [18], where such cycles are broken
by automatically introducing fences. The cost of different types of fences is
considered and the task is encoded as an optimization problem. Bouajjani et al.
study robustness in transactional storage system and databases, in particular
against Snapshot Isolation [32] and Transactional Causal Consistency [33]. For
many memory models, robustness is found to be PSPACE-complete [69, 68].

The musketeer tool analyzes C programs and has shown to scale up to
programs with thousands lines of code, but the implementation is also restricted
to the case were the source model is SC. Rocker is a prototype tool which
checks robustness against the release/aquire semantics of C11 [109] The tool
is noteworthy for comparing the reachable states against SC instead of the
executions themselves. Fence insertion can also be used to guarantee safety
properties (rather than restoring SC behaviors). The Fender and DFence
tools [108, 118] can do this for real-world C code, but they are restricted to
TSO, PSO, and RMO.

5.3 Solving Trace Portability
Trace Portability fromMS toMT requires that the same executions are consis-
tent withMT and withMS . Recall that consM(P ) is the set of executions of
program P consistent withM. Given a program P and two memory modelsMS

andMT , our goal is to find an execution X which is consistent with the target
(X ∈ consMT

(P )) but not with the source (X /∈ consMS
(P )) or vice versa. In

such a case P is not portable fromMS toMT .

Definition 11 (Trace Portability). Let MS, MT be two memory models. A
program P is trace portable fromMS toMT if consMT

(P ) = consMS
(P ).

We introduce a bounded analysis for trace portability implemented in Porthos

https://github.com/hernanponcedeleon/Dat3M.
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First, the program is unrolled up to a user-specified bound. Within this
bound, Porthos is guaranteed to find all portability bugs. It will neither see
bugs beyond the bound nor will it be able to prove a cyclic program portable.
The unrolled program, together with the CAT models, is transformed into an
SMT formula where satisfying assignments correspond to bugs.

A bug is an execution consistent with the target memory model MT but
inconsistent with the sourceMS or vice versa. We express this combination of
consistency and inconsistency with only one existential quantification. The key
observation is that the derived relations, which may differ inMT andMS , are
fully defined by the execution. Hence, by guessing an execution we also obtain
the derived relations (there is nothing more to guess). Checking consistency for
MT is then an acyclicity, irreflexivity or emptiness constraint on the derived
relations that immediately yields an SMT query. Notably, inconsistency for
MS requires cyclicity. The trick is to explicitly guess the cycle. We introduce
Boolean variables for every event and every edge that could be part of the cycle.

In Fig. 5.1, if Rx1 is in the cycle, indicated by the variable Cr(Rx1) being
set, then there should be one incoming and one outgoing edge also in the
cycle. Besides the incoming edge shown in the graph, Rx1 could read from
the initial value Ix0. Since there are two possible incoming edges but only
one outgoing edge, we obtain Cr(Rx1)⇒ ((Crfe(Wx1,Rx1) ∨ Crf (Ix0,Rx1)) ∧
Cpo(Rx1,Ry0)). If a relation is in the cycle, then both end-points should
also be part of the cycle and the relation should belong to the execution:
Cpo(Rx1,Ry0) ⇒ (Cr(Rx1) ∧ Cr(Ry0) ∧ po(Rx1,Ry0)). Finally, at least one
event has to be part of the cycle: Cr(Ix0) ∨ Cr(Wx1) ∨ Cr(Rx1) ∨ Cr(Rx0) ∨
Cr(Iy0) ∨ Cr(Wy1) ∨ Cr(Ry1) ∨ Cr(Ry0). The execution in Fig. 5.1 contains
the relations marked in red and forms a cycle which violates Constraint 17 in
TSO. The assignment respects the constraints of Power (Fig. 2.10), showing the
existence of a portability bug in IRIW from TSO to Power.

The other challenge is to capture relations that are defined recursively. The
Kleene iteration process [159] starts with the empty relation and repeatedly
adds pairs of events according to the recursive definitions. We encode this into
(quantifier-free) integer difference logic [59]. For every recursive relation r and
every pair of events (e1, e2), we introduce an integer variable Φr

e1,e2 representing
the iteration step in which the pair entered the value of r. A Kleene iteration
then corresponds to a total ordering on these integer variables. Crucially, we
only have one Boolean variable r(e1, e2) per pair rather than one per iteration
step. We illustrate the encoding on a simplified version of the preserved program
order for Power defined as ppo ∶= ii ∪ ic (cf. Fig. 2.10 for the full definition).
The relation is derived from the mutually recursive relations ii ∶= data ∪ ic and
ic ∶= ctrl ∪ ii , where data and ctrl represent data and control dependencies. Call
Rx1 and Ry0 respectively e1 and e2. The encoding consists of the Knaster-Tarski
encoding (see Section 4.5.7) together with

ii(e1, e2)⇔ (data(e1, e2) ∧ (Φii
e1,e2 > Φdata

e1,e2)) ∨ (ic(e1, e2) ∧ (Φii
e1,e2 > Φic

e1,e2))

ic(e1, e2)⇔ (ctrl(e1, e2) ∧ (Φic
e1,e2 > Φctrl

e1,e2)) ∨ (ii(e1, e2) ∧ (Φic
e1,e2 > Φii

e1,e2)).
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The pair (e1, e2) that belongs to relation data in step Φdata
e1,e2 of the Kleene

iteration can be added to relation ii at a later step Φii
e1,e2 > Φdata

e1,e2 . As ii ∶=
data ∪ ic, the disjunction allows us to also add the elements of ic to ii . Since
data and ctrl are empty for IRIW, the relations ii and ic have to be identical.
Identical non-empty relations will not yield a solution: the integer variables
cannot satisfy (Φii

e1,e2 > Φic
e1,e2) and (Φic

e1,e2 > Φii
e1,e2) at the same time. Hence,

the only satisfying assignment is the one where both ii and ic are the empty
relation, which implies that ppo is empty. This is consistent with the preserved
program order of Power for IRIW.

Note that without the additional Knaster-Tarski encoding, the solver may
choose the "wrong" integer variables that do not satisfy the corresponding
restraint. This means it could compute a smaller relation than the least fixed
point. We fix this by additionally ensuring that the relation is a fixpoint using
the Knaster-Tarski encoding.

5.4 User Interface

User

thread t0 thread t1
y.store(rx, 1) x.store(rx, 1)
a = x.load(rx); b = y.load(rx);

exists a = 0 ∧ b = 0

P

S

T0 T1

MOV [y], $1 MOV [x], $1
MOV EAX, [x] MOV EBX, [y]

exists EAX = 0 ∧ EBX = 0

T0 T1

li r0, 1 li r0, 1
stw r0, y stw r0, x
lwz r1, x lwz r1, y

exists 0:r1 = 0 ∧ 1:r1 = 0

P kTSO

let com = (rf | fr | co)
acyclic (poloc | com)
let com-tso = (rfe | co | fr)
let po-tso = ((po / W*M) | mfence)
let ghb-tso = (po-tso | com-tso)
acyclic ghb-tso

MTSO

P kPOWER

let com = rf | fr | co
acyclic (poloc | com)
let dp = addr | data
let rdw = poloc & (fre;rfe)
let detour = poloc & (coe;rfe)
let ii0 = dp | rfi | rdw
let ic0 = 0
let ci0 = ctrlisync | detour
let cc0 = dp | poloc | ctrl | (addr;po)
let rec ii = ii0 | ci | (ic;ci) | (ii;ii)
and ic = ic0 | ii | cc | (ic;cc) | (ii;ic)
and ci = ci0 | (ci;ii) | (cc;ci)
and cc = cc0 | ci | (ci;ic) | (cc;cc)

let ppo = (R*W & ic) | (R*R & ii)
let fence = (R*M & lwsync) | (W*W & lwsync) | sync
let hb = ppo | fence | rfe
acyclic hb
let propbase = (fence | (rfe;fence));hb*
let prop = (W*W & propbase)| (com*;propbase*;sync;hb*)
acyclic co | prop
irreflexive fre;prop;hb*

MPOWER

Unroll

Compiler Mapping

bound k

Verifier

4 8

Figure 5.2: Porthos from the user’s perspective.

We present Porthos from a user’s perspective. Fig. 5.2 illustrates the
artifacts that are required for or produced by the tool for checking reachability.
For checking program portability, Porthos expects as input the program P , two
memory modelsMS andMT , and an unrolling bound k. It recursively unwinds
all loops in P up to the bound k. The unwound program is then mapped to the
assembly dialects of the source and target architectures In Fig. 5.2, program P is
a simplified mutex algorithm which is mapped to x86 (P kTSO) and to POWER
(P kPOWER) using the compiler mappings in Table 2.1

The resulting acyclic and annotated assembly programs are handed over to
the analysis. The verifier checks whether the program is portable. For trace
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portability, this means two SMT queries, each checking trace inclusion in one
direction. For state portability, this is implemented in a guided search using
multiple SMT queries (see Section 5.7). The tool checks whether the reachable
executions (resp. states) under MT are the same as under MS . In Fig. 5.2,
we use memory models for POWER and TSO where the support for read-
modify-write instructions is omitted for brevity. This analysis is performed
on the unrolled and mapped programs. In Fig. 5.2, we check if the consistent
executions (or reachable states for state portability) by P kPOWER under POWER
are the same as the ones by P kTSO under TSO (which is the case). We process
equivalence queries with two inclusion checks. These checks compare either the
executions or the reachable states of two assembly versions of the same program
running under different memory models.

5.5 Encoding
Our method for solving trace portability finds non-portable executions as satisfy-
ing assignments of an SMT formula. We solve trace inclusion in both directions.
We check whether there is an execution of the unrolled compiled program P kT
that is consistent with MT such that the equivalent execution of P kS is not
consistent withMS .

The solver guesses an execution of an unrolled assembly program and ensures
that the corresponding execution of the other unrolled assembly program is
equivalent. Recall that an execution is uniquely represented by the set of
executed events and the relations rf and co. All other relations are derived
from these guesses, the source code of the program, and the memory models in
question. We encode the derived relations of both memory models. Finally, we
encode the cat constraints on these relations in such a way that the guessed
execution is allowed byMT (all the constraints stated forMT hold) while the
same execution is not allowed byMS (at least one of the constraints ofMS is
violated). The full SMT formula is of the form

equiv(P kS , P kT ) ∧ φCF (P kT ) ∧ φDF (P kT ) ∧ φMT
(P kT )

∧ φCF (P kS ) ∧ φDF (P kS ) ∧ φ¬MS
(P kS ).

Here, φCF and φDF encode the control flow and data flow of the executions,
φMT

encodes the derived relations and constraints ofMT , and φ¬MS
encodes

the derived relations ofMS together with a violation of at least one constraint of
MS . We encode the condition that the executions of the two assembly programs
are equivalent in equiv(P kS , P kT ).

We encode trace inclusion in the other direction simply by interchangingMT

andMS . If both formulas are unsatisfiable, then the program is trace portable.
The control-flow and data-flow encodings as well as the encoding of MT

are as in Section 4.5. The remainder of the section focuses on the encoding of
the execution equivalence and on the encoding of inconsistency with the source
memory model.
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5.5.1 Encoding Common Executions
We look for an execution consistent withMT and inconsistent withMS . How-
ever, we execute two different assembly programs P kS and P kT . This means we
need a way to compare their executions. Intuitively, two executions are equivalent
if they represent the same execution of the program P k. Since the compilation
scheme of Table 2.1 implements each atomic memory operation using a single
low-level memory access, a one-to-one mapping π ∶ ET → ES between the events
of P kS and P kT can be defined for each assembly mapping. Given two events eS
and eT representing instructions accessing memory in the assembly programs,
π(eT ) = eS holds if they both represent the same high-level instruction. Note
that such a mapping π can always be defined as long as the compiler implements
atomic memory operations with a single memory access. Recall that an execution
consists of the set of executed events, the relation rf , and the coherence relation
co. The variable execT (e) indicates whether event e of P kT is executed. The
following encoding relates the executions of both assembly programs:

equiv(ET ,ES) = ⋀
e∈ET

execT (e)⇔ execS(π(e))

∧ ⋀
e1,e2∈ET

rf(e1, e2)⇔ rf(π(e1), π(e2))

∧ ⋀
e1,e2∈ET

co(e1, e2)⇔ co(π(e1), π(e2)).

5.5.2 Encoding Least Fixed Points
Recall that some relations (e.g. ii and ic of Power) can be defined mutually
recursively and that the Knaster-Tarski encoding does not necessarily compute
the least fixed point but some larger relation. While this does not destroy
correctness of reachability, Dartagnan also allows for the drawing of execution
graphs. Here, we want the correct relations with the least fixed point semantics.

More importantly, this is necessary for trace portability where we need to
use the least fixed point semantics for cyclicity constraints: If we were to use the
Knaster-Tarski encoding for trace portability, a larger fixpoint could be chosen
by the solver with more edges and thus new cycles could be created.

A classical approach for solving such equations is the Kleene fixpoint iteration.
The algorithm starts from the empty relations as initial approximation and on
each round computes a new approximation until the (least) fixed point is reached.
Such an iterative algorithm can be easily encoded into SAT. The problem of
such an encoding is the potentially large number of iterations needed, and thus
the resulting formula size can grow to be quite large.

A better way to encode this is an approach that has been already used in
earlier work on encoding mutually recursive monotone equation systems with
nested least and greatest fixpoints [94]. We use an extension of SAT with integer
difference logic (IDL), a logic that is still NP complete and supported by the
SMT solver natively. A SAT encoding is also possible but incurs an overhead in
the encoding size: if the SMT encoding is of size O(n), the SAT encoding is of
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size O(n logn) [94]. We chose IDL since our experiments showed the encoding
to be the most time consuming of the tasks.

The encoding is also closely related to [98, 131] which encode logic pro-
gramming under the stable model semantics. They also use a least fixed point
semantics for recursive definitions encoded into integer difference logic and SAT.
While the basic encoding idea is not new, the application of the approach to
encoding axiomatic memory models is novel, and can be of interest to other
researchers for efficiently encoding memory model semantics using an SMT
solver.

The basic idea is to guess a certificate per tuple that consists of the number
of the iteration in which the tuple would be added to the relation in the Kleene
iteration. For this we use additional integer variables and enforce that they
locally follow the propagations made by the fixed point iteration algorithm.
Thus, for any pair of events e1, e2 ∈ E and relation r ⊆ E × E we introduce an
integer variable Φr

e1,e2 representing the round in which r(e1, e2) would be set by
the Kleene iteration algorithm. Using these new variables we guess the execution
of the Kleene fixed point iteration algorithm, and then locally check that every
guess that was made is also a valid propagation of the fixed point iteration
algorithm. For a simple example on how the encoding for the union of relations
needs to be modified to also handle recursive definitions, consider a definition
where r1 ∶= r2 ∪ r3 and r2 ∶= r1 ∪ r4. The encoding is as follows

r1(e1, e2) ⇔ (r2(e1, e2) ∧ (Φr1
e1,e2 > Φr2

e1,e2)) ∨ (r3(e1, e2) ∧ (Φr1
e1,e2 > Φr3

e1,e2))
r2(e1, e2) ⇔ (r1(e1, e2) ∧ (Φr2

e1,e2 > Φr1
e1,e2)) ∨ (r4(e1, e2) ∧ (Φr2

e1,e2 > Φr4
e1,e2)).

Assume a pair (e1, e2) is added to r1 by the Kleene iteration in step Φr1
e1,e2 . It

comes from either r2 or r3. If it came from r2 then it is of course also in r2 and
it was added to r2 in an earlier iteration Φr2

e1,e2 and thus (Φr1
e1,e2 > Φr2

e1,e2). It is
similar if it came from r3. The largest satisfying assignment for the encoding is
one where both r1 and r2 are the union of r3 and r4.

Note that this only encodes at most the least fixpoint: Assume a pair (e1, e2)
is in r2. A satisfying assignment could also set a value for Φr1

e1,e2 that is smaller
than Φr2

e1,e2 and thus not add the pair to r1. We require the additional restriction
that the relations are fixpoints:

r1(e1, e2) ⇔ r2(e1, e2) ∨ r3(e1, e2)
r2(e1, e2) ⇔ r1(e1, e2) ∨ r4(e1, e2).

This combination ensures that a satisfying assignment is at most the least
fixpoint and that it is a fixpoint. Thus it is exactly the least fixpoint. We use
the Knaster-Tarski encoding from Fig. 4.3 to ensure any relation is a fixpoint.

For a relation r, we define its set of subrelations. For a basic relation, the set
is empty. For a relation that consists of a binary operator on relations r1 and r2,
the set consists of r1, r2 and all their subrelations. For a relation that consists
of a unary operator on a relation r1, it consists of r1 and the subrelations of r1.
For r∗1 the subrelations additionally contain r+1 and its subrelations. For r+1 , the
subrelations additionally contain r+1 ∶ r+1 and its subrelations.
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r1∪r2(e1, e2)⇔ r1(e1, e2)∧(Φr1∪r2
e1,e2 > Φr1

e1,e2)
∨(r2(e1, e2)∧(Φr1∪r2

e1,e2 > Φr2
e1,e2))

r1∩r2(e1, e2)⇔ r1(e1, e2)∧(Φr1∩r2
e1,e2 > Φr1

e1,e2)
∧(r2(e1, e2)∧(Φr1∩r2

e1,e2 > Φr2
e1,e2))

r1∖r2(e1, e2)⇔ r1(e1, e2) ∧ (Φr1∖r2
e1,e2 > Φr1

e1,e2) ∧ ¬r2(e1, e2)
r−1(e1, e2)⇔ r(e2, e1) ∧ (Φr−1

e1,e2 > Φr
e2,e1)

r1;r2(e1, e2)⇔ ⋁
e3∈E

(r1(e1, e3)∧(Φr1;r2
e1,e2 > Φr1

e1,e3)

∧r2(e3, e2)∧(Φr1;r2
e1,e2 > Φr2

e3,e2))
r∗(e1, e2)⇔ (r+(e1, e2) ∧ (Φr∗

e1,e2 > Φr+
e1,e2)) ∨ (e1 = e2)

r+(e1, e2)⇔ r(e1, e2)∧(Φr+
e1,e2 > Φr

e1,e2)
∨(r+; r+(e1, e2) ∧ (Φr+

e1,e2 > Φr+ ;r+
e1,e2 ))

Figure 5.3: Least fixpoint encoding of operators.

If a relation r is contained in its subrelations, then the relation is recursive and
thus there might be multiple fixpoints. In this case, we add the corresponding
encoding from Fig. 5.3 to ensure we specify at most the least fixpoint. Note
that the marked inequalities in Fig. 5.3 can be omitted if the corresponding
relation r1 or r2 is not the cause of the recursiveness. The terms marked thus
are only necessary if the relation is a subrelation of r1. They ensure that the
corresponding pair was added to r1 in an earlier iteration. The terms marked
like this are only necessary if the relation is a subrelation of r2. If it is neither a
subrelation of r1 or r2, then the relation is not mutually recursive to another
relation and the encoding in Fig. 4.3 is sufficient.

Theorem 11. For any recursively defined relation r holds that the IDL-encoding
of Kleene has a satisfying assignment and for any satisfying assignment holds
r(e1, e2) = true iff (e1, e2) ∈ r.

The formal proof of Theorem 11 is given in Section B.1) of the appendix.

5.5.3 Encoding Inconsistency
For the source architecture, we encode inconsistency in φ¬MS

(P kS ). This means
that one of the derived relations does not fulfil its constraints. On the top
level this can be encoded as a simple disjunction over all the constraints of the
source memory modelMS , forcing at least one of the irreflexivity or acyclicity
constraints to be violated. Recall that it is sufficient to consider the active
A(r) set of a relation r (see Section 4.6). Encoding violations of irreflexive and
emptiness constraints is straightforward:

non − irreflexive(r)⇔ ⋁
(e,e)∈A(r)

r(e, e)

non − empty(r)⇔ ⋁
(e1,e2)∈A(r)

r(e1, e2).
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What remains to be encoded is cyclic(r), which requires the relation r to
be cyclic. Here, we give an encoding that uses only Boolean variables. We
add Boolean variables Cr(e) and Cr(e1, e2), which guess the edges and nodes
constituting the cycle. Given an active set A(r), we denote the set of events
that occur in the event pairs given by A(r) as EA(r) We ensure that for every
event in the cycle, there should be at least one incoming edge and at least one
outgoing edge that are also in the cycle:

cn = ⋀
e1∈EA(r)

(Cr(e1)⇒ ( ⋁
(e2,e1)∈A(r)

Cr(e2, e1) ∧ ⋁
(e1,e2)∈A(r)

Cr(e1, e2))).

If an edge is guessed to be in a cycle, the edge must belong to relation r, and
both events must also be guessed to be on the cycle:

ce = ⋀
(e1,e2)∈A(r)

(Cr(e1, e2)⇒ (r(e1, e2) ∧ Cr(e1) ∧ Cr(e2))).

A cycle exists, if these formulas hold and there is an event in the cycle:

cyclic(r)⇔ (ce ∧ cn ∧ ⋁
e∈EA(r)

Cr(e)).

5.6 Trace vs State Portability
One motivation to check portability is to make sure that safety properties of
MS carry over toMT . Safety properties only depend on the values that can be
computed, not on the actual executions. Therefore, we now study a more liberal
notion of so-called state portability : MT may admit different executions as long
as they do not compute different states. Admitting more executions means we
require less synchronization (fences) to consider a ported program correct, and
thus state portability promises more efficient code. The notion has been used
in [108].

The main finding in this section is negative: a polynomial encoding of state
portability to SMT does not exist (unless the polynomial hierarchy collapses).
Phrased differently, state portability does not admit an efficient bounded analysis
(like our method for trace portability). We remind the reader that we restrict
our input to acyclic programs.

Fortunately, our experiments indicate that new executions often compute
new states. This means trace portability is not only a sufficient condition for
state portability but, in practice, the two are almost equivalent. Combined with
the better algorithmics of portability, we see a good motivation to use solutions
for trace portability in order to approximate state portability.

Recall that the set of executions of a program P consistent withM is denoted
by consM(P ) and that an execution X computes the state given by state(X)
(see Section 2.2). We lift this definition to sets. Given a set of executions X, we
denote the states that are computed by the executions in X as state(X). The
relationship between the portability notions is as in Lemma 7.
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Definition 12 (State Portability). LetMS,MT be memory models. Program
P is state portable fromMS toMT if state(consMT

(P )) = state(consMS
(P )).

Lemma 7. (1) Trace portability implies state portability. (2) State portability
does not imply trace portability.

To illustrate Lemma 7.(2) on an example, consider a variant of IRIW (Fig. 5.1)
where all written values are 0. The program is trivially state portable from
Power to TSO since it can only compute one state where all values are 0. It is
not trace portable since it allows the same executions as IRIW.

We turn to the hardness argumentation. To check state portability, everyMT -
computable state seems to need a formula checking whether someMS-consistent
execution computes it and vice versa. The result would be an exponential
blow-up or a quantified Boolean formula, which is not practical. But can this
exponential blow-up or quantification be avoided by some clever encoding trick?
The answer is no! Theorem 12 shows that state portability is in a higher class of
the polynomial hierarchy than portability. So state portability is indeed harder
to check than portability.

The polynomial hierarchy [158] contains complexity classes between NP
and PSPACE. Each class is represented by the problem of checking validity
of a Boolean formula with a fixed number of quantifier alternations. We need
here the classes co-NP = ΠP

1 ⊆ ΠP
2 . The tautology problem (validity of a closed

Boolean formula with a universal quantifier ∀x1 . . . xn ∶ ψ ) is a ΠP
1 -complete

problem. The higher class ΠP
2 allows for a second quantifier: validity of a formula

(∀x1 . . . xn∃y1 . . . yn ∶ ψ) is a ΠP
2 -complete problem. Theorem 12 refers to a class

of common memory models that we define in a moment. Moreover, we assume
that the given pair of memory modelsMS andMT is non-trivial in the sense
that consMT

(P ) = consMS
(P ) fails for some program, and similar for state

portability.

Theorem 12. LetMS ,MT be a non-trivial pair of common memory models.
(1) Trace Portability fromMS toMT is ΠP

1 -complete. (2) State portability is
ΠP

2 -complete.

The formal proof of this theorem is rather extensive with multiple technical
lemmas. It is given in Section B.2 and B.3 of the appendix. We now present the
idea behind the proof.

The first part says that our trace portability analysis is optimal. We focus
on this lower bound to give a taste of the argumentation: given a non-trivial
pair of memory models, we know there is a program that is not trace portable.
Crucially, we do not know the program but give a construction that works for
any program. By Theorem 12.(2), state portability cannot be solved efficiently.
The proof of this is along similar lines but more involved. Our proof technique
requires the memory models to satisfy some properties common to real-world
architectures.
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Definition 13. We call an memory model common1 if

(i) the inverse operator is only used in the definition of fr ,

(ii) the constructs int , ext , loc, and ⟨set⟩× ⟨set⟩ are only used to restrict other
relations (in a conjunction),

(iii) the emptiness constraint is only used in Constraint 18 ,

(iv) it satisfies uniproc (Constraint 16 ) , and

(v) every program is portable from this model to SC.

We explain the definition. We call the fr together with the base relations
except for those listed in (ii) non-trivial relations. When formulating a memory
model, one typically forbids well-chosen cycles of non-trivial relations.

To this end, derived relations are introduced that capture the paths of interest,
and acyclicity constraints are imposed on the derived relations. The operators
inverse and constructions involving ⟨set⟩ × ⟨set⟩, int , ext , or loc may do the
opposite, they add relations that do not correspond to paths of non-trivial rela-
tions. Besides stating what is common in memory models, properties (i) to (iii)
help us compose programs (cf. next paragraph). The uniprocessor correctness
condition (uniproc) is a fundamental property of processor architectures [88].
Since the purpose of a memory model is to capture SC relaxations, we can
assume a memory model to be weaker than SC. The memory model in this study
satisfy these properties and, to the best of our knowledge, so do all memory
architectures currently used. Properties (iv) and (v) guarantee that the program
Pψ given below is portable between any common memory models.

The crucial property of common memory models is the following. For every
pair of events e1, e2 in a derived relation, (1) there are (potentially several)
sequences of non-trivial relations that connect e1 and e2, and (2) the derived
relation only depends on these sequences. The property ensures that if we
append a program P ′ to a location-disjoint program P , there is no non-trivial
edge from P ′ to P . This means consistency of composed executions is preserved.

It remains to prove ΠP
1 -hardness of portability. We first introduce the program

Pψ that generates some assignment and checks if it satisfies the Boolean formula
ψ(x1 . . . xm) (over the variables x1 . . . xm). The program Pψ ∶= t1 ∥ t2 consists of
the two threads t1 and t2 defined below. Note that we cannot directly write a
constant i to a location, so we first assign i to register rc,i.

thread t1 thread t2
rc,0 ← 0; rc,1 ← 1; rc,2 ← 2 rc,1 ← 1;
x1 ∶= rc,0 . . . xm ∶= rc,0; x1 ∶= rc,1 . . . xm ∶= rc,1;
r1 ← x1 . . . rm ← xm;
if ψ(r1 . . . rm) then

y ∶= rc,2;
else y ∶= rc,1;

1Notice that all memory models considered in [24] and in this paper are common ones.
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Deadness
77 44 74 44 74

SC-TSO 27 898 75 933 40
SC-PSO 27 777 196 836 137
SC-RMO 27 737 236 780 193
SC-Alpha 27 846 127 887 86
TSO-PSO 0 833 67 883 27
TSO-RMO 0 760 240 798 202
TSO-Alpha 0 877 133 912 88
PSO-RMO 0 831 169 844 156
PSO-Alpha 0 968 32 973 27
RMO-Alpha 0 999 1 999 1
Alpha-RMO 0 856 144 864 136

0.98% 85.29% 13.73% 88.26% 10.73%
SC-Power 1477 898 52 936 14
TSO-Power 917 1132 378 1166 344
PSO-Power 502 1880 45 1892 33
RMO-Power 40 2227 160 2239 148
Alpha-Power 0 2427 0 2427 0

24.20% 70.57% 5.23% 71.35% 4.45%

Table 5.1: Trace Portability vs. State Portability on litmus tests.

We reduce checking whether ∀x1 . . . xm ∶ ψ(x1 . . . xm) holds to trace porta-
bility of a program P∀ψ. The idea for P∀ψ is this. First Pψ is run, it guesses
and evaluates an assignment for ψ. If ψ is not satisfied (y = 1), then some
non-portable program Pnp is executed. The program P∀ψ is trace portable iff
the non-portable part is never executed. This is the case iff ψ is satisfied by all
assignments.

Let MS , MT be common and non-trivial. By non-triviality, there is a
program Pnp = t′1 ∥ ⋅ ⋅ ⋅ ∥ t′k that is not trace portable fromMS toMT . We can
assume Pnp has no registers or locations in common with Pψ. Program P∀ψ
prepends Pψ to the first two threads of Pnp . Once y = 1, Pnp starts running.
Formally, let t1 and t2 be the threads in Pψ and let ti be empty sequences for
3 ≤ i ≤ k. We define P∀ψ ∶= t′′1 ∥ ⋅ ⋅ ⋅ ∥ t′′k with t′′i ∶= ti; r ← y; if(r = 1) then t′i.

We show that P∀ψ is portable iff ψ is satisfied for every assignment by proving
the following: if P∀ψ is not portable then ψ has an unsatisfying assignment and
vice versa. The key idea behind this proof is that properties (i)-(iii) ensure
that no event of Pnp is related to an event of Pψ in an execution of P∀ψ. This
means that any cycle of a relation occurs in Pnp .

5.6.1 Experiments
We evaluate the practical difference between the two portability notions on
benchmark programs on a wide range of well-known memory models. We employ
Porthos to verify trace portability and Herd7 for state portability. For SC,
TSO, PSO, RMO, and Alpha (henceforth called traditional architectures) we
use the formalizations from [13] (see Section 2.3 for SC and TSO). We use the
definition in Fig. 2.10 for Power. Note that we only port from a stronger to a
weaker model so we only have to check for new executions or states in the target
model.
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22 domain(ctrl) ⊆ range(rf )
23 imm(co); imm(co); imm(co−1) ⊆ rf ?; (po; (rf −1)?)? imm(r) ∶= r ∖ (r; r+)

Figure 5.4: Syntactic Deadness [169].

Our experiments contain two test suites: TS 1 contains 1000 randomly gen-
erated litmus tests in x86 assembly (to test traditional architectures) and TS 2

contains 2427 litmus tests in Power assembly taken from [123]. Each test contains
between 2 and 4 threads and between 4 and 20 instructions. Table 5.1 (right)
reports the number of non-portable (w.r.t. both definitions) litmus tests (77),
the number of trace portable and state portable litmus tests (44) and the
number of litmus tests that are not trace portable but are still state portable
(74). In the last case the new executions allowed by the target memory model
do not result in new computable states of the program. We show that in many
cases both notions of portability coincide. For TS 1 on traditional architectures,
the amount of non state portable tests is very low (0.98%), while the non trace
portability of the program does not generate a new computable state in 13.73%
of the cases. For TS 2 from traditional architectures to Power, the number of
non state portable litmus tests rises to 24.20%, while only in 5.24% of cases the
two notions of portability do not match because the new executions do not result
in a new computable state for the program.

In order to remove some executions that do not lead to new computable
states, Porthos optionally supports the use of syntactic deadness which has
been proposed in [169]. Dead executions are either consistent or lead to not
computable states. Formally an execution X is dead if X /∈ consM(P ) implies
that state(X) /= state(Y ) for all Y ∈ consM(P ). Instead of looking for any
execution which is not consistent for the source architecture, we want to restrict
the search to non-consistent and dead executions ofMS . This is equivalent to
checking state portability. As shown by Wickerson et al. [169], dead executions
can be approximated with constraints 22 and 23 given in Fig. 5.4 where r? is
the reflexive closure of r . These constraints can be easily encoded into SAT. Our
tool has an implementation which rules out quite a few executions not computing
new states. The last two columns of the table show that by restricting the search
to (syntactic) dead executions, the ratio of litmus tests the tool reports as non
portable, but are actually state portable is reduced to 10.73% for traditional
architectures and to 4.44% for Power.

The experiments above show that in most of the cases both notions of
portability coincide, specially when using dead executions. The cases where such
differences are manifested is very low, specially when porting to Power. The
results of a trace portability check for mutual exclusion methods under multiple
memory models is given in Section B.4 of the appendix.
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Algorithm 4: Incremental SMT Solving for State Inclusion
Input: Program P , memory modelsMS ,MT , Int k
Result: Decides whether state inclusion holds.

1 P k ← unroll(P, k);
2 P kS ← Compile(P k,MS);
3 P kT ← Compile(P k,MT );
4 φrch ← φCF (P kS ) ∧ φDF (P kS ) ∧ φMS

(P kS );
5 while Oracle().hasState() do
6 s←Oracle().getState();
7 if φrch ∧ φs is UNSAT then
8 return false ;
9 end

10 end
11 return true

5.7 Solving State Portability
We show how to efficiently check state portability. We check state inclusion
in both directions. The inclusion requires that for all states reachable in the
target memory modelMT there has to be an execution in the source memory
modelMS computing the same state. Such a ∀∃-alternation of quantifiers is
notoriously difficult to handle for verification tools [169]. A naive approach
would iterate over all reachable states. We propose to use an oracle guiding the
search by providing relevant candidate states. We present an implementation of
the oracle that iterates over far fewer states but preserves completeness. The key
observation is that new states always correspond to new executions. Therefore
we only need to consider states coming from executions consistent with the target
but inconsistent with the source memory model.

The main procedure is described by Algorithm 4. It takes as input a program,
two memory modelsMS ,MT

2, and a bound k. The program is first unrolled
up to the bound k and converted to to the acyclic assembly programs P kS and
P kT using the mappings from Table 2.1. The procedure might perform several
reachability queries for MS . Therefore, we construct a formula defining its
consistent executions in Line 4. The formulas φCF , φDF and φMS

are given
in Section 4.5.

The algorithm then enters a loop iterating over a sequence of states which can
be thought of as candidates for violating inclusion. These candidate states are
provided by an oracle, a black box providing two functions. Function hasState()
returns a Boolean judging whether there is still a candidate state to consider.
If so, function getState() provides the candidate. The oracle has to meet the
following specification.

2The latter is needed to implement the oracle. However in Algorithm 4 we consider the
oracle a black box object.
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(O1) If hasState() returns false, then state inclusion holds.

(O2) If hasState() returns true, an invocation of getState() returns a state.

(O3) Function getState() never returns the same state twice.

(O4) Every state returned by getState() is reachable inMT .

When the oracle provides a new candidate, the algorithm checks whether it is
reachable inMS . If the state is not reachable, state inclusion does not hold and
the procedure returns false at Line 8. If it is reachable, the check is repeated
with a different state. If every state provided by the oracle is reachable under
MS , state inclusion holds by (O1) and the procedure returns true at Line 11.

A correct but naive implementation of an oracle would list all states reachable
underMT . A more efficient exploration is guaranteed by the following idea.

5.7.1 An Oracle for Efficient Exploration
We present an oracle that lists good candidates likely to violate state inclusion.
Moreover, the oracle may be able to guarantee state inclusion early. Finally,
the computation of candidate states itself is based on SMT-solving and quite
efficient. The idea is to find all executions consistent withMT but notMS , and
extract their reachable states. This guarantees (O1) and (O4): When hasState()
returns false, all states that may violate inclusion have been considered and thus
state inclusion holds. Our implementation encodes the oracle as the formula for
trace inclusion (see Section 5.5):

φOra = equiv(P kS , P kT ) ∧ φCF (P kT ) ∧ φDF (P kT ) ∧ φMT
(P kT )

∧ φCF (P kS ) ∧ φDF (P kS ) ∧ φ¬MS
(P kS ).

Function hasState() denotes whether the formula φOra is satisfiable. In this
case, getState() extracts a state s from a satisfying assignment and returns it.
This guarantees (O2). To ensure (O3), the same state is not returned twice, the
formula is iteratively updated to φOra ∶= φOra ∧ ¬φs.

5.8 Experiments
We implemented state portability in Porthos which uses Z3 [65] as the backend
SMT solver. It allows us to define memory models in the cat language.

We compare Porthos against Herd7 [20], a memory model-aware tool.
Herd7 is designed for litmus tests (small programs) and designed to test reach-
ability. It allows to reason about one memory model at a time and therefore
cannot directly be used to test state inclusion. However, Herd7 returns informa-
tion about all final states. We check state inclusion with Herd7 by computing
the reachable states separately for both models (i.e. we run the tool twice) and
comparing them afterwards.
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Benchmark TSO ⊆ SC
SAT Herd7 Porthos ∆ It S.U.

Parker 4 0.51 0.91 3 1 0.56
Dekker 4 T/O 2.31 - 4 >1558.44
Peterson 4 16.87 0.95 12 1 17.75
Burns 4 1059.89 1.13 53 2 937.95
Bakery 4 T/O 2.06 - 2 >1747.57
Lamport 4 T/O 1.57 - 1 >2292.99
Szymanski 4 T/O 8.31 - 4 >433.21

Benchmark POWER ⊆ TSO
SAT Herd7 Porthos ∆ It S.U.

Parker 4 0.49 0.97 3 1 0.50
Dekker 8 T/O 2.35 - 3 >1531.91
Peterson 8 16.54 0.94 0 0 17.59
Burns 8 1035.61 1.13 18 2 916.46
Bakery 8 T/O 25.18 - 89 >142.97
Lamport 4 T/O 25.22 - 75 >142.74
Szymanski 8 T/O 69.72 - 17 >51.63

Table 5.2: State inclusion of mutual exclusion algorithms.

Our benchmark suite consists of mutual exclusion algorithms. We unrolled
loops twice (k = 2) which is sufficient to show that our approach scales better
than the other tools for programs with several executions. Programs contain
either two or three threads. However their size is reported in terms of the number
of consistent executions since the performance of the tools strongly depends on
this. The execution times are given in seconds. We set a timeout of 1800 secs
for Porthos and 3600 secs for Herd7 since the tool is run twice. For entries
marked as T/O, the timeout was reached.

We are checking the inclusions TSO ⊆ SC and POWER ⊆ TSO. Inclusion
in the other direction (necessary for equivalence) holds by the definition of the
memory models. E.g., every state reachable under TSO is also reachable under
the weaker model POWER.

The results are given in Table 5.2. The SAT column reports whether a
counterexample to inclusion was found (4) or not (8). When Herd7 returns a
result, we report on the number of delta executions (∆). This corresponds to
an upper bound on the maximal number of iterations Porthos might perform.
As it can be seen from Table 5.2, in general this number is several orders of
magnitude smaller than the total number of executions. The cases reporting
zero iterations correspond to the set of executions coinciding for both memory
models. For most of the cases, Porthos is at least one order of magnitude faster
than Herd7. For TSO, the speed-up (S.U. column) can be up-to three orders
of magnitude.

102



To some extent, this speed up is due to the relation analysis. In Section B.5 of
the appendix, we present experiments with a previous version of Porthos that
does not utilize relation analysis. One can see that the difference in speed-up is
significant. This shows that the relation analysis is very beneficial not only for
BMC but for solving portability problems as well.

5.9 Conclusion and Outlook
We have presented Porthos, a modular Bounded Model Checker for concurrent
programs. The tool can check bounded trace and state portability under any pair
of memory models defined in the cat language. It is the first completely modular
portability checker. Our method reduces trace inclusion to unsatisfiability of a
SMT formula in SAT + integer difference logic using novel encoding techniques.
To this effect, we propose efficient solutions for two crucial tasks: reasoning
about two user-defined memory models with different compilation mappings at
the same time and encoding mutually recursively defined relations (needed for
e.g. Power) into SMT precisely.

Our experimental results suggest that trace portability largely coincides with
the state-based notion of portability. The complexity results show that checking
for state portability cannot be done with two SMT solver queries, unlike our
approach to trace portability analysis. This leads us to the idea of using our
method for trace portability as an oracle for solving state portability.

State equivalence is tested using a guided search. We propose to use an oracle
to find relevant candidate states, and show how to implement an efficient oracle
based on SMT queries generated by our solution for trace portability. We have
performed experiments to compare Porthos to Herd7, and find it at least one
order of magnitude faster for large programs.

We expanded our encoding for the bounded reachability problem and were
able to use it to solve bounded trace portability even though intuitively it seemed
to be a harder problem. We then manage to utilize this encoding in a guided
search to solve the bounded state portability problem which we have shown to
be higher in the polynomial hierarchy.

Our method for encoding not only consistency but also inconsistency of an
execution is a key idea for our memory model synthesis. We will present this in
the following chapter.

Modern compilers perform various optimizations when mapping high-level
code to assembly instructions. We plan to investigate whether such compiler
mappings can be extracted from the compilation process, at least approximately.

103





Chapter 6

Memory Model Synthesis

The previously presented tools Dartagnan and Porthos both rely on a defini-
tion of the system architecture in the cat language. They show that axiomatic
memory models are well suited for verification purposes. However, for many
architectures, the memory models are only informally defined or given as an
operational model by the developer. Formulating an axiomatic model for an
architecture is a difficult task. It requires an in-depth understanding of both the
architecture and the semantics of axiomatic models. Mistakes in the memory
model are often subtle and hard to detect.

New processor architectures and programming languages with their own
weak memory semantics are constantly being developed [13, 22, 24, 30, 54, 110,
141, 117, 97, 90, 90, 9, 97, 93]. This leads to a growing need of verification
methods under new memory architectures. We require techniques to construct
new axiomatic memory models that capture these architectures.

We tackle this problem by developing methods to synthesize weak memory
models automatically. We present Aramis, a memory model synthesis tool.
The tool employs SMT-queries based on our previously presented formulas for
reachability and portability. Synthesis tasks are known for having a large time
complexity. Our encoding techniques presented in the last two chapters is used
in a novel guided search inspired by program synthesis techniques in order to
keep the synthesis times practical.

We want to synthesize cat memory models in a universal way. This means
we require an input that describes the behavior of the architecture and can easily
be obtained from any kind of model definition. Our input consists of litmus
tests (small programs annotated with reachability assertion) and their possible
outcomes. In particular, a set of litmus tests that succeed and a set that should
fail under the model. Such tests are known to be useful when formulating a
memory model by hand [148].

The possible results of a litmus test under an architecture can be obtained
from any kind of architecture definition. They can be constructed manually from
the description of the architecture, they can obtained by repeated executions
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of the litmus test under the architecture [23, 15, 148] or by a simulation of
executions under the architecture [151, 153, 152].

Extensive libraries of litmus tests sufficient to describe the behavior of weak
memory architectures reasonably well already exist.[121, 120] The purpose of
litmus tests is usually to highlight the behavior of programs that depends on
different non-trivial guarantees of known memory models. This means it is
unlikely that very large libraries of litmus tests are required in order to describe
an architecture sufficiently [122].

Given some litmus tests with their desired outcomes, Aramis attempts to
generate a cat memory model under which the litmus tests behave correctly.
The tool maintains a list of relations. It repeatedly expands the list by adding a
relation and then attempts to combine constraints over the listed relations in
order to form memory models until it has found a memory model that behaves
correctly. We present two methods of expanding the list of relations.

One is to simply enumerate all possible relations. Here, the challenges are
to keep redundancy to a minimum and to determine which relations are useful
to a memory model. We keep down redundancy by eliminating semantically
equivalent relations. A relation is useful if a constraint over it still allows the
correct litmus tests to succeed and forbids at least one execution of a test that
is supposed to fail. We show that these properties are partially inherited when
an operator is applied on a relation. For instance if a relation r is acyclic, then
the intersection of r with another relation is acyclic as well.

The other method is a directed search in the form of a Counter-Example
Guided Inductive Synthesis [155, 154] (CEGIS). Here, we obtain relations from
satisfying assignments of SMT-queries and add constraints to ensure certain
executions are cyclic. We introduce template relations. They are derived
relations whose syntax trees have a certain depth and where the operators and
base relations are not known during the encoding. They are chosen by the SMT
solver in such a way that they are useful.

Aramis checks whether constraints over the listed relations can be combined
to a memory model with the correct behavior using a back-tracking search.

Outline: The remainder of the chapter is structured as follows. In Section 6.1,
we present our synthesis technique which consists of two tasks: expand the list
of relations and check whether a memory model can be constructed from it. The
checking phase is given in Section 6.2 and Section 6.3 presents an enumerative
method that implements the expansion phase. In Section 6.4, we introduce a
CEGIS method for expansion. The following sections discuss how we handle
recursively defined relation and the relation analysis. Section 6.7 shows how
the synthesis can be aided with additional inputs. Section 6.8 discusses the
experimental results. Program synthesis is compared to memory model synthesis
in Section 6.9. The following section is an overview of related work. Finally, we
give a conclusion.

The results of this chapter have not been published before.
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6.1 Solving Memory Model Synthesis
If a program P annotated with a reachability condition SP has an execution
X ∈ exec(P ) that is consistent with a modelM (X ∈ consM(P )) and computes a
state that satisfies SP (state(X) ⊧ SP ), then we say P succeeds forM. Otherwise
it fails. If a modelM consists of a single acyclicity axiom (M = {acyclic(r)})
of a relation r and P succeeds/fails for M then we say P succeeds/fails for
r. Given a set of programs with reachability conditions Prog, if all P ∈ Prog
succeed forM then we say Prog succeeds forM. If none succeed, we say Prog
fails forM. Our definitions for success of an execution are analogue.

Note that our syntax of assertions given in Section 2.1.1 includes the quan-
tifiers not-exists and forall. The corresponding assertions hold only if certain
executions do not exist. They are implemented in Dartagnan by checking
whether the negation holds. This is the case if the corresponding SMT encoding
is unsatisfiable. For the purpose of memory model synthesis, we are only inter-
ested in satisfiability checks and thus we treat those quantifiers as if they were
negated.

The semantics of a system architectureM can be defined by the language
L(M) consisting of all annotated programs of which the reachability check
succeeds under M. Given a description M of an architecture, we want to
synthesize a memory modelM′ in the CAT language such that L(M) = L(M′).
However, the language L(M) is infinite for any non-trivial architecture. In order
to limit the size of the input to a finite description, we approximate L(M) with
two finite sets Pos and Neg such that Pos ⊆ L(M) and Neg ⊆ L(M). This
approximation induces equivalence classes of memory models. Given a set of
programs Progs, it holdsM1 ≈M2 iff

∀P ∈ Progs ∶ P ∈ L(M1)⇔ P ∈ L(M2).

If a modelM has the desired behavior, the goal of a synthesis algorithm is to
find a member of the equivalence class [M] induced by Pos∪Neg. We say such
a model is correct. Formally, we address the following synthesis problem:

Input: Two sets Pos and Neg of programs annotated with reachability condi-
tions

Problem: Find a memory modelM such that:

• Pos succeeds forM.
• Neg fails forM.

We introduce the prototype memory model synthesis tool Aramis1. A cat
memory model may contain three different constraints: acyclicity, irreflexivity,
and emptiness. Our first key insight is that we only need to consider the acyclicity
constraint since it is sufficient to express the other constraints. Recall that E
denotes the set of executed events and id the (reflexive) identity relation. It

1https://github.com/florianfurbach/Aramis
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Figure 6.1: An overview of Aramis.

holds that irreflexive(r) is equivalent to acyclic(r ∩ id). Furthermore, empty(r)
is equivalent to acyclic(r; r−1) as well as acyclic(r; [E ×E]).

An overview of Aramis is given in Fig. 6.1. The main idea of our synthesis
technique is to enumerate all relevant relations r that may occur in the model
and consider the corresponding constraints acyclic(r). We try to combine these
constraints in such a way that they form a correct memory model. This means
we maintain a list Rels of relations annotated with additional information. The
algorithm alternates between two tasks: expanding the list of relations and
checking the current list for suitable relations to form a memory model. We can
expand the list Rels by simply enumerating relations (Section 6.3) or we can
perform a targeted search (Section 6.4).

The algorithm begins with performing an expansion. Once an expansion step
is complete and a relation rnew was added to the list, the tool performs a check
to determine whether rnew can be used to construct a correct memory model.
This is done with a backtracking search. Starting with a memory modelM that
contains only the constraint acyclic(rnew), acyclicity constraints over relations
are added until Neg fails for M. If Pos succeeds for M, then the memory
model behaves correctly and the tool finishes the synthesis with outputM. If
Pos does not succeed forM, a backtracking step is performed. The search space
can be reduced if the user provides additional data. If the check fails, another
expansion is performed.

6.2 Checking
After the expansion has added a new relation rnew to the list Rels, the checking
phase verifies whether a memory model can be constructed using rnew together
with other listed relations that succeeds for Pos and fails for Neg. We present a
backtracking search that attempts to build such a memory model by repeatedly
adding constraints. We disregard recursively defined relations for now. We will
discuss how to handle those in Section 6.5.

A memory model consists of a set of constraints. We want to find a set such
that Pos succeeds for our synthesized memory model. This means we only need
to consider relations for which Pos succeeds. However, it is important to note
that even if Pos succeeds for some relations individually, it does not follow that
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Pos succeeds for a model that consists of constraints over those relations. It
is possible that the constraints invalidate different executions of a program in
such a manner that put together, they invalidate all executions that satisfy the
assertion of the program and thus it fails.

Let X(Neg) = {X1 . . .Xm} be the executions of all programs P− ∈ Neg that
compute states which satisfy the corresponding reachability assertions. Since we
require Neg to fail for the synthesized model, we only need to consider relations
that contribute towards Neg failing for the synthesized model. An acyclicity
constraint over such a relation invalidates some execution Xi ∈ X(Neg). We
only consider relations that forbid at least one such execution. We say a relation
r is relevant if Pos succeeds for r and at least one execution Xi ∈ X(Neg) is
not consistent with acyclic(r). The following theorem shows that it is sufficient
to consider relevant relation to synthesize a memory model.

Theorem 13. LetMrel consist only of the constraints over relevant relations
ofM. IfMis correct,Mrel is correct as well.

Proof. AssumeM is correct. This means Pos succeeds and Neg fails forM.
Any execution consistent withM is also consistent withMrel since it contains
a subset of the constraints ofM. It follows that Pos succeeds forMrel.

Assume Neg does not fail for Mrel. There is an execution Xi ∈ X(Neg)
that is consistent withMrel but not withM. Since the only difference between
the memory models are non-relevant relations, there is a non-relevant relation r
such that Xi does not satisfy acyclic(r). This implies that r is relevant which is
a contradiction.

With this in mind, we want to know which relations are relevant. For a
relevant relation r, we additionally need to know the executions of X(Neg) that
are not consistent with acyclic(r). The straightforward approach to acquiring
this information is with multiple SMT queries. We will show that some of this
information can be obtained faster in the expansion phase in Section 6.3.2 and
6.4. For every execution Xi ∈ X(Neg), we compile a set rel(Xi) of relevant
relations that are acyclic in Xi. This list can easily be compiled as a byproduct
of identifying which relations are relevant.

Let rnew be the relation added in the previous expansion phase. If rnew is
not relevant, then it is not useful for the synthesis and the checking phase can be
skipped. If it is relevant, then the checking phase is initiated by calling the func-
tion Check(M) given in Algorithm 5 with the parameterM = {acyclic(rnew)}.

The idea is to target the search by looking for executions in X(Neg) that are
supposed to be inconsistent with the synthesized model but consistent with the
current one. Then, we try out constraints over relation that are sure to forbid
those executions. The back tracking search only considers memory models that
contain the relation rnew that was newly added in the expansion phase. Any
model without rnew constructed from constraints over relations of Rels has
already been considered in previous checking phases.
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Algorithm 5: Check(M)
1 Find the first Xi ∈X(Neg) such that Xi ∈ cons(M) ;
2 if there is no such execution then
3 returnM ;
4 end
5 foreach r ∈ rel(Xi) do
6 if ¬redundant(r) then
7 M′ ∶=M ∪ {acyclic(r)};
8 if Pos succeeds forM′ then
9 Check(M′) ;

10 end
11 end
12 end

First, the algorithm determines whether Neg fails forM in Line 1. This can
be done with multiple SMT queries according to the encoding in Chapter 4. If
Neg fails forM, then the synthesis is successful (Line 3).

If Neg does not fail, then there is a counter-example execution Xi found in
Line 1. The algorithm then tries out all possibilities to remove this counterex-
ample. For any relation r in rel(X), it adds an acyclicity constraint over r to
M (Line 7). If Pos still succeeds for the resulting model M′ (Line 8), then
recursive calls to Check(M′) are used to attempt to add further constraints to
M′ until Neg fails for it (Line 9).

Note that this check is indeed necessary. Even though we only consider
relevant relations for which Pos succeeds individually, they may forbid different
executions of a program P+ ∈ Pos and thus P+ may fail for a model that combines
constraints over those relations.

In Line 6, we further restrict the relations we attempt to add to the model
by introducing the notion of redundant checks. The idea is that some executions
may be forbidden by the same relations. We want to avoid constructing the
same memory model more than once by adding constraints on the same relations
in different orders. We ensure that those relations are always added according to
their order in Rels. We call adding a relation r toM redundant if the following
holds: There is a relation r′ that was added earlier in a traversal of rel(Xj),
r occurs before r′ in Rels, and r ∈ rel(Xj). This redundancy means we do
not need to add r. We can try out the same model by adding r in the earlier
traversal of rel(Xj) and then add r′ afterwards.

It remains to show that the checking algorithm is both correct and complete.

Lemma 8. Any synthesized memory modelM is correct.

Proof. It is an invariant of Checking(M) that Pos succeeds forM. This is true
in the initial call of the function since rnew is relevant and thus Pos succeeds
for the parameter M = {acyclic(rnew)}. It holds in any recursive call of the
function in Line 9 since it is ensured that Pos succeeds forM′ in Line 8.
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The algorithm only returns a model in Line 3 if no execution in X(Neg) is
consistent withM. This is the case if Neg fails forM.

Lemma 9. If there is a correct memory model M that consists of acyclicity
constraints over relations in Rels, then the checking phase synthesizes such a
memory model.

Proof. According to Theorem 13, we can assume thatM contains only acyclicity
constraints on relevant relations. We can further assume that it is minimal. If
we remove one constraint fromM, then it is no longer correct.

We examine a path of the back-tracking algorithm that synthesizesM. Let
rnew be the relation with acyclic(rnew) ∈M that occurs last in Rels. After
rnew is added in the expansion phase, Checking({acyclic(rnew)}) is called. For
any execution Xi ∈X(Neg) we denote rel(M,Xi) as the set of relations with
acyclicity constraints inM that forbid Xi. Since Neg fails forM, the set is not
empty for any execution in X(Neg). The algorithm iterates through X(Neg)
from X1 to Xm. We examine the path that is as follows. When processing an
execution Xi that is not yet forbidden by the model, we look at the recursive
method call where the relation that is added is the one from rel(M,Xi) that
occurs first in Rels.

It is easy to see that adding this relation r is never redundant. Assume there
is an earlier Xj (j < i) with r ∈ rel(Xj) and a relation r′ that was added when
traversing rel(Xj). It follows r, r′ ∈ rel(M,Xj). Since r′ was added instead of
r, it holds that r′ occurs before r in Rels.

SinceM is correct, it satisfies the condition in Line 2. No relation that is
added is redundant andM is minimal. It follows that the checking phase either
constructs M or returns another correct memory model before that. Either
way, the synthesized model is correct and consists of acyclicity constraints over
relations in Rels.

6.3 Expansion by Enumeration
Aramis maintains and continuously expands a list of relations Rels. In the
checking phase, the tool combines constraints over those relations in order to
synthesize a memory model. There are three main goals in expanding Rels.

• The relations should be useful to the checking phase.

• The expansion should be fast.

• Additional information on the relations should be provided, such as rele-
vance and which executions contain cycles.

Any expansion method presents a trade off between those goals. We present
expansion by enumeration, the easiest way to construct Rels. It simply enu-
merates all possible relations. It is very fast as it generates new relations in
constant time. However, this synthesis method is not directed. Whether an
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added relation is useful is not a factor. We will show in Section 6.3.2 that some
additional information can be provided.

Initially, we add the base relations to the list. We then repeatedly expand
it by applying operators to the relations already listed. This is done as follows.
We distinguish between new relations to which operators have not been applied
yet and used relations which have already been used to derive new relations in
previous steps. In an expansion step, we pick a new relation r. Then, we apply
the unary operators to r, adding relations r⊗ for ⊗ ∈ {∗,−1,+} to the list. We
apply the binary operators to every pairing of r with a used relation r′. This
adds r ⊕ r′and r′ ⊕ r for ⊕ ∈ {∩,∪,∖, ;}. We then mark r as used.

This approach does not yet include recursively defined relations. We can
handle a bounded number of recursively defined named relations by adding their
names to the initial list along with the base relations (see Section 6.5). This
also requires us to add k named relations to the memory model in the checking
phase. If we change the definition of a named relation, then all relations that
refer to it change as well.

6.3.1 Normal Form of Relations
In order to increase efficiency, we identify some superfluous relations and do not
add them to Rels. Although listed relations are syntactically different, they
may still be semantically equivalent, meaning they have the same semantics.
Formally, we define two relations r and r′ as semantically equivalent (r ≡ r′)
if both r and r′ consist of the same set of event pairs for any execution. For
example the relation po ∪ fr is semantically equivalent to fr ∪ po.

We can replace any relation in a memory model with an equivalent relation
without changing the semantics of the memory model. This means if two listed
relations are equivalent, we only have to use one of them in the checking phase.
Each time we add a relation that is equivalent to an already listed relation, we
introduce redundancy which increases the runtime of the synthesis. We want to
avoid adding those relations.

In a general sense, we fix the conditions under which associative and dis-
tributive operators on relations are applied and the order of relations on which
commutative operators are applied. We observe that the operators on relations
satisfy the following semantic equivalences:

• Union and intersection are commutative:

r1 ∩ r2 ≡ r2 ∩ r1, r1 ∪ r2 ≡ r2 ∪ r1.

• Union, intersection and composition are associative:

∀⊕∈{∩,∪,;} ∶ (r1 ⊕ r2)⊕ r3 ≡ r1 ⊕ (r2 ⊕ r3).

• Composition distributes over intersection and union:

r1; (r2 ∪ r3) ≡ (r1; r2) ∪ (r1; r3),

r1; (r2 ∩ r3) ≡ (r1; r2) ∩ (r1; r3).
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• Union and intersection distribute over each other:

r1 ∩ (r2 ∪ r3) ≡ (r1 ∩ r2) ∪ (r1 ∩ r3),

r1 ∪ (r2 ∩ r3) ≡ (r1 ∪ r2) ∩ (r1 ∪ r3).

• The inverse distributes over any operator:

∀⊕∈{∩,∪,∖} ∶ (r1 ⊕ r2)−1 ≡ r−1
1 ⊕ r−1

2 ,

(r1; r2)−1 ≡ r−1
2 ; r−1

1 , (r∗)−1 ≡ (r−1)∗.

• Setminus distributes over union and intersection and interchanges them
on the second component:

(r1 ∪ r2) ∖ r ≡ (r1 ∖ r) ∪ (r2 ∖ r),

(r1 ∩ r2) ∖ r ≡ (r2 ∖ r) ∪ (r2 ∖ r).
r ∖ (r1 ∪ r2) ≡ (r ∖ r1) ∩ (r ∖ r2),
r ∖ (r1 ∩ r2) ≡ (r ∖ r1) ∪ (r ∖ r2).

We remove any redundancy caused by these properties by restricting the relations
added to the list. We only add relations in the following normal form:

• Associative Operators can only be nested from the left.

• Commutative Operators are always ordered by the position of the relations
in the list.

• A union is never nested in an intersection and an intersection or a union is
never nested in a composition.

• A union or an intersection is never nested in a setminus.

• The inverse operator is only applied to base relations.

This use of normal forms increases performance in general, since redundant
computations are avoided. In some specific cases however, this can even slightly
reduce performance. The order in which the semantically new relation are
added may change. For instance, in the synthesis of sequential consistency
(SC), we now have to use more expansion steps in order to get the normal form
(((po ∪ fr) ∪ rf ) ∪ co) than for the equivalent ((po ∪ fr) ∪ (rf ∪ co)) that would
have been added earlier.

Note that this technique does not entirely remove redundancy. For instance
the relations rf and rf ∪ (rf ∩ po) are semantically equivalent and they are both
in normal form. Our notion of semantic equivalence induces equivalence classes.
In order to avoid adding redundant relations entirely, we would need to ensure
that only one relation of each equivalence class is added. This requires a method
to ascertain whether a relation we wish to add is equivalent to a relation in the
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list. However, checking whether two relations are equivalent is not trivial. The
trade-off between efficiency gained by avoiding more redundant relations and
efficiency lost by longer equivalence checks needs to be considered.

This notion of normal forms presents an under-approximation of an equiv-
alence checker. Since we do not actually compare relations but simply avoid
applying operators to certain relations, it is instantaneous. Our normal forms
present a fast approximation of an equivalence checker that identifies many
equivalent relations.

6.3.2 Annotated Lists
The checking phase requires information about the relations in order to decide
whether and when to add it to a memory model. In particular, we need to
ascertain whether a relation is relevant and if so, which execution in X(Neg)
contain cycles of it.

For a relation r, we store a set of programs from Pos for which the check
of acyclicity succeeds. In particular, we are interested in whether the check
succeeds for Pos. We can determine whether a program succeeds for r with an
SMT-query using the encoding from Dartagnan.

We also store a set of executions of Neg that succeed for r. Note that we
do not require an SMT query in order to decide whether an execution succeeds
for r. For any execution, we can check whether it succeeds for r by computing
the set of edges in r on the execution. This is done in a straightforward manner
analogue to the computation of the may pairs (see Section 4.6). We then check
whether the set contains a cycle. We use our technique of computing the active
set of a relation in an acyclicity constraint. If this returns an empty set, then the
relation is acyclic in the execution. It follows that the execution succeeds for r.

It is not always necessary to compute all the additional information anew
when adding relations. We show that when an operator on relations is applied,
then the resulting relation inherits some properties from the relations the operator
is applied to. Given two relations r and r′ it holds r ⊆ r′ iff the following is true
for every execution: Any pair of events defined by r is also contained in the set
of event pairs given by r′.

Theorem 14. Assume r′ ⊆ r.

1. A check that succeeds for r also succeeds for r′.

2. A check that fails for r′ also fails for r.

3. A check succeeds for r1; r2 if and only if it succeeds for r2; r1.

4. A check succeeds for r if and only if it succeeds for r−1.

Proof. 1. If a check succeeds for r, then r contains no cycle in the corre-
sponding execution X. Since r′ ⊆ r holds that the even smaller relation r′

contains no cycle in X and thus succeeds at that check as well.
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2. If a check fails for r′, then any execution X that reaches a state satisfying
the reachability assertion contains a cycle of r′. Any such cycle in X is
also a cycle of the larger relation r and thus the check fails for r as well.

3. If a check fails for r1; r2, then any executionX that reaches a state satisfying
the assertion contains a cycle of r1; r2. This is the case exactly if there is a
cycle e1

r1→ e2
r2→ e3

r1→ . . . e1 labeled by a word in (r1.r2)+. It follows that
there is also a cycle e2

r2→ e3
r1→ . . . e1

r1→ e2 labeled by a word in (r2.r1)+.
We simply have to start the cycle at the second letter. This means there is
a cycle of r2; r1. Thus the check fails for r2; r1 as well. The other direction
is analog.

4. If a check fails for r, then any execution X that reaches a state satisfying
the assertion contains a cycle of r. This is the case exactly if there is a

cycle e1
r→ e2

r→ e3 . . . e1. It follows that there is also a cycle e1
r−1→ . . . e3

r−1→
e2

r−1→ e1. We simply inverse the direction the cycle. This means there is a
cycle of r−1. Thus the check fails for r−1 as well. The other direction is
analog.

We use Theorem 14 together with the following properties in order to reuse
information about child relations.

r ⊆ r ∪ r′ r′ ⊇ r ∩ r′ r′ ∪ r ⊇ r; r′ r′ ∩ r ⊆ r; r′

r′ ⊆ r ∪ r′ r ⊇ r ∩ r′ r ∪ r′ ⊇ r; r′ r ∩ r′ ⊆ r; r′

r ⊆ r∗ r ⊇ r ∖ r′. r ⊆ r+

When applying an operator on relations r and r′ in order to expand Rels
by adding a relation r ⊕ r′ or r⊗, we can take advantage of the above properties.
Assume the operator is r ∩ r′. It holds r ∩ r′ ⊃ r and r ∩ r′ ⊃ r′, we can apply
Theorem 14. It follows that if Pos succeeds for r or r′ then it also succeeds for
r ∪ r′.

Some of these properties have an effect in the opposite direction. Assume
the operator is r ∪ r′. It holds r ∪ r′ ⊂ r and r ∪ r′ ⊂ r′. We can again apply
Theorem 14. It follows that if Xi contains a cycle on r or r′, then it also contains
a cycle on r ∪ r′.
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6.4 Expansion by CEGIS
We present a counter-example guided inductive synthesis (CEGIS) method
that uses an SMT-solver to produce relevant relations. We introduce template
relations. They don’t specify which operators and basic relations are used.
Instead, we let the SMT-solver choose them in such a way that they forbid some
executions of Neg and that Pos succeeds for them.

We construct a formula that encodes the Pos programs together with some
executions of Neg programs and acyclicity of a template relation. A satisfying
assignment consists of an instantiation of the template relation. This relation
is generated in such a way that all encoded Pos succeed and every encoded
Neg execution contains a cycle. We refine this process by checking whether
a P− ∈ Neg succeeds for an instance. If it does not succeed, we obtain a
counterexample execution and we add its encoding to the formula.

6.4.1 Template Relations
A template relation models all possible relations that are not recursively defined
up to a fixed syntax tree depth. In the syntax tree of a template relation, each
node represents a relation. The template consists of a complete binary tree. Let
ϕr,n denote the encoding of a named relation r where the name of the node n
is the name of the relation as well and let basic be the set of basic relations
we wish to encode. For a relation r we introduce a Boolean variable [r]n that
denotes whether the SMT solver chooses to encode the relation r in node n. A
leaf represents a base relation and an inner node represents a binary operator
on the left and right child, or a unary operation on the left child, or no operator
on the left child.

Each leaf node encodes a named template relation which can contain any
base relation depending on the assignment. The encoding of a leaf n consists of
a disjunction over all possible encodings of base relations:

ϕn = ⋁
b∈basic

([b]n ∧ ϕb,n ∧ ⋀
b′∈basic∖{b}

¬[b′]n)

Exactly one encoding of a base relation ϕb,n can be assigned to the leaf and the
corresponding variable [b]n is the only one that is true. We can easily determine
which base relation b a leaf n encodes in a satisfying assignment by checking
which corresponding variable [b]n is true.

In a similar way we encode each inner node n with children n1 and n2 as
a choice over all relations that consist of operators applied to n1 and n2. We
define the encoding ϕn of a node n. The idea behind the formula is as follows.
For every relation r obtained by applying a binary operator ⊕ ∈ {∩,∪,∖, ;} to
n1 and n2, the formula ϕn encodes r in ϕr,n if and only if the corresponding
variable [r]n holds (Condition 6.1). In addition, exactly one variable [r]n is
required to hold (Condition 6.2 and 6.3). The same goes for every a unary
operator ⊗ ∈ {∗,−1,+, eq} (see Condition 6.4-6.6).
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We define the unary equality operator eq. It is encoded by eq(r)(e1, e2)⇔
r(e1, e2). It does not change a relation, it only provides it with a new name.

ϕn ∶= ⋀
⊕∈{∩,∪,∖,;}

((ϕ⊕(n1,n2),n ↔ [⊕(n1, n2)]n)∧ (6.1)

⋀
⊕′∈{∩,∪,∖,;}

¬([⊕(n1, n2)]n ∧ [⊕′(n1, n2)]n))∧ (6.2)

⋁
⊕∈{∩,∪,∖,;}

[⊕(n1, n2)]n∧ (6.3)

⋀
⊗∈{∗,−1,+,eq}

((ϕ⊗(n1),n ↔ [⊗(n1), n]n)∧ (6.4)

⋀
⊗′∈{∗,−1,+,eq}

¬([⊗(n1), n]n ∧ [⊗′(n1), n]n))∧ (6.5)

⋁
⊗∈{∗,−1,+,eq}

[⊗(n1), n]n (6.6)

By accessing the different variables of the forms [⊕(n1, n2)]n, [⊗(n1)]n,
and [b]n, we obtain a relation of a given maximal syntax tree depth from the
satisfying assignment of a single quantifier free SMT query. For this relation,
we know that all encoded Pos succeed and the encoded set of executions from
X(Neg) are inconsistent.

The new operator eq is necessary to model syntax trees that are not complete
but have leafs on different depths. Assume we use a template relation with a
syntax tree depth of two and we want to generate the relation

rel→= (po ∪ co)∪ rf .
A satisfying assignment can assign r to the root node and (po ∪ co) to its left
child node. The right child node of the root however is not a leaf and thus cannot
give rf directly. Instead, the equality relation eq can be assigned which ensures
that the relations is equal to its left child which is a leaf that encodes rf .

6.4.2 The CEGIS Loop
We present a Counter-Example Guided Inductive Synthesis loop that implements
the expansion phase. The idea is to encode acyclicity of some template relation
for all programs in Pos in a formula ϕ. We extract a relation r that instantiates
the template relation from a satisfying assignment of the formula. We expand
Rels by adding r. We then keep looking for different executions Xj ∈X(Neg)
that are acyclic for r. We add constraints such that an instance of the template
relation forbids Xj and attempt to extract new instances. This method ensures
that the extracted relations are relevant.

We start by constructing a template relation tRel of a given syntax tree depth
k. We construct a formula ϕ that encodes reachability for each program P+ ∈ Pos
together with the acyclicity constraint on the template relation ϕacyclic(tRel),P+ .
The latter ensures reachability is consistent with acyclic(tRel).

ϕ ∶= ⋀
P+∈Pos

ϕreach(P+) ∧ ϕacyclic(tRel),P+ .
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Algorithm 6: CEGIS(ϕ,Xi)
1 Solve(ϕ);
2 if ϕ is satisfied then
3 rnew ∶= extract(ϕ, tRel);
4 Rels.add(rnew);
5 Check({acyclic(rnew)});
6 foreach Xj ∈ {Xi+1 . . .Xm} do
7 if Xj succeeds for rnew then
8 CEGIS(ϕ ∧ ϕcyclic(tRel),Xj

,Xj);
9 end

10 end
11 end

We then call the the method CEGIS given by Algorithm 6 with parameters
CEGIS(ϕ,X0). If ϕ has a satisfying assignment, we extract a relation rnew
from the satisfying assignment of ϕ that instantiates the template relation tRel
(Line 3). The relation rnew is added to Rels (Line 4) and the checking phase
is executed for the new relation in Line 5. Then we enter the next step in the
search where we want to ensure that some execution of X(Neg) fails. For some
unused Xj ∈X(Neg), we check if it succeeds for r (Line 7). Since the execution
Xj is given, we recall that the set of pairs in r can be obtained and checked for
acyclicity without an SMT query.

If Xj succeeds for rnew, then we ensure that the next instantiation of the
template relation does not allow Xj . This is done by adding a cyclicity constraint
ϕcyclic(tRel),Xj

to ϕ in Line 8 which ensures that the template relation forbids
Xj in the future. Then we go back to computing another relation rnew from ϕ.

If ϕ becomes unsatisfiable at some point, we backtrack and continue with
another execution. Once all possible combinations of executions have been
considered, the CEGIS loop is complete. If we require more relations, we start a
new CEGIS loop with a higher syntax tree depth for the template relation.

Internally, an execution Xj is represented by a set of event pairs for each rela-
tion in basic. It is obtained from a satisfying assignment of a reachability query.
In order to encode the condition cyclic(tRel) for an execution in ϕcyclic(tRel),Xj

,
we encode Xj together with the template relation using unique new names. The
fresh relation names are necessary since we may encode several executions of
the same program P− together. Those executions occur on the same events and
contain the same base relations. We need to distinguish them from each other.

If the CEGIS loop has terminated without synthesizing a memory model,
then we restart the loop with a larger syntax tree depth for the template relation.
We want to avoid adding relations that are equivalent to those already added
with a smaller syntax tree depth. This means we need to ensure that a generated
relation r really has tree depth k and not a smaller depth. To this effect, we
add a condition to the encoding of the template relation that ensures that in

118



the syntax tree, there is a path from a leaf to the root that does not contain a
node encoding the operator eq.

Depending on the size of the input sets Pos and Neg as well as the sizes
of the programs themselves, it may not be feasible to encode all programs in
Pos immediately. In this case, we can call the solver multiple times with subsets
of Pos of a fixed size. These encodings only have to be constructed once in a
preprocessing step.

6.5 Recursion
Our synthesis method supports a bounded number k of recursively defined
relations in the synthesized model. This is implemented by introducing k
relation names. A major challenge of recursively defined relations is that it
is not sufficient to try out constraints over named relations which are defined
recursively. One also needs to consider constraints over derived relations that
refer to recursively defined relations.

If we use enumeration in the expansion phase, then the relation names are
treated like base relations during the expansion. In the checking phase, we try
out all possibilities of assigning k relations from Rels to the names. We then
execute the checking phase for each assignment. Each such assignment creates
new definitions of the named relations and thus of all derived relations that
refer to them. This means whether a derived relation is relevant needs to be
reevaluated for each assignment. This slows down the synthesis considerably.

The CEGIS method of expanding is better suited for synthesizing recursively
defined relations. When encoding template relations, we again handle the named
relations similar to base relations. We add the k relation names as choices to
the encoding of the leaves. We then add k additional template relations to
the formula ϕ in the CEGIS loop. We ensure that those additional template
relations support recursively defined instances by assigning the k relation names
to the encoding of corresponding root nodes.

6.6 Relation Analysis
In Section 4.6, we presented may pairs and active sets which reduce the size
of the encoding. We make use of this technique in the synthesis as well. Note
that the may pairs of a derived relation depend on which program is currently
examined. Apart from the program they depend on the may pairs of the child
relations. It follows that we only have to encode the may pairs for every relation
in the list and for each program once, they do not change. We can use dynamic
programming and store the may pairs for every relation and each program in
Pos. Note that this presents a trade-off between time and space complexity of
the method. In our implementation Aramis, the feature is optional and depends
on whether the input parameter -dynamic is set.
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The active pairs however depend on the way a relation is used. To illustrate
this, consider a relation r that occurs only in the constraint acyclic(r). Its active
set contains all pairs that could occur in a cycle of r. If we add a constraint
acyclic(r∪r′), then the active pairs also contain those pairs of r that could occur
in a cycle that consists of both r and r′. We need to recompute active sets any
time a relation is encoded.

6.7 Sketch Based Synthesis
Since memory model synthesis is a complex task that does not scale well, it is
often crucial that the user provides additional information about the model to
be synthesized in order to complete the synthesis in a reasonable time.

An upper limit on the number of constraints k may be provided. Since
the number of constraints in a model is usually very small, a reasonable upper
bound could be guessed even with little or no knowledge of the synthesis task.
This is easily implemented by modifying Algorithm 5 such that it performs a
back-tracking step if either there is no next relation in rel(X) or the model
already contains k constraints. This ensures that no more than k constraints
are synthesized.

Often, some guarantees of the model to be synthesized are already known.
They can be provided to the tool in form of a memory model Mw that is
weaker than M. This is implemented by initializing the checking phase with
the parameter Checking({acyclic(rnew)} ∪Mw). Additionally, we restrict the
set X(Neg) to executions that are consistent withMw. IfMw contains some
named relations, we attempt to use them as building blocks in further derived
relations. This is incorporated in the expansion phase by treating them like base
relations. Naturally we still initialize the checking phase with Mw. We also
support manual input of the relations that form the set basic and are used as
building blocks for further relations. We define the set of relations that may be
subtracted by the set-minus operator separately.

6.8 Experiments
We implemented memory model synthesis in the prototype tool Aramis which
uses Z3 [65] as the back-end SMT solver. It allows us to synthesize memory
models in the cat language. We attempt to synthesize SC using expansion by
enumeration. We run Aramis on inputs that are sets of litmus tests randomly
chosen from the library of Herd7, sorted into Pos and Neg depending on
whether the litmus test succeeds under SC. The experiments were performed on
a 1,7 GHz Intel Core i7 with 8GB memory. The execution times are given in
minutes and seconds.

Since the purpose of litmus tests is to characterize weak memory behavior,
there are only few litmus tests that succeed under SC. When examining the size
of an input, we focus on the crucial factors: the number of programs in Pos
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Pos Neg X(Neg) basic Dyn SC Z3 Rels Time
21 30 110 4 on 4 20273 2504 44
21 50 327 4 on 4 20273 2504 46
30 82 432 4 on 4 28906 2504 1:03
21 30 110 4+1 on 4 83592 9198 2:17
21 50 327 4+1 on 4 83829 9198 2:40
30 82 432 4+1 on 4 122315 9198 3:56
21 50 327 5+1 on 4 98889 10519 3:06
30 82 432 5+1 on 4 141164 10519 4:29
21 30 110 6 on - - - 115:35
21 30 327 6 off - - - 205:30

Table 6.1: Synthesis of SC using enumeration.

and the number of executions of programs in Neg. Further parameters allow
us reduce the run-time and improve the quality of the synthesized model. We
provide the number of base relations used in the expansion. An entry x + y in
the basic column denotes a set of size x containing the base relations that are
combined into derived relations and y many relations that may be subtracted
using set-minus. We also specify whether we use dynamic synthesis in order to
store the may pairs in column Dyn. To evaluate an execution of Aramis, we list
the number of SMT-queries to Z3 produced by the tool, the number of relations
produced by the expansion phase, as well as the synthesis times.

We can give a bound on the maximal number of constraints in the synthesized
model as an input parameter. Since there is only one constraint in SC and the
corresponding relation po ∪ co ∪ fr ∪ rf immediately produces the correct result
in the checking phase, the parameter does not have much of an impact for SC
and thus we omit it.

The results are given in Table 6.1. The run-time of the tool fluctuates
strongly with the input and the given parameters. In particular the number
of base relations has a huge effect on the efficiency of the synthesis. For the
simple SC model, even small inputs of 51 litmus tests lead to a correct synthesis.
An increase in the number of input programs does not lead to a significantly
longer synthesis time. This confirms that litmus tests are well suited to describe
a memory model and that Aramis is able to handle even larger sets of litmus
tests as input. This is the case even though the litmus tests in our experiments
are randomly chosen.

In the second to last entry, the tool reaches the limit of the java garbage
collector overhead and stops. We suspect this is due to the fact that Aramis
stores too many may sets in order to avoid computing them multiple times.
The last entry shows that the tool runs indeed longer when the may sets are
not stored. However, it still insufficient to synthesize a result, another garbage
collector overhead error is produced.

We expect that constructing new relations in a targeted way using the
expansion by CEGAR will provide a significant speed-up to these results and
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Program Synthesis Model Synthesis

Specification ϕ Tests (Pos,Neg)

Expression e ModelM

Function f A decider which test succeeds

Background theory T Semantics of executions and consistency

Grammar for a set of expressions L Restricted version of cat

Input-output pair example Execution of some P− ∈ Neg

Table 6.2: Program Synthesis vs. Model Synthesis.

enable us to tackle harder instances of the synthesis problem. The implementation
of this module in Aramis is left as a topic for future work. Our results here
serve as a proof of concept that our approach to memory model synthesis can
produce practical results.

6.9 Memory Model vs Syntax Guided Synthesis
While memory model synthesis is a new area of study, program synthesis is a
more established field. We adapted methods and insight from syntax guided
program synthesis (SYGUS) [25] in order to synthesize memory models. In
this chapter, we study the SYGUS problem and relate it to the memory model
synthesis problem. We present several established concepts and methods of
program synthesis and propose corresponding approaches for memory model
synthesis. The relation is summarized in Table 6.2.

Program Synthesis The core computational problem of program synthesis
is defined as follows: Find an expression e in a background theory T such that e
is an implementation of some function f that satisfies a given specification ϕ.

This problem translates to memory model synthesis in a straightforward way. In
memory model synthesis, the expression e we want to synthesize is the memory
modelM. The background theory is the semantics of program executions and
consistency with CAT memory models. The function f we want to implement
is a decider whether an execution is consistent. The specification ϕ is given by
Pos and Neg.

Syntax Guided Synthesis Problem If the search space for program syn-
thesis contains all possible expressions e in the background theory T , then it
is very large. In syntax guided synthesis, we assume that we have some vague
knowledge about the shape of the synthesized program. This allows us to restrict
the search space with some template. Formally, we introduce a grammar that
defines a set L of expressions built from the background theory T . The language
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L is chosen such that it contains the expression we attempt to synthesize (e ∈ L).

In memory model synthesis, we restrict the search space to the core of the CAT
language (see Fig. 2.5) and to acyclicity constraints. We can further adapt the
template by specifying which fences and base relation are used and how many
axioms or recursive definitions are used. In Section 6.7 we give an overview
over possible restrictions to the memory model. Memory model synthesis has
an advantage over program synthesis since we can check a single constraint
against the specification in isolation first and obtain useful information about
which models might satisfy the specification. We only need to consider relevant
relations where all Pos succeed and at least some Neg behavior is inconsistent
(see Section 6.2). We only need to try out memory models where every execution
of a P− ∈ Neg that satisfies the reachability condition is forbidden by a constraint.
These properties significantly restrict the language of memory model candidates.

6.9.1 CEGIS
Counter-Example Guided Inductive Synthesis [155, 154] is an active learning
method. Here, the learning algorithm uses a concept class which consists of a
set of examples. An example is an interpretation of f in the background theory.
If it is consistent with the specification, then we say it is positive. In program
synthesis, an example consists usually of an input-output pair. The learning
algorithm continually constructs expressions that are consistent with the concept
class and queries an oracle to verify them. The oracle usually consists of an SMT
solver, a constraint solver, or a model checker. If the expression is not consistent
with the specification, then the oracle provides a counterexample. The examples
are used to improve the synthesis in further iterations.

In memory model synthesis, an example is an execution. A counterexample can
be a consistent execution of some P− ∈ Neg that succeeded. This is implemented
in Aramis. The other possibility is that some P+ ∈ Pos failed. Here, we can
provide some inconsistent execution that reaches the state. However there may be
multiple inconsistent executions that reach the state and we don’t know which one
is the right choice. Ideally, the input programs are chosen such that the different
executions of a program that satisfy the reachability assertion all describe the
same property of the memory architecture. In this case such an execution is still
useful even if we can’t guarantee that it is a correct counterexample. We have to
allow for "false" counterexamples in the learning algorithm. There are multiple
possible approaches to dealing with this problem:

• We can remove those counterexamples from the concept class after a time.

• Instead of executions, we can use the programs of Pos as counterexamples.

• We could only compute relations for which Pos succeeds.

• We can simply disregard executions of Pos as counterexamples.
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Our method for expansion by enumeration disregards executions of Pos as
counterexamples while the expansion using CEGAR only computes expressions
where Pos succeeds.

The following learning techniques can be used to synthesize expressions.

6.9.2 Enumerative Learning
The method enumerates expressions that satisfy all counter examples, namely
values for which the expression violates ϕ. When a new expression is found that
conforms with the counterexamples, it is verified against ϕ. If it is not verified,
a new counterexample is found and the enumeration is started from scratch with
the new set of counterexamples.

Our algorithm presented in Section 6.7 enumerates expressions. Unfortunately
it does not support examples, it simply enumerates all constraints (partial
expressions) and checks them against the specification.

6.9.3 Stochastic Search
In a stochastic search, each expression is given a score depending on how many
concrete examples it satisfies. A random expression is picked and a subexpression
is mutated with different sub-trees of the same size with a probability that
depends on their scores. The method also allows for the size of the expression to
be changed with a small probability. This converges at the correct size. Since
a stochastic search traverses the search space randomly, different runs of the
search are not expected to intersect much. This means the method is well suited
for multiple independent parallel runs.

This method could be adapted to memory model synthesis as follows. We
could give a relation a score depending on how many programs (or alternatively
how many executions) it handles correctly. It might be beneficial to adapt
the expansion step by applying operators to relations with a higher score first.
However, such a score only makes sense with relation that don’t simply allow all
or none of the checks to succeed.

6.9.4 Constraint Based Learning
Constraint based learning is similar to enumerative learning. However, expres-
sions are not simply enumerated and checked against counterexamples. Instead, a
constraint solver is given the counterexamples and finds the next expression that
satisfies them. It builds expressions from libraries that contain operators, the
libraries are expanded if the constraint solver was unsuccessful. Our application
of constraint based learning to model synthesis is given by the CEGIS loop
presented in Section 6.4.
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6.10 Related Work
We have given an overview of the related program synthesis in the last section.
Being a new field of study, there are not many results on synthesis for weak
memory. To the best of our knowledge, the only paper about memory model
synthesis is [39]. They present the tool MemSynth, which accepts as input
positive and negative reachability queries as well as a sketch of a memory model.
A sketch is an axiomatic memory model with so called expression holes in it, i.e.
relations that are not defined. Similar to our approach, MemSynth encodes the
problem in a formula and passes it to a solver. In their approach the solver is a
version of Rosette with an additional layer that handles expression holes. The
key aspect of MemSynth is that it can solve the entire synthesis problem with
one bounded relational logic query. Here, a hole is encoded by a nondeterministic
derivation tree of a bounded depth d. This approach is used to solve not only
model synthesis but also model ambiguity, model equivalence and program
verification. They claim to be able to synthesize TSO in 2 seconds and Power
in 12 seconds. We suspect that these short synthesis times are due to the very
restrictive nature of the sketches.

Another synthesis tool based on cat constructs programs that differentiate
two memory models [169]. This is of interest to memory model designers.

6.11 Conclusion and Future Work
We have presented Aramis, a synthesis tool for weak memory models in the cat
language. The input is a set of program reachability queries that are supposed to
succeed under the memory model and a set that is supposed to fail. It attempts
to synthesize a memory model with the required behavior. The tool uses our
encoding techniques for reachability and portability (see Chapter 4 and 5). Our
approach consists of an expansion phase where we repeatedly construct new
relations and a checking phase where we attempts to combine the relations to a
memory model.

We present two methods of expansion: enumeration and a CEGIS loop. Since
the approach of using SMT queries in a counterexample guided search was useful
for solving state portability, we construct a more involved CEGIS method for
the memory model synthesis. We introduce template relations, a concept that
allows us to extract useful relations from satisfying assignments of SMT queries
instead of executions.

We perform experiments on the prototype tool with expansion by enumeration
which suggest that our approach to memory model synthesis can produce correct
results for practical inputs in manageable time.

We discuss the more established field of program synthesis and how the preva-
lent approaches can be adapted for memory model synthesis. The application
of our encoding techniques for reachability and portability to memory model
synthesis shows that they can be used for more than program verification tasks.
They could be applied to solve all manner of problems in the field of concurrency
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under weak memory. For instance, it is useful to study the differences of similar
memory models in order to develop memory models. In the future, we hope to
explore how our techniques can be applied to synthesize a program that succeeds
for only one of two given memory models.

In Section C of the appendix, we present an idea how one could built on our
synthesis method in order check whether an input (Pos,Neg) is sufficient to
define a semantically unique CAT memory model. We also discuss some synthesis
techniques in Section C that we hope to implement in future work. Namely,
a stronger method of checking equivalence of relations and a more targeted
synthesis of relations where cycles of base relations are identified in executions
that should fail and a relation is constructed from these cycles. Another method
we would like to implement is the stochastic search examined in Section 6.9.
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Chapter 7

Petri Net Invariant Synthesis

Most program verification task consist of proving safety properties. We want to
show that the reachable configurations are safe, meaning they do not show certain
behavior that we want to exclude. Since most tasks in program verification
are undecidable and even simple tasks are very complex [112], the program
behavior is usually approximated. This is often done by generating an invariant,
which can be understood as a property that holds true for every reachable
configuration [75, 96, 36, 146]. We are looking for an invariant that acts as a
separator between reachable and undesired configurations. The challenge is to
find a type of invariant that is both not too hard to generate and expressive
enough to show the required properties. Inductive invariants are a prominent
approach for this[34, 60, 156]. An inductive invariant that is satisfied by a
configuration always stays satisfied after an execution step.

We examine Petri nets, a well established approach to modeling concurrent
systems [134, 130]. Their formal definition is given in Section 7.2. Petri nets are
a powerful tool for mathematical and graphical modeling with a wide array of
applications. Program verification tasks are usually expressed as either a Petri net
reachability problem or a coverability problem. Both problems are decidable [125,
142, 51]. However, the reachability problem is EXPSPACE-hard [133, 38] and
recently proven to be non-elementary hard [61]. The coverability problem is
EXPSPACE-complete [142, 51]. It was first solved with minimal coverability
sets by Karp and Miller [100]. This approach has been studied and improved
extensively [99, 166, 87, 144], but it still exceeds practical limits. This indicates
that the harder reachability problem should not be solved in an exact manner,
but rather it should be approximated.

Well known invariants for Petri nets are place invariants [52], transition
invariants, traps, siphons and the state equation [134]. Place invariants are
defined as follows. Let n be the number of places. The vector k ∈ Zn is a place
invariant if there is a constant c ∈ Z such that for every reachable marking m ∈ Nn
it holds k ⋅m = c. They are relatively easy to generate but not very expressive.
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We examine the use of a more general version of place invariants in the
form of inequalities by weakening the condition k ⋅m = c to k ⋅m ≥ c . Since
the constant c is no longer uniquely determined by k ⋅m due to the weaker
condition "≥", we expand on the previous invariant definition: A vector k ∈ Zn
and a constant c ∈ Z form an invariant (k, c) if every reachable marking m ∈ Nn
satisfies k ⋅ m ≥ c . Since each inequality k ⋅ m ≥ c forms a half space over
the n-dimensional space of markings, we refer to a tuple (k, c) as a half space.
These inequalities are powerful enough to express standard place invariants,
traps, siphons and more [162]. Our study of these half spaces encompasses their
structural properties as well as the decision problem whether a given half space
is inductive and culminates in a synthesis method for inductive half spaces.

Many inductive invariants are rather difficult to synthesize, Common ap-
proaches often employ continuous approximations in order to gain efficiency.
Most prominently, linear programming is faster than mixed or integer program-
ming [150] and the Farkas Lemma provides a powerful tool for solving a system
of linear inequalities in the continuous case but not for integers. This leads to
inexact methods that are not able to compute some invariants (see Section 7.1).

Our approach to synthesizing inductive invariants employs only discrete meth-
ods, it uses a Counter Example Guided Abstraction Refinement (CEGAR) [56]
loop with an efficient algorithm and employs an SMT-solver for solving linear
constraints. The main contributions of this chapter are as follows:

1. We perform a comprehensive study of half spaces as inductive invariants
of Petri nets and derive linear descriptions of their structural properties.

2. We analyze the complexity of the decision problem whether a given half
space is an inductive invariant. We find it co-NP-complete and in CSL.

3. We present a novel algorithm that solves the decision problem using
dynamic programming. We prove its correctness and optimality as well.

4. We introduce a CEGAR method that efficiently synthesizes inductive
invariants in the form of half spaces that separate the reachable markings
from a given set of undesirable markings.

5. We implement the synthesis method in the prototype tool Inequalizer1

and perform experiments in which we compare it to Mist [135], a safety
checker for Petri Nets.

Given a Petri net N and a marking mf , we study linear safety verification where
we want to separate mf from the reachable markings by an inductive half space.
This comes in two variants: the reachability version with only one undesirable
state mf and the coverability version with a set of undesirable markings ↑mf

that cover mf .
Our CEGAR method for the reachability version attempts to synthesize

an inductive invariant that is satisfied by the initial marking but not by mf

1https://github.com/florianfurbach/Inequalizer
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Figure 7.1: The CEGAR method.

(see Fig. 7.1). It can be easily adapted for the coverability version. It starts out
by generating an SMT formula φ that consists of linear inequalities describing
necessary properties of invariants. If there is no satisfying assignment, then
there is no separating invariant. A satisfying assignment consists of a vector k.
We now have to determine whether there is a constant c such that k ⋅m ≥ c is
inductive. Our method for solving the decision problem whether a given half
space is an inductive invariant can be applied here as well. We adapt it slightly
in order to generate a suitable constant c instead of testing a given c. If we
find a suitable c, then we have successfully synthesized a separating invariant
(k, c). If not, we update the formula using a constraint mul(k) which holds for
any multiple of the vector k. We set φ ∶= φ ∧ ¬mul(k) to ensure that we discard
multiples of k in the future.

Outline: The remainder of the paper is structured as follows. Related work is
discussed below. In Section 7.2 we introduce the necessary formalisms. Next,
we separate the space of inequalities into those that are trivialy inductive
(Section 7.3) and those for which inductivity is harder to determine (Section 7.4).
In Section 7.5 we describe necessary properties of t-inductive half spaces in a
formula φ. An analysis of the decision problem and an algorithm that solves it
are presented in Section 7.6. The experimental results are given in Section 7.7.
Finally, we present a conclusion and outlook.

The results of this chapter are based on research done together with Peter
Chini and Roland Meyer and have not been published before.

7.1 Related Work
Verification problems of Petri nets, in particular reachability and coverability,
have been the subject of considerable study for some time [100] and efficient
solutions keep getting developed [106]. Algorithmic solutions to coverability
analysis for vector addition systems were first introduced by Karp and Miller [100].
There are many different approaches to this. Most techniques are based on a
forward or backward state-space exploration [80, 86, 99, 101, 166].

A method that has drawn interest are unfoldings [73, 127, 71, 113]. Notably,
Abdulla et al [7] solve coverability by constructing an unfolding that represents
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backwards reachable states and analyzing it using a SMT formula (of exponential
size). Approximation refinement is used in [125].

Profiting from recent advances in SMT-solving techniques, deriving program
properties by constraint solving has become a popular method [92, 7, 72, 156].
In [136], ranking functions are synthesized by solving linear inequalities in order
to prove termination of unnested programs.

Petri net methods for reachability or coverability based on constraint solv-
ing often simplify the problem by using continuous values or disregarding the
transition guards. This allows for simpler definitions of Petri nets or inductivity
and provides tools like the Farkas Lemma but it also leads to fewer invariants.
Esparza et al [72] build linear constraints from the marking equation and trap
properties in order to disprove co-linear properties. Then, they apply the Farkas
Lemma in order to generate an inductive invariant that disproves the property.

There is even already existing work studying the synthesis of half spaces by
Sipma et al [147]. Their approach provides a closed-form characterization of
inductive half spaces. However, they interpret Petri nets as transition systems
over real values and thus their notion of inductivity does not allow for invariants
that we call non-trivial. For instance, they cannot handle our example in Fig. 7.2.
Our method builds on their approach by adapting their closed form to allow for
non-trivial inequalities and using it inside a CEGAR loop.

Marvin Triebel examines the semantic properties of half spaces and shows
that some inequalities describe more general versions of established inductive
invariants like traps, siphons, and s-invariants [162].

7.2 Linear Safety Verification
We formulate the problem of safety verification for Petri nets by means of half
spaces and introduce the necessary formalisms.

Petri Nets. A Petri Net is a tuple N = (P,T,F ), where P is a finite set
of places, T is a finite set of transitions, and F ∶ (P × T ) ∪ (T × P )→ N is a flow
function. We denote the number of places ∣P ∣ by n. The places are numbered.
For convenience, we use a place pi and their numeric value i interchangeably:
Given a vector x ∈ Nn we denote its i-th component as both x(i) and x(pi).
For a transition t ∈ T we define vectors t−, t+ ∈ Nn. The i-th component of t−,
with pi ∈ P , is defined to be F (p, t), written t−(i) = t−(pi) ∶= F (pi, t). Similarly,
t+(p) ∶= F (t, p). The vector t∆ captures the difference t∆ ∶= t+ − t−.

The semantics of a Petri Net N is defined in terms of markings. A marking
m is a vector in Nn. Intuitively, it puts a number of tokens in each place. A
marking is said to enable a transition t if m(p) ≥ t−(p) for each place p ∈ P ,
written m ≥ t−. The set of all markings that enable t is called the activation space
of t and denoted by Act(t). Note that Act(t) = {t− + v ∣ v ≥ 0}. If m ∈ Act(t),
then t can be fired, resulting in the new marking m′ =m + t∆. This constitutes
the firing relation, written as m[t⟩m′. We lift the relation to sequences of
transitions σ = t1 . . . tk ∈ T ∗ where convenient, writing m[σ⟩m′. A marking mf
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Figure 7.2: Petri Net with places p1, p2 and transitions u, t, v. The edges correspond
to entries of the flow function F . We omit the label if it is 1.

is called reachable from a marking m0 if there is a sequence of transitions σ such
that m0[σ⟩mf . We use post∗(m0) to denote the markings reachable from m0

and pre∗(mf) are the markings from which mf is reachable. A marking mf is
coverable from m0, if there is a sequence of transitions σ and a marking m ∈ ↑mf

such that m0[σ⟩m. The upward closure of mf is ↑mf = {m ∈ Nn ∣ m ≥mf}.

(Inductive) Half Spaces. We describe sets of markings by means of half
spaces. Let N = (P,T,F ) be a Petri net, k ∈ Zn, and c ∈ Z. The half space defined
by k and c is Sol(k, c) = {m ∈ Zn ∣ k ⋅m ≥ c}. Here, k ⋅m = ∑p∈P k(p) ⋅m(p) is the
usual scalar product. Note that we could also define half spaces via k ⋅m ≤ c. This
is of course equivalent since k ⋅m ≥ c if and only if −k ⋅M ≤ −c. We are interested
in half spaces that are inductive in the sense that they cannot be left by firing
transitions. A half space (k, c) is t-inductive if for any m ∈ Act(t) ∩ Sol(k, c) we
have m + t∆ ∈ Sol(k, c). A half space (k, c) is inductive if it is t-inductive for all
t ∈ T . We use IHS as a shorthand for inductive half space.

This means a half space (k, c) is not t-inductive iff there is a marking m
in the half space (k ⋅m ≥ c), from which t can be fired (m ≥ t−), and by firing
t, the half space is left (k ⋅ (m + t∆) < c). It holds m ≥ t− iff there is a vector
x ∈ NS such that m = t− + x. Together that gives us the following property that
describes inductivity:

Theorem 15. A half space (k, c) is t-inductive iff

∄x ∈ Nn ∶ c ≤ k ⋅ x + k ⋅ t− < c − k ⋅ t∆

The formal proof is straightforward and given in Section D.1 of the appendix.
This theorem provides us a way to disprove inductivity by finding a vector that
satisfies two linear inequalities. It is a key insight behind our method for checking
inductivity in Section 7.6

Example We provide some geometric intuition about the introduced no-
tions. Consider the Petri net depicted in Figure 7.2. Focus on transition t.
The vectors describing t are t− = (2,1) (illustrated by the incoming edges of
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Figure 7.3: Geometric interpretation of (k, c) in Z2.

t), t+ = (1,2) (the outgoing edges of t), and their difference t∆ = (−1,1). The
activation space of t is the set Act(t) = {(2,1) + (x, y) ∣ x, y ∈ N}. It is visualized
in Figure 7.3 by the yellow area. Let m0 = (3, 1) and mf = (0, 4) be two markings
of the net. Consider the half space defined by k = (3, 2) and c = 9. In Figure 7.3,
it is indicated by the line k ⋅ x = c, x ∈ R2: Sol(k, c) is the set of vectors that lie
above the line. Clearly, m0 ∈ Sol(k, c) and mf ∉ Sol(k, c) and thus the inequality
is separating. The markings in Act(t) ∩ Sol(k, c) are colored blue in Figure 7.3.
The half space is t-inductive: if m ∈ Act(t) ∩ Sol(k, c), firing t∆ does not lead to
a marking below the line. As we will see in the following section, (k, c) is also u
and v-inductive. Hence, (k, c) is a proof for non-reachability of mf from m0.

Linear Safety Verification Our goal is to find inductive half spaces that
disprove reachability or coverability. Formally, the first algorithmic problem we
will study is LSV(R), linear safety verification (reachability version):

Given: A Petri net N and two markings m0,mf .
Question: Is there an IHS (k, c) such that m0 ∈ Sol(k, c) and
mf ∉ Sol(k, c)?

Problem LSV(C), linear safety verification (coverability version), is defined by:

Given: A Petri net N and two markings m0,mf .
Question: Is there an IHS (k, c) such that m0 ∈ Sol(k, c) and
↑mf ∩ Sol(k, c) = ∅?

The reader familiar with separability will note that disproving reachability of
mf from m0 amounts to finding a separator between post∗(m0) and pre∗(mf).
A separator is a set S ⊆ Nn so that post∗(m0) ⊆ S and S ∩ pre∗(mf) = ∅.
The difference between separability and the linear safety verification problem
formulated above is that separators are neither required to be half spaces nor
required to be inductive.

The choice for half spaces and inductivity is motivated by the constraint-
based approach to safety verification that we pursue. Half spaces can be given in
terms of (k, c), a format that is computable by a solver. Inductivity yields a local
check for separation. Indeed, if (k, c) is inductive and m0 ∈ Sol(k, c), we already
have post∗(m0) ⊆ Sol(k, c). Similarly, if (k, c) is inductive and mf ∉ Sol(k, c),
then pre∗(mf) ∩ Sol(k, c) = ∅. Hence, Sol(k, c) is indeed a separator. There are,
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however, separators that are neither half spaces nor inductive. To see the latter,
consider a transition that is not enabled in post∗(m0) but happens to be enabled
in the separator.

While reachability and coverability are decidable for Petri nets [100], decid-
ability is still unknown for LSV(R) and LSV(C). The difficulty in linear safety
verification is the check for inductivity. We tackle the problem by decomposing
the set of half spaces into two classes. So-called trivial half spaces will always
be inductive (and so the check is trivial). Non-trivial half spaces are the ones
for which inductivity is non-trivial to check. Our main findings are necessary
conditions for non-trivial half spaces to be inductive.

7.3 Trivial Half Spaces
We introduce three criteria for half spaces that, if satisfied, each guarantee
inductivity. Intuitively, a half space is trivial if firing a transition always enters
the half space or firing a transition in the half space either leads deeper into the
half space or is not possible. It has to satisfy one of the three criteria. The idea
for the criteria is due to [147, 162], we do not claim any novelty for this section.

The first case in which inductivity of a half space (k, c) wrt. a transition
t is trivial is if k and t point in the same direction. More formally, the half
space (k, c) is oriented towards transition t if k ⋅ t∆ ≥ 0. The scalar product gives
information about the angle between the vectors k and t: if it is non-negative,
the angle is at most 90 degrees. Hence, firing the transition moves the current
marking away from the border of the half space. To give an example, the half
space in Figure 7.3 is oriented towards the transitions u and v. It is not, however,
oriented towards transition t. Indeed, firing that transition means moving closer
to the border of the half space. It remains to argue that a half space which is
oriented towards a transition t is t-inductive.

Lemma 10. Let (k, c) be oriented towards t. If m ∈ Act(t) ∩ Sol(k, c), then
m + t∆ ∈ Sol(k, c).

Proof. The lemma holds by k ⋅ (m + t∆) = k ⋅m + k ⋅ t∆ ≥ k ⋅m ≥ c. The first
equality is by distributivity of the scalar product, the following inequality is by
the definition of orientation towards t, and the last inequality is by m ∈ Sol(k, c).
Finally, (m+t∆) ∈ Sol(k, c) follows from k ⋅(m+t∆) ≥ c according to the definition
of Sol(k, c).

The lemma constitutes a first step in synthesizing inductive inequalities. If
one wants to find a t-inductive inequality (k, c) that t-separates two markings
m0 and mf and is oriented towards t, it will be a solution of the linear system

k ⋅m0 ≥ c ∧ k ⋅mf < c ∧ k ⋅ t∆ ≥ 0.

For other inequalities we can, however, not hope for a similar result. There
are half spaces that fail to be inductive for certain transitions. In fact, it turns
out that deciding inductivity for a half space is NP -hard (see Section 7.6). As
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an example, consider the inequality from Figure 7.3 again. If we replace c = 9
with c′ = 8, we get (k, c′) which is not t-inductive. We have k ⋅ t− = 8 = c′ but
k ⋅ (t− + t∆) = 7 < c′. When firing t from marking t−, we leave the solution space
of (k, c′) with t− ∈ Sol(k, c′).

Next, we consider inductivity of a half space (k, c) with respect to a transition
t if k ≥ 0 holds. This condition implies that k ⋅m describes a monotone function.
Increasing the values of m can only cause k ⋅m ≥ c to become or remain satisfied.
Note that a violation of inductivity implies a value k ⋅m that becomes smaller
than c after a transition is fired. In this case, it suffices to check inductivity for the
marking m in Act(t)∩Sol(k, c) with the least value k ⋅m. Determining the least
marking relative to unknown (k, c), however, does not admit a linear formulation.
As a linear approximation, we require inductivity for t−, the least marking in
Act(t). Formally, we call (k, c) monotone for t if k ≥ 0 and k ⋅ (t− + t∆) ≥ c hold.

Lemma 11. Let (k, c) be monotone for t. If m ∈ Act(t) ∩ Sol(k, c), then
m + t∆ ∈ Sol(k, c).

Proof. Note that membership m ∈ Act(t) implies m = t− + v with v ∈ Nn. We
have k ⋅ (m + t∆) = k ⋅ (t− + t∆ + v) = k ⋅ (t− + t∆) + k ⋅ v ≥ c. The first equality
rearranges the terms of m + t∆, the second is distributivity, the third is by the
fact that k ⋅ (t− + t∆) ≥ c and k ⋅ v ≥ 0. The former holds by the definition of
monotonicity for half spaces, the latter is by the fact that k, c, v ≥ 0. It holds
m + t∆ ∈ Sol(k, c) since k ⋅ (m + t∆) ≥ c.

The last case in which it is easy to check (k, c) for being inductive wrt. t
is that k ≤ 0 and thus (k, c) is antitone in the marking. Now, if the half space
(k, c) does not contain a marking that enables t, it is t-inductive. Not containing
such a marking means Act(t) ∩ Sol(k, c) = ∅. Since k ≤ 0, this is equivalent to
checking that t−, the least vector in Act(t), does not satisfy k ⋅ t− ≥ c. To sum
up, we call (k, c) antitone for t if k ≤ 0 and k ⋅ t− < c.

Lemma 12. If (k, c) is antitone for t, then Act(t) ∩ Sol(k, c) = ∅.

Proof. Note that membership m ∈ Act(t) means m = t−+v for some v ∈ Nn. Now
k ⋅m = k ⋅ (t− + v) = k ⋅ t− + k ⋅ v < c follows. The inequality is by k ⋅ t− < c and
k ⋅ v ≤ 0. The former holds by the definition of antitone half spaces, the latter by
k ≤ 0 and v ≥ 0.

The following definition summarizes the three criteria developed above into
the notion of trivial half spaces.

Definition 14. Half space (k, c) is trivial wrt. transition t if (k, c) is oriented
towards t, (k, c) is monotone for t, or (k, c) is antitone for t.

We use the term trivial since the half spaces are trivially inductive. This is
stated in the following theorem and follows directly from the above lemmas.

Theorem 16. ([162]) If (k, c) is trivial wrt. t, it is t-inductive.
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7.4 Non-Trivial Half Spaces
We now concentrate on half spaces that are inductive but not trivially so. This
means the half spaces are neither oriented towards the transition of interest, nor
monotone, nor antitone. By understanding these half spaces, we comprehend
to which degree triviality is a restrictive proof principle. The first concern is
this. If the half space is not oriented towards the transition, triviality requires
k ≥ 0 or k ≤ 0. This means we could be missing inductive half spaces where some
entries of k are positive while others are negative.

The main finding in this section is that such half spaces do not exist. Instead,
triviality is complete in the following sense.

Theorem 17. If (k, c) is t-inductive but not oriented towards t, then either
k ≥ 0 or k ≤ 0 holds.

Proof. The proof makes use of so-called syzygies, a concept well-known in
commutative algebra [91]. Given a finitely generated module M over a ring R
and a set k1, ..., kn of generators, a syzygy of M is an element (s1, ..., sn) ∈ Rn
for which s1k1 + ⋯ + snkn = 0 holds. For our purpose, the intuition behind a
syzygy is that it is a vector that returns 0 if it is multiplied with k. This means
we can add a syzygy to a marking without changing the scalar product of the
marking and k.

We show that any half space (k, c) that is not oriented towards t and where
k(i) > 0 and k(j) < 0 for some i, j ∈ [1, n] cannot be t-inductive. Let (k, c) be
such an inequality and u ∈ Zn a vector in Sol(k, c). Note that such a vector
always exists. We construct from u a vector v close to the border of the half
space. Then the idea is to lift v to a marking m by adding non-negative syzygies.
The resulting marking lies in Act(t) ∩ Sol(k, c) and shows that (k, c) cannot be
t-inductive by satisfying m + t∆ /∈ Sol(k, c).

The vector v is defined by v = u+ ⌊ c−k⋅u
k⋅t∆ ⌋ ⋅ t∆ ∈ Zn. Since k ⋅ t∆ < 0 by the fact

that (k, c) is not oriented towards t, we get that k ⋅ v ≥ c:

k ⋅ v = k ⋅ u + ⌊c − k ⋅ u
k ⋅ t∆ ⌋ ⋅ k ⋅ t∆ ≥ c + c − k ⋅ u − k ⋅ t∆ ≥ c.

The first equality is by the definition of v, the following inequality is by ⌊x⌋ ≥ x−1
and the last inequality is by k ⋅u ≥ c and k ⋅t∆ < 0. Similarly, we get k ⋅(v+t∆) < c:

k ⋅ (v + t∆) ≤ k ⋅ u + c − k ⋅ u
k ⋅ t∆ ⋅ k ⋅ t∆ + k ⋅ t∆ = c + k ⋅ t∆ < c.

The first inequality is by ⌊x⌋ ≤ x and the definition of v, the last inequality is
by k ⋅ t∆ < 0. This means it holds v ∈ Sol(k, c) and v + t∆ ∉ Sol(k, c). However,
this is not yet a counter example to t-inductivity. We cannot ensure that v is a
marking that activates transition t.

Such a marking can be constructed by adding syzygies to v. For p ∈ P , let ep
denote the p-th unit vector. For any p ∈ P , we construct a syzygy sp, depending
on k(p). If k(p) > 0, we set sp = −k(j) ⋅ ep + k(p) ⋅ ej . If k(p) < 0, we define
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sp = −k(p) ⋅ ei + k(i) ⋅ ep. For the case k(p) = 0, we simply set sp = ep. Note that
all vectors sp are elements of Nn and each satisfies k ⋅ sp = 0.

The syzygies sp allow for adding non-negative values to each component of v
without changing the scalar product with k. It is easy to see that this is true:
Assume k(p) > 0, for any vector v and constant µ holds

k ⋅ (v + µ ⋅ sp) = k ⋅ v − µ ⋅ k(p) ⋅ k(j) + µ ⋅ k(j) ⋅ k(p) = k ⋅ v.

The argument for k(p) < 0 is analogue. Hence, there exist µp ∈ N such that
v + ∑p∈P µp ⋅ sp ≥ t−. If we set m = v + ∑p∈P µp ⋅ sp, we obtain a marking
m ∈ Act(t) ∩ Sol(k, c) such that m + t∆ ∉ Sol(k, c).

An alternative proof of the theorem without syzygies is given in Section D.4
of the appendix. The theorem does not state that triviality captures all inductive
half spaces. In the monotone case, we still approximate the least element in
Act(t) ∩ Sol(k, c) by t−. But except for that, we are precise.

Non-trivial inequalities do not admit a simple structure like trivial inequalities
do. In fact, we cannot even hope for a linear constraint system of polynomial
size, describing the space of t-inductive non-trivial inequalities. The reason
is as follows: if such a system would exist, call it L(k, c), we could decide t-
inductivity for each given half space (k, c) in polynomial time. An algorithm for
the problem would first test whether (k, c) is trivial or non-trivial. In the first
case, t-inductivity would be immediate. In the latter case, the algorithm would
plug (k, c) into the system L(k, c) and evaluate. Depending on the evaluation,
(k, c) would be t-inductive or not. All the described steps can be carried out in
polynomial time. Hence, this contradicts the NP -hardness of the problem (in
binary encoded input) which we will prove in Section 7.6.

However, we can give a close approximation by using necessary conditions
derived from structural properties. A first step towards this is the following
lemma. It combines Theorem 17 with the notion of non -trivial inequalities.

Lemma 13. Any half space (k, c) that is t-inductive and non-trivial for t satisfies
either (a) k ≥ 0 and k ⋅ t− < c − k ⋅ t∆ or (b) k ≤ 0 and k ⋅ t− ≥ c.

Note that Theorem 17 is essential for proving the lemma. The lemma
provides geometric intuition to separate non-trivial from trivial inequalities.
In the non-trivial case, the set Sol(k, t) ∩ Act(t) is a strict non-empty subset
of the activation space Act(t). This stands in contrast to trivial inequalities,
where Sol(k, t) ∩Act(t) is either empty or (nearly) the whole activation space.
Moreover, Lemma 13 is a tool for proving the following necessary criterion.

Lemma 14. Let (k, c) be non-trivial for t and t-inductive. For any element
k(i) of k with ∣k(i)∣ denoting its absolute value holds

k(i) = 0 ∨ ∣k(i)∣ ≥ −k ⋅ t∆. (7.1)

Proof. Assume towards contradiction that there is a k(i) with 0 < ∣k(i)∣ ≤ −k ⋅ t∆
Since it is non-trivial, we can apply Lemma 13 and either (a) or (b) holds. For
both cases, we define a value z such that c ≤ k ⋅ t− + z ⋅ k(i) < c− k ⋅ t∆ is satisfied.

136



Case (a) k ⋅ t− < c − k ⋅ t∆ and k ≥ 0: There is a smallest z ∈ N such that
c ≤ k ⋅ t− +z ⋅k(i). If k ⋅ t− ≥ c, then z = 0 holds trivially. Note that k ⋅ t− +z ⋅k(i) =
k ⋅ t− < c − k ⋅ t∆ holds by (a). If k ⋅ t− < c, then z exists since k(i) > 0. Assume
towards contradiction that c − k ⋅ t∆ ≤ k ⋅ t− + z ⋅ k(i). It holds

k ⋅ t− + (z − 1) ⋅ k(i) ≥ c − k ⋅ t∆ − k(i) ≥ c.

The first inequality is by the assumption c−k ⋅ t∆ ≤ k ⋅ t− + z ⋅k(i) and the second
is by ∣k(i)∣ ≤ −k ⋅ t∆. This means z − 1 also satisfies the condition which is a
contradiction to z being smallest. The condition c ≤ k ⋅ t− + z ⋅ k(i) < c − k ⋅ t∆ is
satisfied either way.

Case (b) k ⋅ t− ≥ c and k ≤ 0: There is a smallest z ∈ N such that
k ⋅ t− + z ⋅ k(i) < c − k ⋅ t∆. Since z is smallest and ∣k(i)∣ ≤ −k ⋅ t∆ holds it follows
c ≤ k ⋅ t− + z ⋅ k(i) < c − k ⋅ t∆ as well. The detailed proof is omitted since it is
analogue to (a).

We define the vector x ∈ Nn as x = z ⋅ ei. According to Theorem 15,
this implies that (k, c) is not t-inductive which is a contradiction.

7.5 Generating Invariants
We now combine the collected conditions in order to categorize the inductive
inequalities. We use these properties to construct an SMT-formula that consists
of linear constraints and gives a good over-approximation of all k that can form
inductive invariants. In order to keep the constraints in the formula linear, we
only generate the vector k. This means we cannot directly apply properties that
require c. However, we can apply them indirectly using bounds of c. Recall that
we want a separating invariant, i.e. m0 should satisfy the inequality but not mf .
It follows k ⋅m0 ≥ c and k ⋅mf < c and thus k ⋅m0 > k ⋅mf holds. This gives us
a lower and upper bound of c. We apply these bounds of c to the definition of
trivial inequalities and derive the following conditions.

k ⋅m0 > k ⋅mf (0)

k ⋅ t∆ ≥ 0 (1)
k ≤ 0 ∧ k ⋅ t− < k ⋅m0 (2)

k ≥ 0 ∧ k ⋅ t− > k ⋅mf − k ⋅ t∆ (3)

Each single condition (1)-(3) together with (0) ensures trivial t-inductivity for
some values of c within the limits. If none of these condition hold, then we get
non-trivial inequalities. In this case Theorem 17 applies:

k ≥ 0 ∨ k ≤ 0. (4)

We can also apply Lemma 14 directly and add Condition (5):

k(i) = 0 ∨ ∣k(i)∣ ≥ −k ⋅ t∆. (5)
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We collect the linear constraints in the SMT-formula φt that is satisfied by
exactly the vectors k that form a separating t-inductive inequality with some c:

φt ∶= (0) ∧ ((1) ∨ (2) ∨ (3) ∨ ((4) ∧ (5))).

Finally we construct the input formula φ ∶= ⋀t∈T φt for the CEGAR loop outlined
in Fig. 7.1. Each satisfying assignment consists of a vector k that could be
extended to a IHS with a constant c.

As discussed in the previous section, it is not possible to construct a linear
constraint system of polynomial size that describes precisely all IHS. However,
we give a close approximation. By utilizing the derived structural properties,
we obtain a formula containing linear constraints. Its solutions are precisely the
vectors k that can form t-inductive inequalities.

Lemma 15. There is a c ∈ Z such that (k, c) is a separating t-inductive inequality
iff k is a solution of φt.

The proof of this lemma is technical but rather straightforward, it is given
in Section D.2 of the appendix. So for each solution k of φ, there are values c
for every transition t such that (k, c) is t-inductive. The problem is that these c
may be different for each transition. The challenge is to find a common value c.
For this reason, we prefer solutions k of φt that allow for many values of c. We
prioritize condition (1) where (k, c) is t-inductive for every value of c.

If a vector k generated by φcannot form a IHS, we can exclude not only the
vector k but all multiples of k in future iterations. We archive this by updating
the formula φt ∶= φt ∧ ¬mul(k).

Lemma 16. Let k′ ∶= a ⋅ k with a ∈ N. If (k′, c) is an IHS, then so is (k, ⌈ c
a
⌉).

Proof. We use contraposition. Given a marking m that violates t-inductivity of
(k, ⌈ c

a
⌉). We show that it violates t-inductivity of (k′, c) as well.

If it holds k ⋅m ≥ ⌈ c
a
⌉, then it follows k ⋅m ≥ c

a
from ⌈ c

a
⌉ ≥ c

a
and thus k′ ⋅m ≥ c.

If it holds k ⋅ (m + t∆) < ⌈ c
a
⌉ then it follows k ⋅ (m + t∆) + 1 ≤ ⌈ c

a
⌉. Finally, we

conclude k′ ⋅ (m + t∆) < c using ⌈ c
a
⌉ ≤ c

a
+ 1.

The above lemma shows that our method of excluding multiples does not
forbid vectors that may form an IHS. If a multiple k′ = a ⋅ k of k could form an
IHS (k′, c), then k would have already formed an IHS (k, ⌈ c

a
⌉).

The presented approach generates IHS. In order for the method to be a
semi-decider for LSV(R), we need to additionally ensure that any candidate k
is generated by the SMT solver at some point. This is achieved by adding a
constraint that imposes a bound on the absolute values of k. If the formula
becomes unsatisfiable, the bound is increased. It remains to show how our
semi-decider for LSV(R) can be adapted for LSV(C).
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7.5.1 Coverability
Note that Condition (0) ensures the existence of a value c such that m0 satisfies
the inequality while mf does not. When we check for coverability, we need
to additionally ensure that all markings m with m ∈ mf ↑ do not satisfy the
inequality, meaning mf ↑ ∩Sol(k, c) = ∅.

Theorem 18. Let (k, c) be such that mf ∉ Sol(k, c). It holds mf ↑ ∩Sol(k, c) = ∅
iff k ≤ 0.

Proof. "⇒:" Let mf ↑ ∩Sol(k, c) = ∅. We assume towards contradiction that
k(i) > 0 holds for some i ≤ n. Let m be such that m(i) = mf(i) + (c − k ⋅mf)
and m(j) =mf(j) for all j ≤ n with j ≠ i. Then k ⋅m = k ⋅mf + k(i) ⋅ (c− k ⋅mf).
Since k(i) > 0 and (c − k ⋅mf) > 0, it follows k ⋅m ≥ k ⋅mf + 1 ⋅ (c − k ⋅mf) =
k ⋅mf +c−k ⋅mf = c ≥ c and thus m ∈mf ↑ ∩Sol(k, c) ≠ ∅. This is a contradiction
to mf ↑ ∩Sol(k, c) = ∅.
"⇐:" Let k ≤ 0 and m ∈mf ↑ and thus m ≥mf . It follows k ⋅m ≤ k ⋅mf < c and
thus m ∉ Sol(k, c). This means mf ↑ ∩Sol(k, c) = ∅.

We can now adapt our CEGAR loop for LSV(C) by applying the above
theorem. We add a constraint k ≤ 0 (6) to the formula φ ∶= φ ∧ (6). With
this additional condition, we can assure that any any IHS synthesized by our
algorithm contains no marking in mf ↑ and thus proves that mf is not coverable.

We will show how to generate a suitable c for a given k in the following
section.

7.6 Checking Inductivity
We examine non-trivial half spaces and introduce a procedure that decides
t-inductivity of a given half space (k, c). We can then generalize this technique
to compute all values of c that form an IHS with a given vector k. We present
Algorithm 7 which iterates over values of k ⋅m where m ∈ ACT (t). If the half
space is not t-inductive, then there is a marking m ∈ ACT (t) that satisfies the
half space and m + t∆ does not. Such a value k ⋅m is located in the targeted
interval from c to c − k ⋅ t∆ − 1. Let K ∶= {k(i) ∣ i ≤ n} be the set of values that
occur in vector k. We examine sequences over these values k1..kl ∈K∗ where K∗

is the Kleene Star. It is important to note that ki does not denote the position in
the vector (which is written k(i)) but rather the position in the given sequence
over the values of k. We apply the following theorem and represent the product
k ⋅m with the corresponding sum k ⋅ t− +∑li=1 ki.

Theorem 19. A half space (k, c) is t-inductive iff

∄k1..kl ∈K∗ ∶ c ≤ k ⋅ t− +
l

∑
i=1

ki < c − k ⋅ t∆

This condition of t-inductivity follows from Theorem 15. The formal proof is
given in Section D.3 of the appendix.
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k ⋅ t−

k1 k2
target

ki

Figure 7.4: This is an example run of the algorithm. Here, the starting point k ⋅ t− is
less than c and k is positive. The algorithm adds k1, k2, .., ki until it overshoots the
target interval. Since every value is reached at most once, the run-time is polynomial
in the input values (See Theorem 24 of the appendix).

Recall that for non-trivial IHS, k cannot contain both positive and negative
entries. The algorithm starts at k ⋅t− and adds values of k until it either has found
a value that violates Theorem 19 or it can confirm that none exists. The half
space is not t-inductive if the algorithm has "passed" the target interval. The
algorithm employs dynamic programming in order to iteratively compute values
of partial sums. The partial sum, which is given implicitly by the computation
of the algorithm, is extended in a directed way towards the target interval. If a
reached value is lower than the target interval, then at least one value has yet to
be added. Since addition is commutative, it is sufficient to add the value in the
current step: A sketch of an example run of the algorithm is given in Figure 7.4.

We prove that the algorithm is both correct (Lemma 29) and complete
(Lemma 30) in Section D.3 of the appendix.

Theorem 20. Deciding inductivity of a half space is co-NP complete.

Proof. To show that the problem is in co-NP , we solve it by non-deterministically
guessing a vector x that violates Theorem 15. We utilize Theorem 25 in Sec-
tion D.3 of the appendix which shows that we only have to consider values in a
polynomial bound. We reduce the complement of the unbounded subset sum
problem to inductivity in order to prove co-NP hardness.

The Unbounded subset sum problem [83] is defined as follows: Given
w1, ..wn, d ∈ N, are there x1, .., xn ∈ N such that ∑ni=1 xi ⋅wi = d?

The main difference to deciding t-inductivity is that in inductivity, we have a
targeted interval and in the unbounded subset sum problem, we have a targeted
value d. The idea is to choose such a value t∆ such that the targeted interval
becomes so small that only one value in it can be reached.

We set k(i) ∶= wi for all i ≤ n. The greatest common divisor (gcd) of an
vector k with either k ≥ 0 or k ≤ 0 is defined as gcd(k) ∶= gcd(k(1), . . . , k(n)).
Note that the gcd is ≤ 0 if k ≤ 0. We calculate gcd(k) as well as a vector a ∈ Zn
such that k ⋅ a = gcd(k). This is done in polynomial time using the Euclidean
method. We construct the uniquely defined smallest Petri net N with a single
transition t such that t∆ = −a. We set c ∶= d + k ⋅ t−. If d is not a multiple of gcd
then the unbounded subset sum instance is not valid since every sum ∑ni=1 xi ⋅wi
must also be a multiple of gcd. This can be checked in polynomial time, so we
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Algorithm 7: Inductivity
1 queue.add(k ⋅ t−);
2 reached[k ⋅ t−]∶= True;
3 repeat
4 current:=queue.remove();
5 if c ≤ current < c − k ⋅ t∆ then
6 return Not inductive;
7 end
8 for k ∈K do
9 if (current + k < c − k ⋅ t∆ ∧ k ≥ 0)

10 ∨(current + k ≥ c ∧ k ≤ 0) then
11 if ¬reached[current + k] then
12 queue.add(current + k);
13 reached[current + k]:=True
14 end
15 end
16 end
17 until queue.isEmpty ;
18 return Inductive

can assume that d is a multiple of gcd. If this constructed half space is inductive,
then we can apply Theorem 19 and it follows:

∄k1..kl ∈K∗ ∶ c ≤ k ⋅ t− +
l

∑
i=1

ki < c − k ⋅ t∆

⇔ ∄k1..kl ∈K∗ ∶ d ≤
l

∑
i=1

ki < d − k ⋅ t∆

If the constructed half space is not inductive, then it follows:

∃k1..kl ∈K∗ ∶ c ≤ k ⋅ t− +
l

∑
i=1

ki < c − k ⋅ t∆

⇔ ∃k1..kl ∈K∗ ∶ d ≤
l

∑
i=1

ki < d − k ⋅ t∆

Since d is a multiple of gcd and −k ⋅ t∆ = gcd, it holds that there is no number
z ∈ Z such that d < z < d − k ⋅ t∆ where z is a multiple of gcd. This means
d = ∑li=1 ki follows from d ≤ ∑li=1 ki < d − k ⋅ t∆. We conclude that that the
reduction is indeed correct.

From co-NP hardness and Theorem 24 of the appendix follows that our
algorithm is optimal. In Section D.3 of the appendix, we perform a more
comprehensive analysis of the complexity of the decision problem. We will
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present an alternative algorithm and then show that the problem is in L for
unary encoded input and fixed dimension of k, in co-NL for unary encoded input,
in co-CSL for binary encoded input, and that it is fixed parameter tractable.

7.6.1 Generating the Constant
It is easy to see how this algorithm can be generalized to compute all values c
such that the half space is t-inductive. In this case we do not know where the
targeted interval is. Instead, we simply compute the reached values and look for
any gap between them that is large enough to contain a targeted interval. If it
is, then we have found values for c. The question is now whether the procedure
terminates and if so, whether it does so in a certain time limit. Here, we use the
so-called Frobenius number [44].

Theorem 21 (Frobenius Number [44]). Let a1, . . . , an ∈ N such that
gcd(a1, . . . , an) = 1 and let amax, amin denote elements of a1 . . . an with maximal,
respectively minimal, absolute value. The largest integer that cannot be repre-
sented as a positive linear combination of the ai is called the Frobenius number.
It exists and is bounded by (amax − 1) ⋅ (amin − 1).

The proof is given in [44]. Intuitively, this means that at a certain point, our
algorithm reaches every multiple value of gcd(k) = 1 and because of that there
are no more gaps between reached values that are large enough to contain a
targeted interval. As a consequence of the these considerations, we get a new
bound on the possible values of c for a non-trivial t-inductive half space. This
bound is independent of the Frobenius number and the greatest common divisor.

Theorem 22. Let k ⋅ m ≥ c be a non-trivial t-inductive half space and let
kmax, kmin denote entries of k with maximal and minimal absolute values.

1. If k ≥ 0, then it holds that c < kmax ⋅ kmin + k ⋅ t−.

2. If k ≤ 0, then it holds that c ≥ −kmax ⋅ kmin + k ⋅ t−.

The formal proof is given in Section D.3.1 of the appendix. We can terminate
the adapted version of Algorithm 7 as soon as the corresponding bound according
to Theorem 22 is reached. Since the bound is polynomial in k, this means our
complexity results still apply for the generalized algorithm.

Given a vector k, we can apply the general algorithm for all transitions and
check if there is a value c that is in the set of solutions for every transition and
that satisfies k ⋅m0 ≥ c > k ⋅mf .

Given a transition t, our technique generates a set of possible values c such
that (k, c) is t-inductive. If the intersection of these sets of possible c is not
empty, each value c in it gives an inductive half space (k, t). Instead of running
the algorithm individually for each transition, our implementation speed up
this technique. We are running the method for all transitions in an interleaved
manner so that we process the same range of reached values for each transition.
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We stop as soon as we have either found a c that is suitable for each transition
or when there are no more possible solutions for one of the transitions. The
run-time of the algorithm is polynomial in k.

7.7 Experiments
We implemented the CEGAR method in a Java prototype tool called Inequal-
izer2 which uses Z3 [65] as the back-end SMT solver. Before the tool executes
the CEGAR loop, it uses an SMT-query to check whether there is a separating
inductive invariant that is trivial for all transitions.

The Inequalizer supports two features of the SMT solver, incremental solv-
ing and minimization. In incremental solving, the SMT-solver reuses information
learned by previous queries in earlier iterations. We use minimization to guide
the CEGAR search towards more likely candidates. The idea here is that in the
non-trivial case, there may only few suitable value c that ensure t-inductivity.
So we prefer an inequality that is trivial w.r.t. as many transitions as possible.
We assign the value 0 for every transition where the assignment k only results in
trivial inequalities and 1 for the non-trivial ones. Then we request a solution for
which the sum over these values is minimal.

We execute the tool on the example given in Fig. 7.2. We find that there
are no trivial separating IHS. Using incremental solving, the algorithm takes 3
iterations and returns the non-trivial separating IHS k = (53,52), c = 209. If we
use minimization, we only require 2 iterations and get the non-trivial separating
IHS k = (8,5), c = 22. In both cases, the running time is under a second. The
difference in iterations is due to the fact that we expect minimization to choose
possible vectors k that are trivial for more transitions which should increase the
chance to find a suitable c. On the other hand, we expect incremental solving to
improve the solving time in executions with more iterations.

We evaluate Inequalizer for coverability checking on a benchmark suite
and compare it with other methods of coverability checking implemented by the
tool Mist [135, 86, 82, 81, 66]. The results are given in Table 7.1. The listed
Petri nets are all save: the unsafe markings are not coverable. The experiments
were performed on a 1,7 GHz Intel Core i7 with 8GB memory. The execution
times are given in seconds. For entries marked as T/O, the timeout was reached.
Except for the mutual exclusion nets Petersson and Lamport, our tool found a
separating IHS in every case. Each time there was a trivial IHS, the CEGAR loop
was never used. We suspect that the two cases where Inequalizer timed out
are negative instances of LSV(C) i.e. there is no separating IHS (even though it is
not coverable). The execution times are similar to Mist although Inequalizer
has a small overhead resulting from generating the SMT-query.

2https://github.com/florianfurbach/Inequalizer
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Benchmark ∣P ∣ ∣T ∣ Inequalizer
Mist

backward ic4pn tsi eec eec-cegar
BasicME 5 4 0.6 0.1 0.1 0.1 0.1 0.1
Kanban 16 14 0.7 0.1 0.2 0.8 0.1 0.2
Lamport 11 9 T/O 0.1 0.1 0.1 0.1 0.1
Manufacturing 13 6 0.6 1.9 0.1 0.1 0.1 0.1
Petersson 14 12 T/O 0.2 0.1 0.1 0.1 0.1
Read-write 13 9 0.5 0.1 1 0.1 0.9 0.5
Mesh2x2 32 32 1.2 0.3 0.1 48.6 0.8 0.2
Mesh3x2 52 54 2.1 2.2 0.2 T/O T/O 2.2
Multipool 18 21 0.8 0.3 2 2.2 1 2.3

Table 7.1: Inequalizer vs. Mist.

7.7.1 Non-Trivial Petri Nets
Since the benchmark suite did not require non-trivial separating IHS, it did not
accurately present our CEGAR method. We would like a better understanding
of which Petri nets require non-trivial separating IHS. For this purpose, we
construct a simple Petri net that has a non-trivial separating IHS but not a
trivial one. We begin by collecting sufficient conditions of a Petri net that ensure
non-triviality for any separating IHS.

Lemma 17. Let a ∈ Rm+ be such that mf =m0+∑mi=1 a(i) ⋅t∆i . For any separating
inequality, there is a transition that is not oriented towards it.

Proof. Since the inequality is separating, it holds k ⋅m0 ≥ c > k ⋅mf and thus
0 > k ⋅ (mf −m0) = ∑mi=1 a(i) ⋅ k ⋅ t∆i . One element in the sum has to be negative:
∃i<m ∶ a(i) ⋅ k ⋅ t∆i < 0. Since a(i) can not be negative, it follows ∃i<m ∶ k ⋅ t∆i < 0.
So (k, c) is not oriented towards ti.

It follows that, for any separating inequality, one of the transitions ti with
an associated value ai greater than zero is not oriented towards it. In order to
ensure that the separating inequality is not trivial, we require two additional
properties: it can neither be antitone, nor monotone.

For any ti with ai > 0 we require t−i ≤m0, i.e. the transition is activated in
the initial marking. This means Act(t)∩Sol(k, c) ≠ ∅ and thus it is not antitone.

For any ti with ai > 0 we require t−i + t∆i ≤ mf , which means there is a
marking from which ti can be fired in order to reach mf . Assume there is
separating inequality (k, c) that is monotone for ti. Then it holds k ≥ 0 and
thus k ⋅mf ≥ k ⋅ (t−i + t∆i ). Since k ⋅mf < c, it follows k ⋅ (t−i + t∆i ) < c. This is a
contradiction to monotonicity for ti.

In summary, if the marking equation has a continuous solution such that the
used transitions can all be fired from the initial marking and they can all be
fired to reach mf , then there are no trivial separating inequalities.

This sufficient condition for non-triviality is useful, because it is not much
stronger than the following necessary condition for unreachability. If no solution
of the marking equation exists where at least one used transition can be fired
in the beginning and one in the end, then mf is unreachable. This condition is

144



p1 ⋯ pi ⋯ pj ⋯

ti

tj

n

n + 1

pn

Figure 7.5: A non-trivial Petri net

very easy to check. This comparison suggests that for a Petri net where it is not
immediately obvious that mf is unreachable, a non-trivial inequality is likely to
be required.

Example We now construct a minimal non-trivial example for larger dimen-
sions. We introduce a Petri net Nn of size n ≥ 3 that has a non-trivial separating
inequality but no trivial separating inequalities (see Fig. 7.5). Furthermore, if
one transition is removed, a trivial separating invariant exists.

We set m0 = 1n,mf = 2n, meaning we start with one token in each place
and ask whether we can avoid getting having tokens in each place. Then, we
choose some j ≤ n and we define n transition t1, ...tn such that each transition
ti removes one token from each place and then puts n tokens in place pi. The
exception is tj which puts n + 1 tokens into pj .

Formally, this means t−i = 1n for all i ≤ n and t∆i (i) = n − 1, t∆i (k) = −1 for
k ≤ n, k ≠ i. For tj , it holds t∆j (i) = −1 for i ≤ n, i ≠ j and t∆j (j) = n.

Lemma 18. The Petri net Nn has a separating non-trivial IHS but no separating
trivial IHS.

Proof. Let c = −n ⋅ (n + 1), k(j) = −n, and k(i) = −(n + 1) for i ≠ j, i ≤ n. The
inequality is separating, since it holds k ⋅m0 = −(n+1)⋅(n−1)−n = −n⋅(n+1)+1 > c
and k ⋅mf = −(n + 1) ⋅ (n − 1) ⋅ 2 − 2n = −2(n + 1) ⋅ n + 2 < c.

We show that the half space is a IHS using Theorem 19. Since k ⋅ t∆j =
(n+ 1) ⋅ (n− 1)−n2 = −1 it holds k ⋅ t−j = k ⋅m0 ≥ c− k ⋅ t∆j . If we add any ki then
we get k ⋅ t−j + ki = −n ⋅ (n + 1) + 1 − n < c and if we add kj or additional values of
k we get an even smaller value.

Let (k, c) be any separating inequality. Since k ⋅ m0 > k ⋅ mf , it holds
−k1 . . .−kn > 0. Let kl =min(k1, . . . kn) be the negative entry of k with the largest
absolute value. If l = j , then k ⋅t∆l = −k1...−kn+n⋅kl+kl ≤ −n⋅kl+n⋅kl+kl = kl < 0.
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∣P ∣ Iterations Time
3 2 0.4
4 113 6.9
5 2 0.4
6 2 0.4
7 6 0.6
8 3 0.6
9 378 205.2

10 2 0.5

Table 7.2: Inequalizer on non-trivial Petri nets.

If l ≠ j, then k ⋅ tl = −k1... − kn + n ⋅ kl = kl. If all entries of k are not equal,
then it holds −k1 + ... − kn > n ⋅ kl and thus k ⋅ ti < 0. If all entries of k are equal
then they are also negative and it holds

k ⋅ tj = −k1... − kn + n ⋅ kj + kj = −n ⋅ kj + n ⋅ kj + kj = kj < 0.

It follows that any separating inequality is oriented towards at least one transition.
Obviously all transitions are enabled at m0 and the inequality is not antitone.

According to −k1 . . .−kn > 0, it holds k ≱ 0 and thus it is not monotone either.

We evaluate the performance of Inequalizer for reachability on the non-
trivial Petri nets of sizes three to ten in Table 7.2. We give the number of
iterations of the CEGIS loop performed by the tool. We do not include the
run-time results of Mist for these Petri nets in the table since they were all well
below 0.1 second. We use incremental solving and find that our tool usually
computes the IHS quickly using few iterations. There are only two diverging
results where the SMT-solver returns a number of unusable vectors k.

7.8 Conclusion and Outlook
Rather than under-approximating the behavior of a program as we did in earlier
chapters, we used a complementary approach here. We examined Petri nets which
are well suited for modeling concurrent programs and over-approximate their
reachable markings with inductive invariants. We extensively studied properties
of inductive linear inequalities as well as the decision problem whether an
inequality is inductive. This culminates in a counter example guided refinement
method (CEGAR) which attempts to solve linear safety verification (LSV) both
for reachability and coverability. Here, we use again our approach of SMT-queries
combined with a good heuristic in order to achieve practical execution times
when solving complex problems. This is implemented in the prototype tool
Inequalizer and evaluated experimentally.

We expect that further study of inductive invariants, especially their structural
properties will prove useful in improving Inequalizer. In particular, we hope
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this provides us with options to either reduce the size of the search space or
eliminate more vectors than just multiples of a counter example k discovered in
the CEGAR loop.

One possible avenue of reducing the search space is using S-invariants. We
say a t-inductive half space (k, c) is an S-invariant for t iff it holds k ⋅ t∆ = 0.
Geometrically, this means the vectors k and t∆ are orthogonal to each other
and thus t∆ is parallel to the border of the half space. We suspect that the
following holds: For any non-trivial t-inductive half space, there is a t-inductive
S-invariant (k′, c′) for t such that

Act(t) ∩ Sol(k, c) = Act(t) ∩ Sol(k′, c′).

We implemented a procedure that tests the S-invariant conjecture on given
examples. To show that the sets are equal, we have to test two inclusions.
These can be described by integer programs. We linked our tool with the
solver lp_solve3 to test feasibility of the problems which allowed us to test the
conjecture on many examples. We did not find a counter example yet. This
suggests that our method might be adapted such that it only examines certain
S-invariants in the case of non-triviality.

3https://sourceforge.net/projects/lpsolve/
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Chapter 8

Conclusion

We examined verification under weak memory. For multiple problems, we studied
the complexity and gave practical solutions. Beginning by solving the testing
problem, we kept expanding our approaches and building on them in order to
be able to solve harder problems. Practically, this culminated in the tool suite
Dat3M. It consists of the modules Dartagnan, Porthos, and Aramis which
solve bounded reachability, portability and memory model synthesis respectively.

We began with the testing problem under weak memory models described
using serial views. We showed that even though the execution is already partially
known, the problem is still NP-complete for almost all practical restricted classes
of inputs. We gave a reduction of the problem to SAT.

We expanded on this reduction in order to handle acyclic programs. Instead
of serial views, we adapt the encoding to memory models in the more flexible cat
language as input. We developed different novel techniques to drastically reduce
the size of the encoding and implemented the method in the tool Dartagnan.

We added to these encoding techniques the ability to express inconsistency
with a memory model and equivalence of executions. We use this to solve trace
portability. From trace portability, which we show to be co-NP-complete, we
move on to the harder state portability, which we show to be ΠP

2 -complete.
Here, we utilize the encoding for trace portability to generate useful candidates
for counterexample executions in a guided search. This method provides an
optimal solution for state portability with great experimental results. This is
implemented in Porthos.

We use this general concept of a guided search with SMT queries to synthesize
memory models. Here, we introduce the concept of template relations which
allows us to use SMT queries to generate relations that are cyclic for certain
executions and acyclic for all executions of certain litmus tests. We couple this
with a back-tracking search in order to combine constraints over the generated
relations to candidate memory models.

Finally we use invariants in order over-approximate the behavior of concurrent
programs. Recall that in contrast, we used BMC in Dartagnan to under-

149



approximate it. We again employ a guided search that uses SMT queries as a
back-end in order to generate useful invariant candidates.

What started out as a complexity study evolved into a set of techniques
implemented in the tool suite Dat3M. Our methods proved to be very applicable
to solving tasks in the area of verification under weak memory models. Thanks
to the recent advances in SMT solvers, our encoding techniques, and directed
searches, these methods are efficient and scale well for larger inputs. We hope to
apply them to other weak memory verification problems in the future.
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Appendix A

Bounded Model Checking

A.1 Read-Modify-Write
In Dartagnan instructions are modeled as instances of events, with the exception
of atomic read-modify-write instructions that are represented as sequences of up
to three events. The most important events supported by Dartagnan consist
of basic events modeling memory stores, loads, expression evaluation, control
flow, and fences. In addition there are the RCU (read-copy-update, see [22])
synchronization operations needed by the Linux kernel and different variants of
atomic read-modify-write instructions. They are as follows:

Basic Basic RMW

store(ad:expr, val:expr, mo) rmwStore(load:rmwLoad, ad:expr, val:expr, mo)

reg = load(ad:expr, mo) reg = rmwLoad(ad:expr, mo)

reg = local(val:expr) Conditional RMW

if(pred:expr) br1 br2 rmwStoreCond(load:rmwLoadCond, ad:expr, val:expr, mo)

fence(type, option) reg = rmwLoadCond(ad:expr, pred:expr, mo)

RCU fenceCond(load:rmwLoadCond)

rcuReadLock Exclusive RMW

rcuReadUnlock rmwStoreExcl(load:rmwLoad, ad:expr, val:expr, mo)

rcuSync reg = rmwStoreExclStatus(store:rmwStoreExcl).

A.1.1 Read-Modify-Write Events
In order to be compatible with the memory models defined for Herd7, we follow
the same principle of modeling Read-Modify-Write (RMW) events. An atomic
RMW is modeled as a pair of read and write events with an edge of the rmw
relation between them. Atomicity of an RMW pair is enforced in a memory
model by the constraint empty rmw & (fre;coe), which invalidates executions
with an external write event between an RMW pair.
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Linux, especially the read-modify-write instructions and the RCU primitives.
We represent these primitives by a set of special load, store, and fence events. An
(unconditional) atomic read-modify-write instruction, such as atomic xchg, yields
two events, an rmwStore and an rmwLoad. They are similar to their non-atomic
counterparts except that an rmwStore requires a reference to its rmwLoad partner.
This reference is used to define the relation rmw between the load and the store.
To enforce atomicity, we rely on the following constraint, which is the de-facto
standard definition of atomicity in the cat language:

empty rmw & (fre ; coe) coe = co & ext

fr = rf−1 ; co fre = fr & ext .

It forbids executions where between the rmwLoad and rmwStore another thread
writes to the rmw-address. Thread internally, such writes are forbidden by the
(also standard) constraint:

acyclic (po & loc) ∣ co ∣ rf ∣ fr .

In conditional RMW events, the store is executed only if the value read by
the associated load event satisfies the condition of the load. Conditional fences1

model memory ordering guarantees which depend on a successful comparison,
for example in Linux atomic_cmpxchg. In conditional read-modify-write atomic
events, whether the write component e is executed depends on a condition cond.
The value of exec(e) for the write component is encoded as:

exec(e)⇔ cfe ∧ cond.

Exclusive RMW events model ARM LDXR/STXR pairs and their siblings.
In these pairs, the STXR instruction is executed only if no write to the same
address appeared after its LDXR partner. The instruction may also spuriously
fail. STXR returns 0 if the write was successful and 1 otherwise. We map STXR
to a pair of events, rmwStoreExcl and rmwStoreExclStatus. The encoding of the
execution variables is as follows:

exec(rmwStoreExcl)→ cfrmwStoreExcl

val(rmwStoreExclStatus)↔ (exec(rmwStoreExcl) ? 0 ∶ 1).

The encoding of the atomicity requirement follows the standard scheme in cat.
Finally, we use a set of event for modeling Linux RCU as well. The event

rcuReadLock is related to an event rcuReadUnlock with the relation crit, while
the event rcuSync is used to build relation gp (grace period) defined in the cat
memory model of Linux.

1Described in the Linux kernel docs https://github.com/torvalds/linux/blob/master/
Documentation/core-api/atomic_ops.rst.
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Appendix B

Program Portability

B.1 Correctness of Least Fixpoint Encodings
In Section 5.5.2, we presented our encoding for the least fixpoints of recursively
defined relations. We recall the correctness theorem.

Theorem 11. For any recursively defined relation r holds that the IDL-encoding
of Kleene has a satisfying assignment and for any satisfying assignment holds
r(e1, e2) = true iff (e1, e2) ∈ r.

Proof. First, we show that the encoding has a satisfying assignment. We
construct a satisfying assignment of the formula. For any relation r, we set
r(e1, e2) = true for any tuple (e1, e2) ∈ r. Since the semantics of recursively
defined relations are the least fixpoint over a finite lattice, they can be determined
using the Kleene iteration. For any pair of events (e1, e2) in a relation r there is
an iteration step i in which it was added to the relation. We set Φr

e1,e2 = i and
r1 accordingly. For any pair (e1, e2) /∈ r we set r(e1, e2) = false and Φr

e1,e2 = 0
(r1, r2 accordingly). Since the semantics of a relation r is the least fixpoint, it
follows that any formula in Fig. 4.3, which requires r to be a fixpoint, is satisfied.

We assume w.l.o.g. that r = r1 ∪ r2 and r is a subrelation of r1 but not of r2.
The encoding is as follows

r(e1, e2)⇔ (r1(e1, e2) ∧ (Φr
e1,e2 > Φr1

e1,e2)) ∨ (r2(e1, e2)) (B.1)

r(e1, e2)⇔ r1(e1, e2) ∨ r2(e1, e2). (B.2)

Condition B.1 is defined in Fig. 5.3 and Condition B.2 in Fig. 4.3.
For any tuple (e1, e2) ∈ r, one of two cases holds. Case 1 is as follows: The

tuple is contained in r1 and it was added to it one iteration step before it was
added to r and thus (r1(e1, e2) ∧ (Φr

e1,e2 > Φr1
e1,e2)) holds. Case 2 specifies that

the tuple is contained in r2. Either way, It follows that Condition B.1 is satisfied.
If (e1, e2) /∈ r, then Φr

e1,e2 has the smallest value 0 and thus (Φr
e1,e2 > Φr1

e1,e2)
cannot hold. It follows that the constructed assignment is indeed satisfying. The
argument is analogue for any other operator and for r being a subrelation of r2.
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It remains to be proven that any satisfying assignment describes the least
fixpoint. According to condition B.2, any satisfying assignment describes some
fixpoint. We show that for every variable r(e1, e2) with r(e1, e2) = true in a
satisfying assignment, it holds (e1, e2) ∈ r. We perform an induction over the
values of Φr

e1,e2 for all r(e1, e2) = true.

Induction hypothesis: For any relation r and tuple (e1, e2) with r(e1, e2) =
true and Φr

e1,e2 ≤ i it holds (e1, e2) ∈ r.

Induction basis: Let r(e1, e2) be a Boolean variable among those with
r(e1, e2) = true that has the smallest corresponding value Φr

e1,e2 . Since the
variable Φr

e1,e2 exists, r is a recursive relation and has an encoding according to
Fig. 5.3. Since Φr

e1,e2 has the lowest value, there is no satisfied subformula of the
form r’(e, e′) ∧ (Φr

e1,e2 > Φr’
e,e′). Yet, the encoding of r according to Fig. 5.3 is

satisfied. It follows that r must have the form r1 ∪ r2, r1; r2, r∗1 , or r
+
1 and one of

the formulas it depends on is not recursive (or e1 = e2 in the case of r∗1). Assume
w.l.o.g that r = r1 ∪ r2 and r2 is not recursive (see B.1). Since r(e1, e2) = true it
follows r2(e1, e2) = true. Since r2 is not recursive and non-recursive relations are
encoded correctly, we know (e1, e2) ∈ r2. This means (e1, e2) is added to r in
the first iteration of Kleene and thus (e1, e2) ∈ r. The other cases are analogue.

Induction step: (i → i + k) Let i + k be the smallest value of a vari-
able Φr

e1,e2 that is larger than i. We again assume w.l.o.g. r = r1 ∪ r2 and
that r2 is not recursive. Since r(e1, e2) = true holds, either r2(e1, e2) or
(r1(e1, e2) ∧ (Φr

e1,e2 > Φr1
e1,e2)) are satisfied. If r2(e1, e2) = true, then (e1, e2)

is added to r in the first iteration of Kleene and thus (e1, e2) ∈ r. If
(r1(e1, e2) ∧ (Φr

e1,e2 > Φr1
e1,e2)) is satisfied, then according to the induction hy-

pothesis (e1, e2) ∈ r1 holds. It follows from r = r1∪r2 that (e1, e2) ∈ r holds. The
argument is analogue for other definitions of r.

B.2 Complexity of Trace Portability
We recall the main theorem and the program Pψ ∶= t1 ∥ t2 from Section 5.6:

Theorem 12. LetMS ,MT be a non-trivial pair of common memory models.
(1) Trace Portability fromMS toMT is ΠP

1 -complete. (2) State portability is
ΠP

2 -complete.

We defined Pnp = t′1 ∥ ⋅ ⋅ ⋅ ∥ t′k and P∀ψ ∶= t′′1 ∥ ⋅ ⋅ ⋅ ∥ t′′k with t′′i ∶= ti; r ←
y; if(r = 1) then t′i.

We give some technical results and show ΠP
1 -completeness of portability for

common memory models.

Lemma 19. Pψ is trace and state portable from every common memory model
to another common memory model.
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t1

1 rc,0 ← 0; rc,1 ← 1; rc,2 ← 2;
2 x1 ∶= rc,0; . . . ;xm ∶= rc,0 ; // Writes w1,0 . . .wm,0
3 r1 ← x1; . . . ; rm ← xm ; // Reads r1 . . . rm
4 if ψ(r1, . . . , rm) then // If A satisfies ψ,
5 y ∶= rc,2 ; // return 2.
6 else
7 y ∶= rc,1 ; // If it doesn’t, return 1.
8 end

t2

1 rc,1 ← 1;
2 x1 ∶= rc,1; . . . xm ∶= rc,1 ; // Writes w1,1 . . .wm,1

Proof. Since trace portability implies state portability (see Lemma 7), it is suffi-
cient to show trace portability. According to Property (v), any common memory
model is portable to SC where an execution corresponds to an interleaving of
the two thread executions. First, the threads create some variable assignment A
which is read by t1. Then, t1 checks whether the assignment satisfies ψ. If it
does, y is set to 2, otherwise y is set to 1.

We show that any consistent execution of some common memory model is
consistent with SC by examining possible executions.

• If wi,1
co→ wi,0 and wi,0

rf→ ri, then this corresponds to an interleaving where
wi,1 occurs first, then t1 writes wi,0 and reads 0 (ri).

• If wi,0
co→ wi,1 and wi,0

rf→ ri, then wi,0 and ri in t1 occur first and then
wi,1.

• If wi,0
co→ wi,1 and wi,1

rf→ ri, then t1 writes wi,0, t2 overwrites this with
wi,1 and afterward t1 reads 1 with ri.

• If wi,1
co→ wi,0 and wi,1

rf→ ri, then the derived relation fr ∶= rf −1; co satisfies

ri
fr→ wi,0. Since wi,0 and ri are related by po and access the same location

there is a cycle wi,0
po∩locÐ→ ri

fr→ wi,0. This is a violation of uniproc, the
situation can not occur in a common memory model.

So we can construct a corresponding interleaving for any execution of a common
memory model. It follows that every execution of a common memory model is
consistent with SC and according to property (iv) consistent with any common
memory model.

We use the following technical lemmas to show hardness. We call the relations
po, rf , co,addr ,data, ctrl , rmw and fr basic. Given a common memory model,
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we define the violating cycles as follows: For an assertion acyclic(r), any cycle
of r is violating. For an assertion irreflexive(r), any cycle of the form e

r→ e is
violating.

The following lemma shows that an execution is not consistent if it contains
a violating cycle or violates Constraint 18 .

Lemma 20. Let M be common. An execution X is consistent with M iff X
contains no violating cycle ofM and satisfies Constraint 18 .

This follows directly from the definiton of violating cycles.

We say a relation r satisfies the path condition if e1
r→ e2 implies e1

b

Ð→∗e2

with b denoting a union of all base relations.

Lemma 21. Any relation r of a common memory model satisfies the path
condition.

Proof. Note that the recursively defined relations of a common memory model
can be obtained with a Kleene iteration. We use a structural induction over the
Kleene iteration.

Induction Basis: Any named relation is initially the empty relation and triv-
ially satisfies the path condition. Any base relation also satisfies the path
condition.

Induction Step: Assume all named relations satisfy the path condition. A
named relation is updated according to its defining equation using the
current assignments of the named relations and basic relations. To simplify
this proof, we can assume that any equation only contains one operator or
a relation in base. Any basic relation trivially satisfies the condition. Let
r1 and r2 satisfy the path condition. We examine the operations that can
be applied to them according to properties (i) and (ii) of common memory
models. We see that r1∪r2, r1∩r2, r1∩sloc, r1∩sthd, r1∩⟨set⟩×⟨set⟩, r1∖r2

all satisfy the path condition. The relation r1; r2(e1, e2) requires an event e3

with r1(e1, e3) and r2(e3, e2) and since r1 and r2 satisfy the path condition
there is a path from e1 to e3 and from e3 to e2 and thus r1; r2 also satisfies
the path condition. Similarly, r+1 adds a relation only where there already
is a path and satisfies the path condition. Relation r∗1 consists of r+ and
the identity relation, which also satisfies the path condition (there is always
a path of length 0 from some e1 to e1). A named relation still satisfies the
path condition after a Kleene iteration step.

Note that according to Lemma 21, a violating cycle implies a cycle of basic
relations (called a basic path) that contains all events of the violating cycle. We
can argue about consistency of an execution by examining the paths of basic
relations.
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Lemma 22. Given a relation r of a common memory model and events e1, e2

of an execution, whether r(e1, e2) holds is fully determined by the basic paths
from e1 to e2.

Proof. We use a structural induction over the Kleene iteration.
Induction Basis: Any named relation is initially the empty relation and

trivially satisfies the condition. Any basic relation trivially satisfies the condition.
Induction Step: Assume all current assignments of relations are determined

by the basic paths between related events. Two events e1 and e2 are related
by some relation r iff the basic paths from e1 to e2 satisfy some property. A
named relation is updated according to its defining equation using the current
assignments of the named relations and basic relations. Let r1, r2 be either
named or basic relations. Events e1, e2 are related by r1 ∪ r2 (r1 ∩ r2) if the basic
paths from e1 to e2 satisfy the property of r1 or r2 (resp. r1 and r2). Similar,
events are related by r1 ∖ r2 if the basic paths satisfy the property of r1 but not
r2. For r1 ∩ sloc, r1 ∩ sthd, r1 ∩ ⟨set⟩ × ⟨set⟩ two events e1, e2 are related if the
property of r1 is satisfied and e1 and e2 satisfy an additional condition. The
condition for the events e1, e2 can be expressed as a additional condition for
paths from e1 to e2.

The relation r1; r2 relates e1 to e2 if there is an e3 such that the basic paths
from e1 to e3 ensure r1(e1, e3) and the basic paths from e3 to e2 ensure r1(e3, e2).
It follows that r1; r2(e1, e3) depends on the basic paths from e1 to e2 over some
e3. The relations r∗1 and r+1 are derived using previously examined operators
over relations and thus they satisfy the condition.

A named relation still satisfies the path condition after a Kleene iteration
step.

Proof of Theorem 12 (1). We show that P∀ψ is not portable iff ψ has an unsat-
isfying assignment.

(⇒): We assume an execution X exists that is consistent withMT but not with
MS . We assume towards contradiction that no event of Pnp is executed. Since
the execution is consistent withMT and thus satisfies uniproc it follows that
the read r ← y in t′′1 has to read from the write in t1 (in Pψ). It occurs after
t1 in the program order. The read has incoming basic relations from events in
Pψ but no outgoing relations to some event in Pψ. Any read r ← y in another
thread can either read from the write in Pψ (it has an incoming rf relation from
Pψ) or it reads the initial value which results in an outgoing from-read relation
to Pψ. This behavior is also allowed under SC. SinceMS is weaker than SC
(Property (v)), the execution is consistent withMS . This is a contradiction.

It follows that any consistency violation requires events from Pnp to be
executed. Since an event of Pnp can only be executed if y = 1 was read in the
thread (and thus written by t1), the if-condition in Line 8 was not satisfied. It
follows that there is an assignment that does not satisfy ψ.

(⇐): We now assume that there is an assignment that doesn’t satisfy ψ. There
is an execution Z of Pψ consistent with SC that executes the write y ∶= rc,1.
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We extend this execution of Pψ to an execution X of P∀ψ: We ensure that all
reads r ← y read from y ∶= rc,1 and thus Pnp is executed. Let Y be an execution
of Pnp that is consistent withMT but notMS . This results in an execution
X ⊃ Y ∪ Z of P∀ψ that contains the executions of Pψ and Pnp , the read from
relation for the reads of y and the required program order additions. Since
Pnp has no registers or locations in common with the rest of the program and
occurs last in po, no basic relation of X leaves Y . It follows that X contains
the same basic paths between events of Y as Y . Thus any violating cycle for
MS or violation of an emptiness constraint (see Property (iii)) in Y is also
in X. It follows that X is not consistent with MS . We show that X is still
consistent withMT . We assume towards contradiction that it is not consistent
withMT : As before, it holds that a violating cycle must contain an event from
Pnp and thus from Y . Since Y is never left, any basic cycle of X with events in
Y must be contained entirely in Y . Since only Y may contain edges of rmw , any
violation of Constraint 18 must be contained entirely in Y as well. It follows
from (Lemma 21) that a violating cycle or violation of an emptiness constraint
forMT must be entirely in Y . This is a contradiction to the execution of Pnp

being consistent withMT .
Since P∀ψ is a polynomial-time reduction, trace portability is ΠP

1 -hard.

B.3 Complexity of State Portability
We introduce Lemma 23 and Theorem 23 in order to show that state portability
is both in ΠP

2 and is ΠP
2 -hard. It follows, that state portability is ΠP

2 -complete
for common memory models and thus Theorem 12 (2) is correct.

Lemma 23. State portability is in Π2 for all memory models.

Proof. We encode the state portability property in a closed formula (i.e. all
variables are quantified) of the form ∀∃ψ. We have already shown how to
encode consistency of an execution X with a memory modelM as a formula
(X ∈ consM(P )) and how to encode assertions on a computed state state(X)
in Section 4.5. With this, we can construct the following formula:

∀X ∃Y ∶ (X ∈ consMT
(P ))⇒

(Y ∈ consMS
(P ) ∧ state(X) = state(Y )).

This is equivalent to state portability (see Definition 12). The state portability
problem fromMS toMT can be expressed as a closed quantified formula of the
form ∀∃ψ and thus state portability is in ΠP

2 .

We now introduce the program Pψ and examine its behavior. We will then
use Pψ in order to prove ΠP

2 -hardness.
Let ψ(x1 . . . xm) be a be a Boolean formula over variables x1 . . . xm. The

concurrent program Pψ ∶= t1 ∥ t2 with two threads t1 and t2 is defined below.
The program is similar to the program in the previous section. It contains
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additional synchronization in order to ensure that the formula assignment and
the computed state match. The program either computes a satisfying assignment
of ψ (y = 1), an unsatisfying assignment (y = 0) or it ends with an error (y = 2).

We use the value 0 to encode the Boolean value false. To avoid confusion,
we assume that the variables are initialized with some other unused value, e.g. 3.
This does not interfere with the validity of the proofs since our program only
assigns constants and thus 0 and 3 are interchangeable.

We will see that it is sufficient to examine the program under SC (the
strongest common memory model) where an execution is an interleaving of
the two thread executions. The threads first create some variable assignment
A; thread t1 assigns 0 to the variables and t2 assigns 1. The assignment A
is determined by the interleaving of those writes. If the write xi ∶= 0 of t1 is
followed by xi ∶= 1 of t2 (wi,0

co→ wi,1), then xi is set to 1. Then t1 ensures that
t2 has executed all its writes (so that the assignment doesn’t change anymore)
by using the synchronization variables x′1 . . . x

′
m to check that t1 and t2 reads

the same assignment. If that is not the case, then some writes of t2 have not
occurred yet and y is set to 2 in Line 6. If all the writes from t2 have occurred,
t1 checks whether A satisfies ψ (y is set to 1) or not (y is set to 0).

t1

1 rc,0 ← 0; rc,1 ← 1; rc,2 ← 2;
2 x1 ∶= rc,0; . . . xm ∶= rc,0 ; // w1,0 . . .wm,0
3 r′1 ← x′1; . . . r′m ← x′m ; // r′1 . . . r

′
m

4 r1 ← x1; . . . rm ← xm ; // r1 . . . rm
5 if ¬(r1 = r′1 ∧ ⋅ ⋅ ⋅ ∧ rm = r′m) then // If A is incomplete
6 y ∶= rc,2 ; // exit with error.
7 else
8 if ψ(r1 . . . rm) then // If A satisfies ψ,
9 y ∶= rc,1 ; // return 1.

10 else
11 y ∶= rc,0 ; // If it does not, return 0.
12 end
13 end

t2

1 rc,1 ← 1; rc,3 ← 3;
2 x1 ∶= rc,1; . . . xm ∶= rc,1 ; // w1,1 . . .wm,1
3 r1 ← x1; . . . rm ← xm ; // r̄1 . . . r̄m
4 x′1 ∶= r1; . . . x′m ∶= rm ; // w̄1 . . . w̄m
5 x′1 ∶= rc,3; . . . x′m ∶= rc,3

To simplify our study we will define a state only over its locations, not the
registers. This does not change the complexity of the state portability problem:
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We could simply add instructions to our input programs that write all registers
to locations in the end. We can use our simpler notion of states without registers
on the input program with the added instructions to solve the original state
portability problem with registers.

An assignment A of a set of Boolean variables V is a function A ⊂ V × {0, 1}
that assigns either 0 or 1 to a variable.

Definition 15. Given an Assignment A of x1 . . . xn, locations y1 . . . ym and a
number a ∈ N, let σ[A; y1 . . . yn ← a] denote the state with

• σ[A; y1 . . . yn ← a](xi) = A(xi) for i ≤ n and

• σ[A; y1 . . . yn ← a](yj) = a for j ≤m,

• σ[A; y1 . . . yn ← a](z) = v for z any other location and v the initial value
(we use 3).

We lift the definition accordingly to

σ[A; y1 . . . yn ← a; z1 . . . zl ← b].

The program Pψ can compute some assignment A with y = 1 or y = 0 depending
on whether A satisfies ψ.

The following lemmas show that Pψ behaves similar for all common memory
models.

Lemma 24. Let M ensure uniproc and A be an assignment of ψ. It holds
A ⊧ ψ (resp. A /⊧ ψ) only if

∃X ∈ consM(Pψ) ∶ state(X) = σ[A; y ← 1]

(resp. state(X) = σ[A; y ← 0]).

Proof. We show that any execution consistent with M and y = 1 (or y = 0)
computes a desired state for some assignment A. Let X be an execution that
satisfies uniproc and computes some state σ with σ(y) = 1 (σ(y) = 0 is analogue).
Since y ∶= 1 is executed in t1, it follows that ψ is satisfied by the values of
x1 . . . xm read by r1 . . . rm in Line 4 and also r′1, . . . , r

′
m in Line 3 read the same

values. We call this assignment A. Since the reads in Line 5 of t2 occur after
the writes w̄1 . . . w̄m, it follows that they occur last in co according to uniproc.
The execution computes 3 for x′1 . . . x

′
m.

It remains to show that the writes accessed by r1 . . . rm are indeed computed
by X, meaning they are ordered last in co. Towards contradiction, we assume
this is not the case. Then, there is a write wi,1 or wi,0 that is accessed by a read
but its value is not computed (it is not last in co).
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Case 1: Assume that this write is wi,1. The write is accessed by a read
(wi,1

rf→ ri) and it is not last in the coherence order (wi,1
co→ wi,0). According to

fr ∶= rf −1; co, it holds ri
fr→ wi,0. Since wi,0 occurs before ri in t1 and they access

the same location, they are related w.r.t po and loc and thus wi,0
po∩locÐ→ ri

fr→ wi,0.
This cycle is a contradiction to X satisfying uniproc which is Property (iv) of
common memory models.

Case 2: Assume that there is a write wi,0 that is read (wi,0
rf→ ri) and its value

is not computed (wi,0
co→ wi,1). It follows that ri reads the value 0. Since y = 1

is computed, the condition in Line 8 is not satisfied and since val(ri) = val(r′i),
we know that r′i also reads 0. This means r′i reads not the initial value 3 so it
must read from w̄i. For the write w̄i that r′i reads from (w̄i

rf→ r′i) follows that
val(w̄i) = val(r′i) = 0. According to the data-flow, w̄i writes the value that was
obtained by the previous read r̄i which must be 0 (val(r̄i) = val(w̄i) = 0). Since
r̄ reads 0 it must read from the only write of 0 (wi,0

rf→ r̄i). From wi,0
rf→ r̄i and

wi,0
co→ wi,1 follows r̄i

fr→ wi,1. This leads to the cycle wi,1
po∩locÐ→ r̄i

fr→ wi,1, which
is a contradiction to X satisfying uniproc.

So the writes accessed by r1 . . . rm are ordered last by co and thus the
assignment that ψ is checked against is computed by the execution. It follows
that σ[A; y ← 1] is computed.

Lemma 25. LetM be a common memory model and A be an assignment of ψ.
It holds A ⊧ ψ (resp. A /⊧ ψ) iff

∃X ∈ consM(Pψ) ∶ state(X) = σ[A; y ← 1]

(resp. state(X) = σ[A; y ← 0]).

Proof. Given some assignment A, we can easily construct an execution consistent
with SC where the writes to x1 . . . xn are interleaved according to the assignment
(wi,0

co→ wi,1 if xi is satisfied). Then t2 reads those values and writes them to
x′1 . . . x

′
n. Now t1 reads x′1 . . . x

′
n and the if-condition in Line 5 is not satisfied,

we go in the else-branch. So t1 sets y to 0 or 1 depending on whether A ⊧ ψ and
t2 sets x′1 . . . x

′
n back to the initial value 3. It follows that for every assignment

A, there is an execution X consistent with SC that computes σ[A; y ← 0] or
σ[A; y ← 1] depending on whether A satisfies ψ. Since any execution consistent
with SC is also consistent with all common memory models, we can compute
the desired state for any assignment of ψ. The other direction follows directly
from Lemma 24.

In order to show ΠP
2 -hardness, we reduce validity of a closed formula

∀x1 . . . xn∃y1 . . . ym ∶ ψ to state portability. The idea is to construct a pro-
gram that uses Pψ in order to check if some assignment satisfies ψ and then
overwrite y1 . . . ym with 1 so that the assignment of y1 . . . ym is not given by
the computed state. If ψ was not satisfied, the non-portable component Pnp
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is executed. If the execution of Pnp is consistent withMT but notMS , then
it pretends that the formula was satisfied by setting y to 1. This means, that
underMT , any assignment of x1 . . . xn with y = 1 can be computed. It follows
that the program is portable if any assignment of x1 . . . xn with y = 1 can be
computed underMS as well. UnderMS however, pretending is not possible.
Here Pψ can only be set to 1 by Pψ. So underMS , an assignment of x1 . . . xn
and y = 1 can only be computed if there is some assignment of y1 . . . ym so that
ψ is satisfied. The program is portable if ∀x1 . . . xn∃y1 . . . ym ∶ ψ holds.

We want a non portable program that always computes the initial state except
underMT , where it can set a location z to 1. We use a program Pnp = t′1 ∥ ⋅ ⋅ ⋅ ∥ t′k
with the following properties: Any execution consistent withMS computes the
initial value 3 for all its locations and contains no write that sets z to 1. The
executions consistent withMT compute either z = 1 or z = 3 and 3 for all other
locations. The program contains only one write to z which is in t′1.

We assume the state portability problem from MS to MT is not trivial
and a program exists that has an execution consistent withMT such that no
execution consistent withMS computes the same state σ. We can assume that
the program only assigns constant values and has no write on z.

Similarly to the synchronization of Pψ, we can add a mechanism at the end
of all threads that does the following: all threads check if they read σ; if so,
they communicate that to t1 which sets z accordingly and then all threads set
all other locations back to 3. It follows that a program Pnp with the required
properties exists.

Given a formula ∀x1 . . . xn∃y1 . . . ym ∶ ψ, we use Pψ = t1 ∥ t2 and Pnp = t′1 ∥
⋅ ⋅ ⋅ ∥ t′k to construct a program Ps ∶= ts1 ∥ ⋅ ⋅ ⋅ ∥ tsk. We define the threads below.

ts1

1 t1 ; // Try some assignment.
2 ry ← y;
3 if ry = 0 then // If ψ was not satisfied,
4 t′1 ; // execute Pnp.
5 rz ← z;
6 if rz = 1 then // If not MS-consistent,
7 z ∶= rc,3 ; // pretend it is MS-consistent
8 y ∶= rc,1 ; // and pretend ψ was satisfied.
9 end

10 end
11 y1 ∶= rc,1;⋯ ym ∶= rc,1 ; // Overwrite y1..ym assignment.

Let ti be an empty sequence for i ≤ 3 ≤ k (t1 and t2 are from Pψ). The
threads are defined for 2 ≤ i ≤ k as

tsi ∶= ti; ry ← y; if (ry = 0) then t′i.

In general terms, Ps does the following: First, it executes Pψ. If the state
computed by Pψ did not satisfy ψ (y = 0), then it executes Pnp, which is not
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portable. If the execution of Pnp is consistent with MT but not MS (z = 1),
then Ps pretends that the formula was satisfied by setting y to 1. Afterward,
y1 . . . ym are set to 1, so that their former assignment checked in Pψ is no longer
given by the computed state.

Lemma 26. For every assignment A of x1 . . . xn holds

∃X ∈ consMT
(Ps) ∶ state(X) = σ[A; y, y1 . . . ym ← 1].

Proof. According to Lemma 25, the following holds: For every assignment A of
x1 . . . xn and A′ of y1 . . . ym, there is an execution X of Pψ consistent withMT ,
such that either state(X) = σ[A ∪A′; y ← 1] or state(X) = σ[A ∪A′; y ← 0]. We
examine both cases:

Case 1: If state(X) = σ[A ∪ A′; y ← 1], then A ∪ A′ ⊧ ψ and according
to Lemma 25 there is an execution of Pψ consistent with SC that computes
σ[A ∪ A′; y ← 1]. We can easily extend this to an execution X ′ (represented
by an interleaving) of Ps that is consistent with SC. After Pψ is executed, we
read 1 with reads ry ← y of all threads. So the subsequent if conditions are
not satisfied. Then we execute the writes in Line 11. So y1 ∶= rc,1 . . . ym ∶= rc,1;
are the only writes executed outside of Pψ. These writes are ordered after the
assignments of 0 to y1 . . . ym in co and thus state(X ′)(yi) = 1 for i ≤ m. Since
there are no further executed writes outside of Pψ, the computed state otherwise
coincides with σ[A ∪A′; y ← 1] computed by X. The extension of X computes
σ[A; y, y1 . . . ym ← 1].

Case 2: If state(X) = σ[A ∪A′; y ← 0], then write y ∶= rc,0 is executed in t1.
We construct an execution X ′ ⊃ X of Ps in the following way: We ensure all
reads ry ← y of threads tsi with i ≤ k read from y ∶= rc,0 and thus all threads t′i
are executed. This means Pnp is executed. According to the definition of Pnp,
there is an execution Y of Pnp consistent withMT such that state(Y )(z) = 1 is
written by some write wz in t′1 and Y computes the initial value for all other
locations of Pnp . We enforce X ′ ⊇ Y and ensure the read rz ← z reads from the
write in Pnp (z = 1) and thus the following if condition is satisfied and the writes
z ∶= 3 and y ∶= 1 are executed. We order them last in co. It follows that X ′

computes σ[A; y, y1 . . . ym ← 1]
We show that X ′ is still consistent withMT . We partition the events of X ′

into sets E1, E2 and E3 and show that there is no violating cycle ofMT inside
or between these sets.

Set E1 consists of events in X and the subsequent reads ry ← y of all threads.
Set E2 consists of the events of Y . Set E3 contains the events rz ← z in t1 and
the following writes z ∶= rc,3, y ∶= rc,1 and y1 ∶= rc,1;⋯ ym ∶= rc,1.

The following two conditions hold: (i) E2 is only left by basic relations leading
to E3. This is the case since E1 precedes E2 in the program order and has no
common registers. (ii) There are no basic relations leading from E3 to some
other set: The events in E3 are ordered last in the program order and the writes
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are ordered last in the coherence order. The read rz ← z has no outgoing fr
relation, since there is only one write to z.

From (i) and (ii) follows that X ′ contains no basic cycle that contains events
from more than one of the sets. According to the path property (Lemma 21)
exists no violating cycle forMT in X ′ that contains events from more than one
of the sets. So any violating cycle must be contained entirely in one of the sets.

From (i) and (ii) follows (iii): If two events e1, e2 are in the same set, then
there is no basic path from e1 to e2 that leaves the set.

We consider E1: There are read from relations from y ∶= rc,0 in t1 to all reads
ry ← y in tsi with i ≤ k. However, there are no outgoing basic relations from
any of those reads to other events in E1. It follows from (iii) that there is no
basic path from a read y ∶= rc,0 to another event in E1 and according to the
path property, there is no relation from a read y ∶= rc,0 to some other element in
E1. It follows that a read ry ← y cannot occur in a violating cycle. From (iii)
follows that the basic paths in X ′ between events of E1 (and thus the violating
cycles forMT ) are the same as in X. Since X is consistent withMT , it has no
violating cycle forMT and thus X ′ has no violating cycle forMT in E1.

We consider E2: From (iii) follows that the basic paths in X ′ between events
in E2 are the same as in Y . According to Lemma 22, X ′ has a violating cycle
forMT in E2 iff Y has a violating cycle forMT . The execution Y is defined to
beMT -consistent so there is no violating cycle in E2.

We consider E3: The set contains no basic cycle and no basic relation leaves
E3 according to (ii). It follows that there is no basic cycle that contains events
of E3. According to the path property, there is no violating cycle in E3.

We examine possible violations of Constraint 18 . The relation rmw can only
occur between some pair of events e1, e2 in E2. A violation additionally requires
a path e1

fre→ e3
coe→ e2. Here, e3 cannot be contained in E2 since Y is consistent

withMT and it is not contained in another set according to Condition (iii). It
follows that X ′ is consistent withMT .

Lemma 27. There is an execution of Ps consistent with MS that computes
σ[A; y, y1 . . . ym ← 1] with some assignment A of x1 . . . xn iff there is an assign-
ment A′ of y1 . . . ym such that A ∪A′ ⊧ ψ.

Proof. If a program P ′ is contained in a program P , we can restrict an execution
X of P to an execution of P ′. We simply remove all events and relation on events
that are not in P ′. We denote X restricted to P ′ as X[P ′].

(⇒): Let X be an execution of Ps consistent with MS that computes
state(X)(y) = 1. We assume towards contradiction that X contains a write that
sets z to 1. According to the definition of Pnp the execution X[Pnp] contains
a violating cycle or a violation of Constraint 18 for MS . As with the proof
of Lemma 26, we can show that no basic path in X between events of X[Pnp]
leaves X[Pnp]. It follows that the basic paths between events in X[Pnp] are the
same in X and X[Pnp] and thus X also contains the violation ofMS . This is a
contradiction to X being consistent withMS .
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It follows that X cannot read z = 1 in Line 5 and the write in Line 8 is not
executed. So y ∶= rc,1 must have been executed in Pψ for X to compute y = 1.

The execution X satisfies uniproc since MS is common. It has no basic
cycle that violates uniproc. It follows that X[Pψ] has no such basic cycle either
and thus satisfies uniproc. It follows from Lemma 24, that X[Pψ] computes a
satisfying assignment of x1 . . . ym. Since nothing is written to x1 . . . xn outside of
Pψ, X computes the same values for x1 . . . xn as X[Pψ]. A write yi ← rc,0 in t1
is related to write yi ← rc,1 in Line 11 of ts1 in po ∩ loc and according to uniproc
also in co. This implies that X computes 1 for y1 . . . ym. For the synchronization
variables of Pψ, uniproc ensures that X computes the initial values.

It follows, that if there is an execution consistent withMS that computes
σ[A; y, y1 . . . ym ← 1] for some assignment A of x1 . . . xn, then there is an assign-
ment A′ of y1, ..ym such that A ∪A′ ⊧ ψ.

(⇐): According to Lemma 25, for each assignment A of x1 . . . xn and A′

of y1 . . . ym where A ∪A′ satisfies ψ, there is an execution X of Pψ consistent
with SC such that state(X) = σ[A ∪A′; y ← 1]. This SC execution of Pψ can
be represented as an interleaving of the local executions. To this interleaving,
we append the subsequent reads ry ← y. They read the value 1 and the next if
conditions are not satisfied. Then we append the remaining writes in Line 11.
The resulting interleaving represents an execution X ′ of Ps consistent with SC.

The only writes not in Pψ that are executed by X ′ are in Line 11 (they
are last in the program order and thus also last in po ∩ sloc) and according
to uniproc, they must be ordered after any write yi ∶= 0 in co. It follows
state(X ′) = σ[A; y, y1 . . . ym ← 1].

Theorem 23. State-based portability is Π2-hard for common memory models.

Proof. Given common memory models MS and MT , we argue that Ps is a
reduction of validity of a formula ∀x1 . . . xn∃y1 . . . ym ∶ ψ(x1 . . . ym) to state
portability fromMS toMT .

Note that any execution of Ps satisfying uniproc computes 1 for y1 . . . ym and
the initial values for the synchronization variables. We show that the following
properties (i)-(iii) hold:

(i) Any state with y = 2 that is computable with an execution of Ps consistent
with MT can be computed by an execution of Ps consistent with MS .
It is easy to see that any state with y = 2 that can be computed by an
execution satisfying uniproc, can be computed by an execution consistent
with SC and thus alsoMS .

(ii) Any state with y = 0 that is computed by an execution X of Ps consistent
with MT can be computed by an execution consistent with MS . No
event of Pnp is executed, the inital value is computed for locations of Pnp .
According to uniproc, any such state has the form σ[A; y ← 0; y1 . . . ym ← 1]
for some assignment A of x1 . . . xn. It is easy to see that A and y = 0 is
computed by X[Pψ] and X[Pψ] satisfies uniproc. According to Lemma 24,
there is an assignment A′ of y1 . . . ym such that A ∪ A′ /⊧ ψ. It follows
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from Lemma 25 that there is an execution of Pψ consistent with SC that
computes σ[A ∪A′; y ← 0]. This can be easily extended to an execution
of Ps consistent with SC that computes σ[A; y ← 0; y1 . . . ym ← 1]. Since
MS is common, σ[A; y ← 0; y1 . . . ym ← 1] is also computable underMS .

(iii) Any state with y = 1 computed by an execution X consistent withMT has
the form σ[A; y, y1 . . . ym ← 1] for some assignment A of x1 . . . xn. This
holds since X[Pnp] is also consistent withMT (the basic paths between
its events are the same as in X) and according to the definition of Pnp ,
it computes the initial value for all its locations except maybe 1 for z. If
that is the case, then the write z ← rc,3 in ts1 is executed and according to
uniproc ordered later in co.

From (i)-(iii) follows that Ps is state portable fromMS toMT iff anyMT -
computable state σ[A; y, y1 . . . ym ← 1] can be computed underMS . Lemma 26
implies that Ps is state portable fromMS toMT iff any state σ[A; y, y1 . . . ym ←
1] can be computed under MS . According to Lemma 27, this is the case iff
for every assignment A of x1 . . . xn there is an assignment A′ of y1 . . . ym with
A ∪A′ ⊧ ψ. This is the case iff ∀x1 . . . xn∃y1 . . . ym ∶ ψ(x1 . . . ym) is valid.

B.4 Trace Portability Experiments
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Bakery 8 8 8 8 8 8 8 4 8 4
Bakery x86 4 8 8 8 8 8 8 8 8 8
Bakery Power 4 8 4 8 4 4 8 4 8 4
Burns 8 8 8 4 8 8 8 4 8 4
Burns x86 4 4 8 4 8 8 8 8 8 8
Burns Power 4 4 4 4 4 4 8 4 8 4
Dekker 8 8 8 8 8 8 4 4 8 4
Dekker x86 4 8 8 8 8 8 8 8 8 8
Dekker Power 4 8 4 8 4 4 8 4 8 4
Lamport 8 8 8 8 8 8 8 8 8 4
Lamport x86 4 4 8 4 8 8 8 8 4 8
Lamport Power 4 4 4 4 4 4 8 4 4 4
Parker 8 8 8 8 8 4 4 4 4 4
Parker x86 4 8 8 8 8 4 4 4 4 4
Parker Power 4 8 4 8 4 4 4 4 4 4
Peterson 8 8 8 8 8 8 4 4 8 4
Peterson x86 4 8 8 8 8 8 4 8 8 8
Peterson Power 4 8 4 8 4 4 4 4 8 4
Szymanski 8 8 8 4 8 8 8 4 8 4
Szymanski x86 4 4 8 4 8 8 8 8 8 8
Szymanski Power 4 4 4 4 4 4 8 4 8 4

Table B.1: Bounded trace portability analysis of mutual exclusion algorithms: trace
portable (4), non trace portable (8)

This section presents the complete set of experiments for trace portability
of mutual exclusion algorithms. Besides the trace portability analysis between

182



Benchmark TSO ⊆ SC
SAT Herd7 Porthos ∆ It S.U.

Parker 4 0.15 0.70 3 1 0.21
Dekker 4 T/O 12.31 - 1 >292.44
Peterson 4 9.96 1.31 12 1 7.60
Burns 4 610.65 2.00 53 1 305.32
Bakery 4 T/O 10.78 - 2 >333.95
Lamport 4 T/O 10.64 - 3 >338.34
Szymanski 4 T/O 101.32 - 1 >35.53

Benchmark POWER ⊆ TSO
SAT Herd7 Porthos ∆ It S.U.

Parker 4 0.15 2.46 3 2 0.06
Dekker 8 T/O 108.89 - 0 >33.06
Peterson 8 9.94 6.33 0 0 1.57
Burns 8 578.55 6.12 18 1 94.53
Bakery 8 T/O 836.44 - 43 >4.30
Lamport - T/O T/O - - -
Szymanski 8 T/O 940.75 - 0 >3.82

Benchmark ARM ⊆ TSO
SAT Herd7 Porthos ∆ It S.U.

Parker 4 0.15 1.90 3 1 0.07
Dekker 8 T/O 134.43 - 0 >26.77
Peterson 8 10.28 6.51 0 0 1.57
Burns 8 546.90 7.89 18 1 69.31
Bakery - T/O T/O - - -
Lamport - T/O T/O - - -
Szymanski 8 T/O 850.44 - 0 >4.23

Table B.2: State inclusion of mutual exclusion algorithms.

SC, TSO and Power shown on Table 5.1, we report on several combinations of
memory models. The results of the portability analysis are shown in Table B.1.

B.5 Experiments without Relation Analysis
We are performing experiments to compare a previous version of Porthos
without relation analysis against Herd7. The speed up is significantly lower
than the one in Table 5.2

We are checking the inclusions TSO ⊆ SC, POWER ⊆ TSO, and ARM ⊆
TSO. Inclusion in the other direction (necessary for equivalence) holds by the
definition of the memory models. E.g., every state reachable under TSO is also
reachable under the weaker models POWER and ARM.
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The results are given in Table B.2. The SAT column reports whether a
counterexample to inclusion was found (4) or not (8). When Herd7 returns a
result, we report on the number of delta executions (∆). This corresponds to
an upper bound on the maximal number of iterations Porthos might perform.
As it can be seen from Table B.2, in general this number is several orders of
magnitude smaller than the total number of executions. The cases reporting
zero iterations correspond to the set of executions coinciding for both memory
models. For most of the cases, Porthos is at least one order of magnitude faster
than Herd7. For TSO, the speed-up (S.U. column) can be up-to two orders of
magnitude.
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Appendix C

Future Work in Memory
Model Synthesis

Differentiating between Models We assume that the input programs Pos
and Neg are well chosen to highlight different behavioral aspects of the memory
model we wish to synthesize and that the equivalence class they induce contains
useful approximations of the model.

Here, we might want to know whether a chosen input (Pos,Neg) is sufficient
to define a semantically unique CAT memory model. If this is not the case,
we want to know where ambiguity is introduced This leads us to the following
problem: Is there a modelM′ ∈ [M] such that L(M′) ≠ L(M)? This problem
is addressed in [39].

A possible approach for a semi-decider is as follows. After the model synthesis
has returned a modelM, we continue the synthesis until a syntactically different
model M′ is returned. Then, we need to decide whether L(M′) = L(M)
holds. An acylicity constraint on a derived relation induces a language over base
relations that form the labels on cycles. For instance, acyclic(po; co) forbids all
cycles labeled (po.co)+∣(co.(po.co)∗.po).

We can compare these languages in order to find a cycle that is only possible
under one model. It remains to decide whether there exists an annotated program
that only succeeds under one model because it forms such a cycle.

Equivalence Checking Further methods of eliminating equivalent relations
could be applied to the synthesis. This can be achieved by comparing regular
expressions. In some cases, applying a certain operator has no effect. For example
(po∣rf )&po is equivalent to po. Applying union or intersection to relations r1

and r2 only produces a relation that is not equivalent to r1 or r2 if they are both
incomparable with respect to set inclusion. This property can be used as a basis
for an fast method to check relations for equivalence. A fast method to indicate
if two relations are comparable could be worth the trade-off in efficiency.
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Targeted Synthesis In the expansion by enumeration, we list every relation
in a non-targeted way. Instead, we can modify the expansion phase in order to
produce "better" relations. We attempt to use checks that succeed for some
execution in X(Neg) or fail for some P+ in order to move towards relations
without that behavior. We can identify circles of base relations in an execution
and given such a cycle, we may attempt to construct relations that forbid it.
This approach differs from the CEGIS method insofar that it is done without
using an SMT solver and thus potentially faster. The relations are constructed
such that they forbid a certain cycle.

If an execution X ∈ X(Neg) succeeds for a relation r, then X contains no
cycle of r. The synthesized model however should contain a relation that has
a cycle in X. Any constraint that violates cycles in common memory models
implies a cycle of base relations (see Lemma 21). It follows that we can assume
X contains a cycle of base relations described by a word b1...bn over base relation
names. We can now construct a relation r′ that forbids X and contains r (r′ ⊇ r).
We know that a check still fails for r′ when it fails for r (Theorem 14). Every
relation r can be interpreted as a regular expression over base (and named)
relations and describes a language L(r). We require r ⊆ r′ and that there is
an i ≤ n such that bi+1 . . . bn.b1 . . . bi ∈ L((r′)+). There are many relations that
satisfy such a criteria. We would need to aim for a balance between closeness to
r and simplicity.

The other direction is analogue. If a program P+ ∈ Pos fails for a relation
r, then there is an execution X that reaches a state that satisfies S and that
contains a cycle of r. We can find such an execution and the corresponding
cycle c′ with a cyclicity query. The synthesized model however should contain a
relation that describes no cycle in X.

Any cycle that violates constraints in common mcms implies a cycle of base
relations (see Lemma 21). It follows that X contains a cycle of base relations
that contains the events of c′ and is described by a word c = b1...bn. We now
need to construct a relation r′ such that r′ ⊂ r and for every such cycle c and
all i ≤ n holds bi+1 . . . bn.b1 . . . bi /∈ L((r′)+). We find such a relation by using
the property that every edge in c′ implies a path of base relations between the
same events. For every edge e

r→ e′ ∈ c′ there is a path e
b1→ ...

bm→ e′ ∈ c such that
b1...bm ∈ L(r). We pick one such word b1...bm and ensure that b1...bm ∉ L(r′).
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Appendix D

Petri Net Invariant Synthesis

D.1 Proof of Theorem 15
Theorem 15. A half space (k, c) is t-inductive iff

∄x ∈ Nn ∶ c ≤ k ⋅ x + k ⋅ t− < c − k ⋅ t∆

Proof. We use the following property:

∃m ∈ Nn ∶m ≥ t−⇔ ∃x ∈ NS ∶m = x + t−. (D.1)

According to the definition of t-inductivity, an inequality is not t-inductive iff
there is a marking m that satisfies the following condition:

∃m ∈ Nn ∶ k ⋅m ≥ c ∧m ≥ t− ∧ k ⋅m + k ⋅ t∆ < c
(D.1)
⇔ ∃x ∈ Nn ∶ k ⋅ x + k ⋅ t− ≥ c ∧ k ⋅ x + k ⋅ t− + k ⋅ t∆ < c
⇔ ∃x ∈ Nn ∶ k ⋅ x + k ⋅ t− ≥ c ∧ k ⋅ x + k ⋅ t− < c − k ⋅ t∆

∃x ∈ Nn ∶ c ≤ k ⋅ x + k ⋅ t− < c − k ⋅ t∆

D.2 Proof of Lemma 15
First, we require the following lemma which examines the non-trivial case:

Lemma 28. Let k be an non-mixed vector with k ⋅ t∆ < 0 and ∣k(i)∣ > −k ⋅ t∆ for
all k(i) ≠ 0. Then there is a c ∈ Z so that k ⋅m ≥ c is t-inductive.

Proof. We examine both cases for the non-mixed vector k: k ≥ 0 and k ≤ 0.
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k ≥ 0: First, we assume k ≥ 0 and set c ∶= k ⋅ t− + 1. From k ⋅ t∆ < 0 and
∣k(i)∣ > −k ⋅ t∆ follows k(i) > 1 for all k(i) ≠ 0. We check if the condition
in Theorem 15 is satisfied for any x ∈ Nn:

c ≤ k ⋅ x + k ⋅ t− < c − k ⋅ t∆.

If x is the vector 0n then it follows c = k ⋅ t− + 1 ≰ k ⋅ x + k ⋅ t− = k ⋅ t−.
Let x contain an entry x(i) > 0. If k(i) = 0 for all such entries then the
case is analogue to x = 0n. If there is an i ≤ n with x(i) > 0 and k(i) > 0
(and thus k(i) ≥ −k ⋅ t∆ + 1 ), then it holds

k ⋅ x + k ⋅ t− ≥ k(i) + k ⋅ t− ≥ −k ⋅ t∆ + 1 + k ⋅ t− = c − k ⋅ t∆.

k ≤ 0: We define c ∶= k ⋅t−+k ⋅t∆. If x is the vector 0n, then it follows k ⋅x+k ⋅t− =
k ⋅ t− ≮ kt− = c − k ⋅ t∆. Let x contain an entry x(i) > 0. If k(i) = 0 for all
such entries then the case is analogue to x = 0n. If there is an i ≤ n with
x(i) > 0 and k(i) < 0 (and thus k(i) < k ⋅ t∆ ), then it holds

k ⋅ x + k ⋅ t− ≤ k(i) + k ⋅ t− < k ⋅ t∆ + k ⋅ t− = c.

This means the condition is not satisfied in either case and the inequality is
t-inductive according to Theorem 15.

We recall the Theorem 15 from Section 7.5:

Lemma 15. There is a c ∈ Z such that (k, c) is a separating t-inductive inequality
iff k is a solution of φt.

Proof. Now, we examine the formula φ. Let (k, c) be separating, meaning m0 ∈
Sol(k, c) and m0 ∉ Sol(k, c), and t-inductive. Since it is separating, condition (0)
holds and c is in the interval (k ⋅mf , k ⋅m0]. If it is trivial, it follows that one of
the conditions (1)-(3) holds. If it is non-trivial, conditions (4) and (5) hold. It
follows that k is a satisfying assignment of φt.

Let k be a solution of φt. We show that there is a value c such that (k, c) is
t-inductive:

• If k satisfies (1), it is t-inductive for any c and since (0) holds, we can
choose a c such that it is separating.

• If k satisfies (2) then we set c = k ⋅m0 and thus (k, c) is separating and
antitone.

• Condition (3) is analogue, here we set c = k ⋅mf + 1 and thus (k, c) is
separating and monotone.

• If k satisfies Conditions (4) and (5), than the property holds according to
the following Lemma.
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D.3 Proofs for Algorithm 7
We recall Theorem 19 from Section 7.6

Theorem 19. A half space (k, c) is t-inductive iff

∄k1..kl ∈K∗ ∶ c ≤ k ⋅ t− +
l

∑
i=1

ki < c − k ⋅ t∆

Proof. We use the following property: For any sum ∑li=1 ki over K with x(j)
the number of occurrences of value kj in the sum, it holds

l

∑
i=1

ki =
n

∑
j=1

k(j) ⋅ x(j) = k ⋅ x. (D.2)

Obviously, we can construct a sum with value k ⋅ x for any vector x. It follows:

∃x ∈ Nn ∶ k ⋅ x = z⇔ ∃k1 . . . kl ∈K∗ ∶
l

∑
i=1

ki = z (D.3)

An inequality is not t-inductive iff there is a marking x that violates Theorem 15:

∃x ∈ Nn ∶ c ≤ k ⋅ x + k ⋅ t− < c − k ⋅ t∆

(D.3)
⇔ ∃k1 . . . kl ∈K∗ ∶ c ≤

l

∑
i=1

ki + k ⋅ t− < c − k ⋅ t∆

Lemma 29. The algorithm is correct.

Proof. Assume the algorithm returns "Not inductive". It holds c ≤ current <
c−k⋅t∆ and current was derived by adding elements ofK to the starting value k⋅t−.
It follows that there is a sequence k1 . . . kl ∈K∗ and c ≤ k ⋅ t− +∑li=1 ki < c− k ⋅ t∆.
This violates the condition of Theorem 19 and thus the inequality is not t-
inductive.

Lemma 30. The algorithm is complete.

Proof. We show that the algorithm identifies any half space that is not t-inductive.
We know that k is not mixed. We now examine the case k ≥ 0. Let k1 . . . kl be a
sequence that satisfies the condition of Theorem 19. W.l.o.g., we can assume
that k1 . . . kl is the shortest sequence that reaches the target area. We examine
its prefixes k1 . . . ki with i < l. It follows that k ⋅ t− +∑ij=1 kj < c holds for all i < l
and k ⋅ t− +∑lj=1 kj < c − k ⋅ t∆.

We now apply a induction over the sequence to show that the algorithm
processes k ⋅ t− +∑lj=1 kj or returns "Not inductive" before that:

Induction basis: The algorithm processes k ⋅ t− (Line 1 and 2).
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Induction hypothesis: The algorithm processes current = k ⋅ t− +∑ij=1 kj .

Induction step: We know current+ ki+1 = k ⋅ t− +∑i+1
j=1 kj < c− k ⋅ t∆ holds and

thus the condition in Line 9 is satisfied. It is added to the queue (Line 12)
and it is either processed later or the algorithm returns "Not inductive"
before that. The argument is analogue for k ≤ 0. Here, the condition in
Line 10 is satisfied.

It follows that unless "Not inductive" is returned earlier, k ⋅ t− + ∑lj=1 kj is
processed. It meets the condition in Line 5 and the algorithm returns "Not
inductive".

Theorem 24. The run-time of Algorithm 7 is polynomial in the input values.

Proof. We show that the algorithm’s runtime is polynomial in the input values.
The processing time of one value is linear in ∣K ∣. Either the lowest processed
value is the starting value k ⋅ t− and the highest is some value at most c − k ⋅ t∆
(garanteed by the condition in Line 9) or the highest processed value is the
starting value k ⋅ t− and the lowest is at least c (garanteed by the condition in
Line 10). It follows that the algorithm only processes values in the polynomial
sized segment

[min(k ⋅ t−, c),max(k ⋅ t−, c − k ⋅ t∆)].
Since every processing step reaches a new unprocessed value in the segment, the
number of processing steps are limited by the seqment size

ls ∶= ∣max(k ⋅ t−, c − k ⋅ t∆) −min(k ⋅ t−, c)∣.

We continue by analyzing the space-complexity of the problem. We study the
complexity class L which denotes problems that can be solved deterministically
using an amount of memory space that is logarithmic in the size of the input.
The class NL describes problems that can be solved non-deterministically in
logarithmic space. The problems that can be solved non-deterministically using
space that is linear in the input size are in CSL. For any class of problems C,
we denote the class of their complements as co-C.

Theorem 25. A half space is not t-inductive if and only if there is a vector x
that violates Theorem 15 and x(j) ≤ ls for all j ≤ n

Proof. Since there are ls many possible values, and the algorithm processes a
value only once, the algorithm constructs a sum of length at most ls iff it is
not t-inductive. It follows from (Equation D.2) that if (Theorem 15) is violated,
than it is violated by some vector x with ∣x∣ ≤ ls.

It follows from Theorem 25 that deciding inductivity is in co-NP. Non-
deterministically choosing some vector x with values at most ls and checking if
it violates Theorem 15 takes polynomial time.
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We assume the dimension n of k (which is the number of places in the
Petri net) is a fixed parameter and introduce a new algorithm that solves t-
inductivity in logarithmic space. It simply iterates all possible vectors x that
satisfy x(j) ≤ ls for all j ≤ n and checks whether they satisfy the inequality. The
successor function succ handles the vector x ≤ ls like a number with n digits to
the basis ls and works like a standard successor. It starts at the first value and
if it is less than ls it adds one and terminates, if the current value is ls, it sets it
to 0 and handles the next one.

Inductivity-LogSpace
1 x = 0n;
2 repeat
3 if c ≤ k ⋅ x + k ⋅ t− < c − k ⋅ t∆ then
4 return Not inductive
5 end
6 x = succls(x);
7 until x = lns ;
8 return Inductive

The value of ls is linear in every input variable and thus it can be stored in
logarithmic space. Any vector x with x(j) ≤ ls for all j ≤ n can also be stored in
logspace.

Theorem 26. Deciding inductivity of a half space is in L for unary encoded
input and fixed dimension of k.

A nondeterministic version of the inductivity algorithm has to store only the
current value and the number of executed steps and it executes at most ls steps.

Theorem 27. Deciding inductivity of a half space is in co-NL for unary encoded
input.

For binary encoded input, it follows from Theorem 27:

Theorem 28. Deciding inductivity of a half space is in co-CSL for binary
encoded input.

For an instance of the inductivity problem given by an an inequality and a
transition we introduce the parametrized instance with the greatest total value
kmax of k as the parameter.

Theorem 29. The parametrized inductivity problem is fixed parameter tractable.

Proof. For any vector x ∈ Nn with xi ≥ k1 it holds

k ⋅ x = k ⋅ (x1 + ki, . . . , xi−1, xi − k1, xi+1, . . . , xn)T

We iterate this argument and it follows that if there is a vector that satisfies the
condition of Theorem 15 then it is also satisfied by a vector x with x2, . . . xn ≤ k1.
We assume k ≥ 0 and k ⋅ t− < c.
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k ⋅ t− + k ⋅ x = k ⋅ t− + k1 ⋅ x1 +
n

∑
i=2

ki ⋅ xi ≥ c

⇒ k1 ⋅ x1 ≥ c − k ⋅ t− −
n

∑
i=2

ki ⋅ xi ≥ c − k ⋅ t− − k1 ⋅
n

∑
i=2

ki

⇒ x1 ≥ ⌈c − k ⋅ t
− − k1 ⋅∑ni=2 ki
k1

⌉

Instead of imposing a lower bound on x1 we introduce x′ with x1 = x′1 −
⌈ c−k⋅t

−−k1⋅∑n
i=2 ki

k1
⌉ and x′i = xi for i > 1:

k ⋅ x = k ⋅ x′ + k1 ⋅ ⌈
c − k ⋅ t− − k1 ⋅∑ni=2 ki

k1
⌉

It follows that an inequality k ⋅m ≥ c is t-inductive iff the following inequality
is t-inductive: k ⋅m ≥ c − k1 ⋅ ⌈ c−k⋅t

−−k1⋅∑n
i=2 ki

k1
⌉. Note that the size of the new

inequality is only bounded by kmax and not c:

c − k1 ⋅ ⌈
c − k ⋅ t− − k1 ⋅∑ni=2 ki

k1
⌉ ≤ k ⋅ t− + k1 ⋅

n

∑
i=2

ki

The construction for k ≤ 0 and k ⋅ t− > c is analogue.

D.3.1 Proofs for Generating c

The main contribution of this subsection is the proof of Theorem 22. This
requires the following two technical lemmas.

Lemma 31.
∣gcdk∣ ≤ ∣k ⋅ t∆∣

Proof. It holds k ⋅ t∆ = t∆(1) ⋅ k(1) + . . . + t∆(n) ⋅ k(n) = z ⋅ gcdk for some z ∈ Z.
It follows ∣k ⋅ t∆∣ ≥ ∣gcdk∣.

Lemma 32. Let k ⋅m ≥ c be a non-trivial t-inductive inequality and let y ∈ N
denote the Frobenius number of k(1)

gcd(k) , . . . ,
k(n)
gcd(k) .

a) If k ≥ 0, it holds k ⋅ t− + k ⋅ t∆ < c ≤ gcd(k) ⋅ y + k ⋅ t−.

b) If k ≤ 0, it holds gcd(k) ⋅ y + k ⋅ t− ≤ c < k ⋅ t−.

Proof. We prove the lower and upper bounds for both cases.

a) The lower bound follows immediately from Lemma 13. For the upper
bound, we assume c > gcd(k) ⋅ y + k ⋅ t− and thus c−k⋅t−

gcd(k) > y. Since y is the

Frobenius number, there is a vector b ∈ Nn such that ⌊ c−kt−
gcd(k) ⌋ =

kT

gcd(k) ⋅ b.
This means

c − k ⋅ t− ≤ k ⋅ b < c − k ⋅ t− + gcd(k).
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According to Lemma 13, it holds k ⋅ t∆ < 0. We apply Lemma 31 and get
−k ⋅ t∆ ≥ gcd(k). This means that c ≤ k ⋅ b + kt− < c − k ⋅ t∆ holds and thus
the vector b satisfies Theorem 15. This is a contradiction to inductivity.

b) The upper bound follows immediately from Lemma 13. For the lower
bound, we assume c < gcd(k) ⋅ y + k ⋅ t− and thus c−kt−

gcd(k) > y. The remainder
is analogue to a).

We recall Theorem 22 from Section 7.6.1:

Theorem 22. Let k ⋅ m ≥ c be a non-trivial t-inductive half space and let
kmax, kmin denote entries of k with maximal and minimal absolute values.

1. If k ≥ 0, then it holds that c < kmax ⋅ kmin + k ⋅ t−.

2. If k ≤ 0, then it holds that c ≥ −kmax ⋅ kmin + k ⋅ t−.
Proof. Let y denote the Frobenius number of k(1)

gcd(k) , . . . ,
k(n)

gcd(k) . By Lemma 14
and Lemma 31, we know that ∣k(i)∣ > −k ⋅ t∆ ≥ ∣gcd(k)∣. From this we obtain that
k(i)

gcd(k) =
∣k(i)∣
∣gcd(k)∣ ≥ 2. Now we apply Theorem 21 and get: y ≤ ( kmax

gcd(k) −1)( kmin

gcd(k) −
1).
Now assume that k ≥ 0. We give an estimation for gcd(k) ⋅ y:

gcd(k) ⋅ y ≤ gcd(k) ⋅ ( kmax
gcd(k) − 1)( kmin

gcd(k) − 1)

≤ gcd(k)2 ⋅ ( kmax
gcd(k) − 1)( kmin

gcd(k) − 1)

≤ (kmax − gcd(k))(kmin − gcd(k))
≤ kmax ⋅ kmin.

We now combine this with the bound proven in Lemma 32 and derive the criterion
of Theorem 22

c < kmax ⋅ kmin + k ⋅ t−.
If k ≤ 0, we derive a similar bound. Note that it holds gcd(k) < 0). We now

derive a lower bound of gcd(k) ⋅ y:

gcd(k) ⋅ y ≥ gcd(k) ⋅ ( kmax
gcd(k) − 1) ⋅ ( kmin

gcd(k) − 1)

≥ −gcd(k)2 ⋅ ( kmax
gcd(k) − 1) ⋅ ( kmin

gcd(k) − 1)

≥ −(kmax − gcd(k)) ⋅ (kmin − gcd(k))
≥ −kmax ⋅ kmin.

Like above, we apply this to the bound on c from Lemma 32 and get

c ≥ −kmax ⋅ kmin + k ⋅ t−
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D.4 Alternative Proof for Theorem 17
For an inequality not to be inductive, there must be a marking that satisfies the
inequality from which t can be fired. We can describe the set of such markings
for emptiness using the following lemma:

Lemma 33.
mt ∩m(k ⋅m ≥ c) = ∅⇔ k ⋅ t− < c ∧ k ≤ 0

The set is not empty if it contains either t−, which means k ⋅ t− ≥ c holds, or
it contains some greater marking m. There must be some positive value of k for
the greater m to satisfy the inequality. Otherwise k ⋅m ≤ k ⋅ t− would hold. The
formal proof is omitted since it is trivial. In the following, we will assume that
the set is not empty.

We say a vector is mixed if it contains both positive and negative entries. An
inequality k ⋅m ≥ c is mixed if k is mixed.

We recall Theorem 17 from Section 7.4:

Theorem 17. If (k, c) is t-inductive but not oriented towards t, then either
k ≥ 0 or k ≤ 0 holds.

Proof. Let (k, c) is t-indcutive and not oriented towards t We assume towards
contradiction that there are i, j such that k(i) > 0 and k(j) < 0. We denote the
i-th unit vector with ei. We construct a counterexample marking m such that
the following holds:

k ⋅m = −k ⋅ t∆ (D.4)

Construct a marking m satisfying k ⋅m = −k ⋅ t∆.
1 m ∶= −t∆ ∈ Z for l ∶m(l) < 0 do
2 if k(l) > 0 then
3 m ∶=m + ∣m(l)∣ ⋅ (k(l) ⋅ ej − k(j) ⋅ el)
4 end
5 if k(l) < 0 then
6 m ∶=m + ∣m(l)∣ ⋅ (k(i) ⋅ el − k(l) ⋅ ei)
7 end
8 if k(l) = 0 then
9 m ∶=m + ∣m(l)∣ ⋅ el

10 end
11 end

Note that in each iteration, one negative value m(l) becomes positive (or
zero) and no value becomes negative. It follows that the algorithm terminates
with a marking m ≥ 0.

After the initial assignment in line 1, Equation D.4 holds. We show that it is
actually an invariant. Assume in an iteration k(l) > 0 holds, then the update in
line 4 is executed:

k ⋅mnew = k ⋅mold + k ⋅ ∣mold,l∣ ⋅ (k(l) ⋅ ej − k(j) ⋅ el)
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= k ⋅mold + ∣mold,l∣ ⋅ (k(l) ⋅ k(j) − k(j) ⋅ k(l)) = k ⋅mold

The case k(l) < 0 is analogue and in case k(l) = 0, it holds:

k ⋅mnew = k ⋅mold + k ⋅ ∣mold,l∣ ⋅ el = k ⋅mold + ∣mold,l∣ ⋅ k(l) = k ⋅mold

We assume k ⋅ t− ≤ c. The are d, e ∈ N with k ⋅ t− + d ⋅ (−k ⋅ t∆) = c + e and
e < −k ⋅ t∆. It follows from Equation D.4, that k ⋅ t− + d ⋅ k ⋅m = c + e and thus
c ≤ k ⋅ t− + k ⋅ (d ⋅m) < c − k ⋅ t∆ The marking d ⋅m satisfies the condition of
Theorem 15 and thus it is not inductive.

We assume k ⋅ t− > c. Since the inequality is relevant, it holds k ⋅ t∆ < 0 and
thus there are d, e ∈ N with k ⋅ t− +d ⋅ (−k ⋅ t∆) = c+ e and e < −k ⋅ t∆. If we modify
the algorithm such that m is initialized as m ∶= t∆ then it is easy to see that the
algorithm produces a marking m that satisfies

k ⋅m = k ⋅ t∆ (D.5)

We apply this equation and derive k ⋅t−+d⋅k ⋅m = c+e and thus c ≤ k ⋅t−+k ⋅(d⋅m) <
c − k ⋅ t∆. The marking d ⋅m ∈ N satisfies the condition of Theorem 15 and thus
it is not inductive.

It follows that the inequality is not inductive.
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